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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[2]
Void.

[3]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia (IM) Subsystem".

[4]
Void.

[5]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[6]
IETF RFC 3261 "SIP: Session Initiation Protocol".

[7]
3GPP TS 21.905: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Vocabulary for 3GPP specifications".

[8]
3GPP TS 24.229: "3rd Generation Partnership Project: Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on SIP and SDP".

[9]
3GPP TS 23.002: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, Network Architecture".

[10]
3GPP TS 23.060: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, General Packet Radio Service (GPRS); Service Description".

[11]
3GPP TS 24.228: "3rd Generation Partnership Project: Technical Specification Group Core Network; Signalling flows for the IP multimedia call control based on SIP and SDP".

[12]
IETF RFC 2617 (1999) "HTTP Authentication: Basic and Digest Access Authentication".

[13]-[16]
Void.

[17]
IETF RFC 3310 (2002): "HTTP Digest Authentication Using AKA". April, 2002.

[18]
IETF RFC 3041 (2001): "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[19]
Void.

[20]
IETF RFC 2451 (1998): "The ESP CBC-Mode Cipher Algorithms".

[21]
IETF RFC 3329 (2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[22]
IETF RFC 3602 (2003): "The AES-CBC Cipher Algorithm and Its Use with IPsec".

[23]
IETF RFC 3263 (2002): "Session Initiation Protocol (SIP): Locating SIP Servers".

[24]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".

[25]
Void.

[26]
ETSI ES 282 001: "TISPAN - Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Functional Architecture for NGN Release 1".

[27]
IETF RFC 3947 (2005): "Negotiation of NAT-Traversal in the IKE". 

[28]
IETF RFC 3948 (2005): "UDP Encapsulation of IPsec ESP Packets".

[29]
IETF RFC 3323 (2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[30]
IETF RFC 3325 (2002): "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Network".

[31]
3GPP TS 23.167: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) emergency sessions”.

[32]
IETF RFC 5626 (2009): "Managing Client Initiated Connections in the Session Initiation Protocol (SIP)".

[33]
Void.

[34]
IETF RFC 2246 (1999): "The TLS Protocol Version 1.0".

[35]
Void.

[36]
ETSI ES 282 004: “NGN Functional Architecture; Network Attachment Sub-System (NASS)”

[37]
ETSI TS 187 001: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN SECurity (SEC); Requirements"

[38]
Void.
[39]
3GPP TS 29.228: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".

[40]
3GPP2 X.S0011: "cdma2000  Wireless IP Network Standard".

[41]
3GPP2 C.S0023: "Removable User Identity Module for Spread Spectrum Systems".

[42]
Void.

[43]
3GPP2 S.S0055: "Enhanced Cryptographic Algorithms".

[44]
3GPP2 S.S0078: "Common Security Algorithms".

[45]
3GPP2 C.S0065: "cdma2000 Application on UICC for Spread Spectrum Systems".

[46]
3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".

[47]
IETF RFC-2407: "The Internet IP Security Domain of Interpretation for ISAKMP".

[48]
IETF RFC-2408: "Internet Security Association and Key Management Protocol (ISAKMP)".

[49]
IETF RFC-2409: "The Internet Key Exchange (IKE)".

[50]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".

[51]
3GPP TS 31.103: "3rd Generation Partnership Project: Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[52]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[53]
IETF RFC 4301: "Security Architecture for the Internet Protocol".

[54]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 

[55]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[56]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[57]
ETSI TS 187 003 v3.4.1: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Security Architecture".

[58]
Void.

[59]
IETF RFC 5245: "Interactive Connectivity Establishment (ICE)".

[60]
IETF RFC 6544: "TCP Candidates with Interactive Connectivity Establishment (ICE) ".

[61]
IETF RFC 5766: "Traversal Using Relays around NAT (TURN)".

[62]
IETF RFC 6062: "Traversal Using Relays around NAT (TURN) Extensions for TCP Allocations".

[63]
IETF RFC 2817: "Upgrading to TLS Within HTTP/1.1".
[64]
IETF RFC 6623: "Indication of Support for Keep-Alive".
[65]
IETF RFC 4169: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2”.

[66]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 
[67]
IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

[68]
IETF RFC 7376: "Problems with Session Traversal Utilities for NAT (STUN) Long-Term Authentication for Traversal Using Relays around NAT (TURN)".

[69]
IETF RFC 5389: "Session Traversal Utilities for NAT (STUN)".

[70] 
IETF draft "draft-ietf-tram-turn-third-party-authz-16 ": "Session Traversal Utilities for NAT (STUN) Extension for Third Party Authorization".

[71]
IETF draft "draft-ietf-oauth-pop-architecture-02" : "OAuth 2.0 Proof-of-Possession (PoP) Security Architecture".

[72]
IETF RFC 6749: "The OAuth 2.0 Authorization framework".

 [x4106]
IETF RFC 4106: "The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP)".
[x4543]
IETF RFC 4543: "The Use of Galois Message Authentication Code (GMAC) in IPsec ESP and AH".
***
NEXT CHANGES
***
6.3
Integrity mechanisms
IPsec ESP as specified in reference RFC 4303 [54] shall provide integrity protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPsec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 4301 [53] shall also be considered. ESP integrity shall be applied in transport mode between UE and P‑CSCF. ESP integrity can be provided by an integrity algorithm or an authenticated encryption algorithm.
The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF, all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.

The integrity key IKESP is the same for the two pairs of simultaneously established SAs. The integrity key IKESP is obtained from the keying material established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function. This key expansion function depends on the ESP integrity algorithm and is specified in Annex I of this specification.

The integrity key expansion on the user side is done in the UE. The integrity key expansion on the network side is done in the P‑CSCF.

The anti-replay service shall be enabled in the UE and the P‑CSCF on all established SAs.

***
NEXT CHANGES
***
7.1
Security association parameters
For protecting IMS signalling between the UE and the P‑CSCF it is necessary to agree on shared keys that are provided by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause 7.2) is used to negotiate the SA parameters required for IPsec ESP with authentication and confidentiality, in accordance with the provisions in clauses 5.1.3, 5.1.4, 6.2, and 6.3.

The SA parameters that shall be negotiated between UE and P‑CSCF in the security mode set-up procedure are:

-
Encryption algorithm


Both the UE and the P‑CSCF shall adhere to the profiling given in clause 5.3.3 of 33.210 [5] with the addition that only algorithms that can be signalled according to Annex H needs to be supported.
-
Integrity algorithm


Both the UE and the P‑CSCF shall adhere to the profiling given in clause 5.3.4 of 33.210 [5] with the addition that only algorithms that can be signalled according to Annex H needs to be supported.

NOTE 1:
What is called "authentication algorithm" in RFC 4303 [54] is called "integrity algorithm" in this specification in order to be in line with the terminology used in other 3GPP specifications and, in particular, to avoid confusion with the authentication algorithms used in the AKA protocol.

NOTE 2:
If one of the two integrity algorithms is compromised then it suffices for the IMS to remain secure that the algorithm is no longer supported by any P‑CSCF. The security mode set-up procedure (cf. clause 7.2) will then ensure that some other integrity algorithm is selected.

-
SPI (Security Parameter Index)


The SPI is allocated locally for inbound SAs. The triple (SPI, destination IP address, security protocol) uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P‑CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P‑CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE 's client and server ports and the P‑CSCF 's client and server ports respectively.

NOTE 3:
This allocation of SPIs ensures that protected messages in the uplink always differ from protected messages in the downlink in, at least, the SPI field. This thwarts reflection attacks. When several applications use IPsec on the same physical interface the SIP application should be allocated a separate range of SPIs.

The following SA parameters are not negotiated:

-
Life type: the life type is always seconds;

-
SA duration: the SA duration has a fixed length of 232-1;

NOTE 4:
The SA duration is a network layer concept. From a practical point of view, the value chosen for "SA duration" does not impose any limit on the lifetime of an SA at the network layer. The SA lifetime is controlled by the SIP application as specified in clause 7.4.

-
Mode: transport mode;

-
Key length: the length of the integrity key IKESP depends on the integrity algorithm, c.f. Annex I.

-
Key length: the length of the encryption key depends on the encryption algorithm, c.f. Annex I.

Selectors:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and P‑CSCF, i.e. source and destination IP addresses, transport protocols that share the SA, and source and destination ports.

-
IP addresses are bound to two pairs of SAs, as in clause 6.3, as follows:

-
inbound SA at the P‑CSCF:
The source and destination IP addresses associated with the SA are identical to those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

-
outbound SA at the P‑CSCF:
the source IP address bound to the outbound SA equals the destination IP address bound to the inbound SA;
the destination IP address bound to the outbound SA equals the source IP address bound to the inbound SA.

NOTE 5:
This implies that the source and destination IP addresses in the header of the IP packet in which the protected SIP REGISTER message was received by the P‑CSCF need to be the same as those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

-
The transport protocol selector shall allow UDP and TCP.

-
Ports:

1.
The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security associations established in an authenticated registration. The ports port_ps and port_pc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_ps and port_pc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_ps and port_pc. The number of the ports port_ps and port_pc are communicated to the UE during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").


TCP case: the P-CSCF, if it does not have a TCP connection towards the UE yet, shall set up a TCP connection from its port_pc to the port port_us of the UE before sending a request to it..

NOTE 6:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE; but it is not mandatory.

NOTE 7:
The protected server port port_ps stays fixed for a UE until all IMPUs from this UE are de‑registered. It may be fixed for a particular P‑CSCF over all UEs, but there is no need to fix the same protected server port for different P‑CSCFs.

NOTE8:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6].

2.
The UE associates two ports, called port_us and port_uc, with each pair of security associations established in an authenticated registration. The ports port_us and port_uc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_us and port_uc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_us and port_uc. The number of the ports port_us and port_uc are communicated to the P-CSCF during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").


TCP case: the UE, if it does not have a TCP connection towards the P‑CSCF yet, shall set up a TCP connection to the port port_ps of the P‑CSCF before sending a request to it.

NOTE 9:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE, but it is not mandatory.

NOTE 10:
The protected server port port_us stays fixed for a UE until all IMPUs from this UE are de-registered.

NOTE 11:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6]

3.
The P‑CSCF is allowed to receive only REGISTER messages, messages relating to emergency services in accordance with TS 23.167 [31] and TS 24.229 [8], and error messages related to unprotected messages on unprotected ports. All other messages not arriving on a protected port shall be either discarded or rejected by the P‑CSCF.

4.
The UE is allowed to receive only the following messages on an unprotected port:

-
responses to unprotected REGISTER messages; 

-
messages relating to emergency services in accordance with TS 23.167 [31] and TS 24.229 [8];

-
error messages related to unprotected messages.


All other messages not arriving on a protected port shall be rejected or silently discarded by the UE.

The following rules apply:

1.
For each unidirectional SA which has been established and has not expired, the SIP application at the P‑CSCF stores at least the following data: (UE_IP_address, UE_protected_port, P-CSCF_protected_port, SPI, IMPI, IMPU1, ... , IMPUn, lifetime) in an "SA_table". The pair (UE_protected_port, P-CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE 12:
The SPI is only required when initiating and deleting SAs in the P‑CSCF. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

2.
The SIP application at the P‑CSCF shall check upon receipt of a protected REGISTER message that the source IP address in the packet headers coincide with the UE’s IP address inserted in the Via header of the protected REGISTER message. If the Via header does not explicitly contain the UE's IP address, but rather a symbolic name then the P‑CSCF shall first resolve the symbolic name by suitable means to obtain an IP address.

3.
The SIP application at the P‑CSCF shall check upon receipt of an initial REGISTER message or a re-REGISTER message that the pair (UE_IP_address, UE_protected_client_port), where the UE_IP_address is the source IP address in the packet header and the protected client port is sent as part of the security mode set-up procedure (cf. clause 7.2), has not yet been associated with entries in the "SA_table". Furthermore, the P‑CSCF shall check that, for any one IMPI, no more than six SAs per direction are stored at any one time. If these checks are unsuccessful the registration is aborted and a suitable error message is sent to the UE.

NOTE 13:
According to clause 7.4 on SA handling, at most six SAs per direction per registered contact may exist at a P‑CSCF for one IMPI at any one time.

4.
For each incoming protected message the SIP application at the P‑CSCF shall verify that the correct inbound SA according to clause 7.4 on SA handling has been used. The SA is identified by the triple (UE_IP_address, UE_protected_port, P‑CSCF_protected_port) in the "SA_table". The SIP application at the P‑CSCF shall further ensure that the user associated with the SA, which was used to protect the incoming message from the UE, is identical to the user who is associated at SIP level with the message sent by the P-CSCF towards the network. 

NOTE 14:
Not all SIP messages necessarily contain public or private identities, e.g. subsequent messages in a dialogue. Other information, e.g. a dialogue identifier, may be used to associate the message with a user at SIP level.

5.
For each unidirectional SA which has been established and has not expired, the SIP application at the UE stores at least the following data: (UE_protected_port, P‑CSCF_protected_port, SPI, lifetime) in an "SA_table". The pair (UE_protected_port, P‑CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE 15:
The SPI is only required to initiate and delete SAs in the UE. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

6.
When establishing a new pair of SAs (cf. clause 6.3) the SIP application at the UE shall ensure that the selected numbers for the protected ports do not correspond to an entry in the "SA_table".

NOTE 16:
Regarding the selection of the number of the protected port at the UE it is generally recommended that the UE randomly selects the number of the protected port from a sufficiently large set of numbers not yet allocated at the UE. This is to thwart a limited form of a Denial of Service attack. UMTS PS access link security also helps to thwart this attack.

7.
For each incoming protected message the SIP application at the UE shall verify that the correct inbound SA according to clause 7.4 on SA handling has been used. The SA is identified by the pair (UE_protected_port, P‑CSCF_protected_port) in the "SA table".

NOTE 17:
If the integrity check of a received packet fails then IPsec will automatically discard the packet.

***
NEXT CHANGES
***
Annex H (normative):
The use of "Security Mechanism Agreement for SIP Sessions" [21] for security mode set-up

The BNF syntax of RFC 3329 [21] is defined for negotiating security associations for semi-manually keyed IPsec or TLS in the following way:


security-client

= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server

= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify

= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism

= mechanism-name *(SEMI mech-parameters)


mechanism-name

= "ipsec-3gpp" / "tls"


mech-parameters

= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )


preference



= "q" EQUAL qvalue


qvalue




= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )


algorithm



= "alg" EQUAL ("hmac-sha-1-96" / "aes-gmac" / "null" )


protocol



= "prot" EQUAL ( "ah" / "esp" )


mode




= "mod" EQUAL ( "trans" / "tun" / "UDP-enc-tun"  )


encrypt-algorithm
= "ealg" EQUAL ("aes-cbc" / "aes-gcm" / "null" )


spi‑c




= "spi‑c" EQUAL spivalue


spi‑s




= "spi‑s" EQUAL spivalue


spivalue



= 10DIGIT; 0 to 4294967295


port‑c




= "port‑c" EQUAL port


port‑s




= "port‑s" EQUAL port


port




= 1*DIGIT

The changes compared to RFC 3329 [21] are:


"alg" parameter: Addition of "aes-gmac" and "null". Removal of "hmac-md5-96"

"ealg" parameter: Addition of "aes-cbc" and "aes-gcm". Removal of "des-ede3-cbc"

"mod" parameter: Addition of "UDP-enc-tun"
The use of security association parameters is specified in clauses 7.1, 7.2, M.7.1 and M.7.2 of the present document. The parameters described by the BNF above have the following semantics:


Mechanism-name: For manually keyed IPsec, this field includes the value "ipsec-3gpp". "ipsec‑3gpp" mechanism extends the general negotiation procedure of RFC 3329 [21] in the following way:

1
The server shall store the Security-Client header received in the request before sending the response with the Security-Server header.

2
The client shall include the Security-Client header in the first protected request. In other words, the first protected request shall include both Security-Verify and Security-Client header fields.

3
The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are the same.

Mech-parameters: Of the mech-parameters, only preference is relevant when the mechanism-name has the value "tls".

Preference: As defined in RFC 3329 [21].


Algorithm: Defines the authentication algorithm. The algorithm parameter is mandatory. The value "aes-gmac" refers to the algorithm ENCR_NULL_AUTH_AES_GMAC defined in IETF RFC 4543 [X2].

Protocol: Defines the IPsec protocol. May have a value "ah" or "esp". If no Protocol parameter is present, the value will be "esp".

NOTE 1:
According to clause 6 only "esp" (RFC 4303 [54]) is allowed for use in IMS.

Mode: Defines the mode in which the IPsec protocol is used. May have a value "trans" for transport mode, and value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans".

NOTE 2:
According to clause 6.3 ESP integrity shall be applied in transport mode i.e. only "trans" is allowed for use in IMS.

Encrypt-algorithm: If present, defines the encryption algorithm. The value "aes-cbc" refers to the algorithm defined in IETF RFC 3602 [22]. The value "aes-gcm" refers to the algorithm AES-GCM with a 16 octet ICV defined in IETF RFC 4106 [X1]. If no Encrypt-algorithm parameter is present, the algorithm will be "null".


Spi‑c: Defines the SPI number of the inbound SA at the protected client port.


Spi‑s: Defines the SPI number of the inbound SA at the protected server port.


Port‑c: Defines the protected client port.

Port‑s: Defines the protected server port.
It is assumed that the underlying IPsec implementation supports selectors that allow all transport protocols supported by SIP to be protected with a single SA.

***
NEXT CHANGES
***
Annex I (normative):
Key expansion functions for IPsec ESP

Integrity Keys:


If the selected authentication algorithm is HMAC-SHA-1-96 then IKESP is obtained from IKIM by appending 32 zero bits to the end of IKIM to create a 160‑bit string.
If selected authentication algorithm is AES-GMAC as specified in RFC 4543 [x4543] with 128 bit key then IKESP = IKIM
Encryption Keys:







If selected encryption algorithm is AES‑CBC as specified in RFC 3602 [22] with 128 bit key then CKESP = CKIM
If selected encryption algorithm is AES‑GCM as specified in RFC 4106 [x4106] with 128 bit key then CKESP = CKIM
***
END OF CHANGES
***
