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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.3.2.2 of TS 33.117.
Introduction 
This contribution contains comments on contribution for adding a test case and it attempts to take into account the level of detail for test case that is recommended in the LS from GSMA dated 2nd October. In this example below it attempts to remove some of the lower level detailed execution steps. Note also that TR.33.806 Annex B already had a test case for this requirement and the text from Annex B has been included here. 
Proposed pCR
***	BEGIN OF FIRST CHANGE ***
[bookmark: _Toc428871927][bookmark: _Toc428949825]5.2.3.2.2	Protecting data and information – unauthorized viewing
Requirement Name: Unauthorized Viewing
Requirement Reference: to be done later
Requirement Description: There shall be no system function that reveals sensitive data in the clear. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc. 
Security Objective references: tba.
Test case: tba 	Comment by johnhick: Annex B already contained a test case. This one seems more comprehensive. Suggest incorporate text from Annex B into this – see below
Test Name: TC_PROTECT_DATA_UNAUTHORIZED_VIEWING
Purpose:
Verify that no system function reveals sensitive data in the clear  

Procedure and execution steps:
Pre-Condition:
Tester has username and password of a user in the network product.[ 	Comment by johnhick: Suggest deleting as this is too detailed and test may be executed by test lab using scripts or automated test tools.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor’s documentation.The vendor shall provide documentation describing how sensitive information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor’s documentation.

Execution Steps
Execute the following steps:
1.	The tester login to the network product using the user account information.[ Review the documentation provided by the vendor describing how sensitive information is handled by system functions.
2.	The tester runs the process to execute the system function (for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc.)
3.	The tester checks if all system functions as described in the product documentation (e.g. local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports)  reveal any sensitive data in the clear (for example, , passphrases, pop-up notifications, alarms, etc.) 
4.	The tester repeats the check for all system functions as specified in the vendor’s documentation.[
Expected Results:
There should be no sensitive data revealed in the clear by the system function.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operational results.
***	END OF FIRST CHANGE	***
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