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1. Overall Description:
SA3 is currently specifying enhancements to GPRS security in order to support the current GERAN work item related to Extended Coverage GSM (EC-GSM) for support of Cellular Internet of Things (CIoT_EC_GSM). SA3 is about to specify security enhancement to the Gb interface with an assumption that there are no backwards compatibility requirements related to the legacy GPRS UEs to use enhanced security. Enhanced SGSN may still need to serve both legacy GPRS UEs and UEs supporting enhanced security. 
SA3 would like to inform CT1 and GERAN on the progress of the work. The following has been agreed by SA3: 
· SA3 will introduce an integrity protection mechanism for protecting the control plane between UE and SGSN at LLC layer. 
· There will be new restrictions to the use of existing ciphering algorithms, i.e. the use of GEA1, GEA2 and GEA3 is forbidden. 

· There will be one new ciphering algorithm called GEA5 in addition to the existing ciphering algorithm GEA4. 

· There will be two new integrity protection algorithms called GIA4 and GIA5. 

· The protection of GMM messages will be updated. The new protection for enhanced GPRS security will follow the principles currently used in LTE to protect the EMM messages. However, there are some exceptions that need special attention in the protocol specification phase. Exceptions are mainly related to GMM Authentication and Ciphering procedure, and how those messages are protected. 

The major open issues are: 

· The exact contents of the new algorithms GEA5, GIA4 and GIA5 are still open. SA3 is working with ETSI SAGE to solve this issue. 

· The use of the null-encryption algorithm GEA0 is still for further study by SA3. 

· There is a protocol specific problem that needs to be analysed by CT1. This problem is related to the protection of algorithm negotiation in an efficient way that the algorithms can be negotiated with the minimum number of round-trips securely. More specifically, the CIoT UE does not have the integrity key and the network selected integrity algorithm available in the LLC layer when the CIoT UE receives the GMM message (e.g. GMM Authentication and Ciphering Request message) from the SGSN including the echoed CIoT UE’s security capabilities and the selected encryption algorithm and the selected integrity algorithm. This implies that the LLC layer in the CIoT UE is not able to verify any Message Authentication Code (MAC) provided in the LLC protocol when it receives GMM Authentication and Ciphering Request message. SA3 believes that the problem can be left for the implementation to be solved. More details can be found from TR 33.860 section 6.1.3. 
· There is the second protocol specific problem that needs to be analysed by CT1. This problem is related on how the LLC protocol is carrying the MAC. SA3 assumes that the MAC needs to be 4 bytes long but is not sure if the length of LLC frames can be extended or existing fields can be re-used. 
The SA3 documentation plan has been agreed as follows:  

· TR 33.860 will document potential requirements, and solution proposals discussed by SA3. These potential requirements and solutions reflect the progress of work in SA3 but should not be taken as a starting point for the stage 3 work. However, it can be assumed that solutions 1, 3 and 4  
reflect best the current SA3 agreement. 
· In TR 33.860, there will be Annex X that will temporarily record the preferred solution of SA3. 

· The final solution will be documented in a new annex in TS 43.020. 
SA3 expects CT1 to update LLC and GMM protocol specifications accordingly. 

2. Actions:

To CT1
ACTIONS: 
1) SA3 kindly asks CT1 to start the stage 3 work and update LLC and GMM protocols specifications for enhanced GPRS in relation to Cellular IoT. This is a Release-13 work item, and would need to be concluded within related time frame. 

2) SA3 would also like to ask CT1 to analyse the algorithm negotiation problem documented in section 6.1.3 of TR 33.860, and specify the solution in their specifications. This problem is related to negotiation of the algorithms in an efficient and secure way. 
3) SA3 would also like to ask CT1 to analyse the MAC problem, and specify the solution in their specifications. This problem is related on how the LLC protocol is carrying the MAC. 
To GERAN
ACTION: 
SA3 asks GERAN to take the above into account. 
3. Date of Next SA3 Meetings:
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