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Abstract of the contribution: this contribution aims to compare the solutions of UE-to-NW relay and get a conclusion.
Introduction  

There are several UE-to-network relay solutions for establishing the security association of PC5 communication in current TR33.833. This contribution compares and evaluates the solutions.   

Analysis
Solution categorization

Current UE-to-NW Relay solutions in TR33.833 list as followings： 

· #8.1.1: UE-to-Network relay discovery
· #8.1.2: GBA push for direct communication key

· #8.1.3: GBA push for transport of direct communication key 
· #8.1.4: “GBApush” with PC4a interface to generate Direct Communication key
· #8.1.5: “GBApush” for secure transfer of Direct Communication key generated using PC4a 
· #8.1.6: Security using pre-shared key (PGK) 
· #8.1.7: UE-Network Relay security using pre-allocated symmetric key 
· #8.1.8: UE-Network Relay security using normal GBA for direct communication key
· #8.1.9: UE-Network Relay security using normal GBA for transport of direct communication key
· #8.1.10: Security of Relay Service Code
· #8.1.11: Authentication and Key Agreement for one-to-one Communication between Remote UE and UE-Network Relay using identity-based cryptography
· #8.1.12: Secure Provisioning of Communication keys in UE-Network Relay (which is proposed in S3-15xxxx)
Actually, solution1 and solution10 is for the secure protection of discovery procedure between UE and Relay. Except those two solutions, the remaining solutions can be categorized into three types: 

1. Solution requires pre-configuration of Realy related information: #8.1.6, #8.1.7.
2. Identity based solution: #8.1.11.
3. Solution uses legacy credentials shared between UE and Network/PKMF: #8.1.2, #8.1.3, #8.1.4, #8.1.5, #8.1.8, #8.1.9, and #8.1.12.
Comparison of three type solutions

Type1:
· It needs to get the prior knowledge of what area UE will be such as to know which relay it will connect or which group it will belong, otherwise UEs may connect to a realy which can not connect to a PKMF stroing the UEs’ security credentials, especially it becomes more difficult in roaming scenario. 
· Pre-provisioning of credentials is required, including group info, shared secret (i.e. group key/PRUK), etc, and it also leads to additional pre-provisioning procedure between UE and network.
· It is not scalable as lots of pre-provisioned data shall be configured and stored, especially in PKMF.
Type2:

· A KMS shall be implemented in the Network side.
· UE shall be pre-provisioned with the Identity-based security parameters. And it also leads to additional pre-provisioning procedure between UE and network.
· It is not scalable. As different PLMN may has its own KMS, which is generating and distributing Identity-based security parameters to UEs belonging to it, thus the UE and Relay/UE can not authenticate each other when they belong to different KMS, especially in roaming case.
· More calculation complexity and message size.
Type3:
· UE does not need to be pre-provisioned with specific group or relay keys. After authentication and authorization succeed, the PKMF temporarily generates a UE specific relay key for PC5 communication. UICC-based (i.e. GBA/GBA Push) or certificate-based can be used for the authentication between UE and PKMF and also for establishing TLS between UE and PKMF if necessary.
· UE is not limited in terms of mobility. Because UE would always be routed to the PKMF in its HPLMN. In roaming case, the PKMF proxy in VPLMN can transfer the UE’s data to its HPLMN PKMF.
· Solution is scalable. The UICC-based or certificate-based are legacy secure mechanism for authentication and establishing TLS and no additional secure parameters shall be configured in UE and PKMF. 
Proposal 1: We can see type3 is less complex and more efficient, so it is proposed to focus on type3 solutions.
Comparison of solutions in type3
GBA/GBA-Push based solutions:

· For GBA/GBA-Push, it is complex to make the bootstrapping between UE and PKMF.  
· And if UE is moving from one Relay to another Relay, UE should always try to make a new GBA/GBA-Push bootstrapping with PKMF to get a new Raly key. 
· If PKMF wants to push some other updated information to UE, this can not be satisfied.
Secure Provisioning of Communication keys in UE-Network Relay in #8.1.12:
· The keys used for PC5 communication is tranfered to UE by protection of TLS. GBA/GBA-Push is just an option to negotiate a shared key for TLS. The preshared credential (e.g. PSK/Certificate), if available, can also be applied directly to establish a TLS association. So it is more flexible. 
· Remember that UE-AS interface is a standard interface already defined in 3GPP (e.g. PC3 interface) and we shall reuse the existing security mechanism. 
· For UE mobile case, UE can keep the TLS for an appropriate period, when UE connects to another Relay, UE can directly request a new Relay key through the TLS. This can avoid frequent GBA/GBA-Push between UE and PKMF.

· With TLS, PKMF can also push some other updated information to UE.
Proposal 2: it is proposed to use the solution #8.1.12 of “UE to UE-Network Relay security using PC3”.
2 Proposals
It is proposed to include this pCR into the TR33.833.

****************************************Start of  change*******************************************
8.1.x
Conclusions
Solution categorization

Current UE-to-NW Relay solutions in TR33.833 list as followings： 

· #8.1.1: UE-to-Network relay discovery
· #8.1.2: GBA push for direct communication key

· #8.1.3: GBA push for transport of direct communication key 
· #8.1.4: “GBApush” with PC4a interface to generate Direct Communication key
· #8.1.5: “GBApush” for secure transfer of Direct Communication key generated using PC4a 
· #8.1.6: Security using pre-shared key (PGK) 
· #8.1.7: UE-Network Relay security using pre-allocated symmetric key 
· #8.1.8: UE-Network Relay security using normal GBA for direct communication key
· #8.1.9: UE-Network Relay security using normal GBA for transport of direct communication key
· #8.1.10: Security of Relay Service Code
· #8.1.11: Authentication and Key Agreement for one-to-one Communication between Remote UE and UE-Network Relay using identity-based cryptography
· #8.1.X: UE to UE-Network Relay securiy using PC3(which is proposed in S3-15xxxx)
Actually, solution1 and solution10 is for the secure protection of discovery procedure between UE and Relay. Except those two solutions, the remaining solutions can be categorized into three types: 

1. Solution requires pre-configuration of Realy related information: #8.1.6, #8.1.7.
2. Identity based solution: #8.1.11.
3. Solution uses legacy credentials shared between UE and Network/PKMF: #8.1.2, #8.1.3, #8.1.4, #8.1.5, #8.1.8, #8.1.9, and #8.1.12.
Comparison of three type solutions

Type1:

· It needs to get the prior knowledge of what area UE will be such as to know which relay it will connect or which group it will belong, otherwise UEs may connect to a realy which can not connect to a PKMF stroing the UEs’ security credentials, especially it becomes more difficult in roaming scenario. 
· Pre-provisioning of credentials is required, including group info, shared secret (i.e. group key/PRUK), etc, and it also leads to additional pre-provisioning procedure between UE and network.
· It is not scalable as lots of pre-provisioned data shall be configured and stored, especially in PKMF.
Type2:

· A KMS shall be implemented in the Network side.

· UE shall be pre-provisioned with the Identity-based security parameters. And it also leads to additional pre-provisioning procedure between UE and network.
· It is not scalable. As different PLMN may has its own KMS, which is generating and distributing Identity-based security parameters to UEs belonging to it, thus the UE and Relay/UE can not authenticate each other when they belong to different KMS, especially in roaming case.
· More calculation complexity and message size.
Type3:
· UE does not need to be pre-provisioned with specific group or relay keys. After authentication and authorization succeed, the PKMF temporarily generates a UE specific relay key for PC5 communication. UICC-based (i.e. GBA/GBA Push) or certificate-based can be used for the authentication between UE and PKMF and also for establishing TLS between UE and PKMF if necessary.
· UE is not limited in terms of mobility. Because UE would always be routed to the PKMF in its HPLMN. In roaming case, the PKMF proxy in VPLMN can transfer the UE’s data to its HPLMN PKMF.
· Solution is scalable. The UICC-based or certificate-based are legacy secure mechanism for authentication and establishing TLS and no additional secure parameters shall be configured in UE and PKMF. 
Conclusion 1: Type3 is less complex and more efficient, so it is proposed to focus on type3 solutions.

Comparison of solutions in type3
GBA/GBA-Push:

· For GBA/GBA-Push, it is complex to make the bootstrapping between UE and PKMF.  

· And if UE is moving from one Relay to another Relay, UE should always try to make a new GBA/GBA-Push bootstrapping with PKMF to get a new Raly key. 

· If PKMF wants to push some other updated information to UE, this can not be satisfied.
Secure Provisioning of Communication keys in UE-Network Relay:
· The keys used for PC5 communication is tranfered to UE by protection of TLS. GBA/GBA-Push is just an option to negotiate a shared key for TLS. The preshared credential (e.g. PSK/Certificate), if available, can also be applied directly to establish a TLS association. So it is more flexible. 

· Remember that UE-AS interface is a standard interface already defined in 3GPP (e.g. PC3 interface) and we shall reuse the existing security mechanism. 

· For UE mobile case, UE can keep the TLS for an appropriate period, when UE connects to another Relay, UE can directly request a new Relay key through the TLS. This can avoid frequent GBA/GBA-Push between UE and PKMF.

· With TLS, PKMF can also push some other updated information to UE.
Conclusion 2: it is proposed to use the solution #8.1.X of “UE to UE-Network Relay security using PC3”.
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