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Abstract: 
This paper describes a mechanism based on using existing carrier grade WLAN authentication procedures for opening up the controlled port on the WLAN whilst avoiding the need for an interface from the WLAN into the CN. 
1 Use cases for LTE-WLAN aggregation

LTE-WLAN aggregation is a mechanism which enables UEs to connect into an eNB simultaneously via both LTE cellular connectivity using licensed spectrum and via WLAN using unlicensed spectrum.    In this way end users can benefit from higher data rates and 3GPP cellular operators can benefit by offering service to their customers using the unlicensed spectrum.  On the infrastructure side the WLAN functionality may be integrated in the same enclosures as modems providing LTE connectivity or alternatively the WLAN connectivity may be implemented in separate equipment.  Either way, the WLANs that are pertinent to this feature are carrier grade WLANs, and as with regular LTE cells, will be required to provide service to the 3GPP operator subscribers.   Deployments may for example cover public spaces such as train stations, shopping malls, airports and downtown areas.    
2 Security on carrier grade WLANs

Carrier grade WLANs typically support IEEE 802.1X for the purposes of authentication and controlling access to the network.  802.1X provides support for many EAP methods and these include 3GPP’s EAP-AKA and EAP-AKA’ schemes.  On the network side, conventionally the 802.1X authentication mechanism makes use of an 802.1X/EAP capable AAA server which has direct or indirect access to subscriber credentials.  Hence in WLANs supporting 802.1X and EAP-AKA or EAP-AKA’ a device can use its 3GPP USIM credentials in order to gain access to the WLAN.  Support for 802.1X is required by the Wi-Fi Alliance’s WPA2-Enterprise certification program.  WPA2-Enterprise is a feature that has been deployed in existing product.

2.1 WiFi Alliance Passpoint Program

The Wi-Fi Alliance Passpoint program is directed toward enabling a secure and automatic connection experience for users.  Passpoint compliant carrier grade Wi-Fi infrastructure can support EAP-AKA and EAP-AKA’.   
2.2 WLAN AP Port Control

802.1X supports a concept of port control to manage access to the network resources.   Prior to completion of authentication and authorisation a device can only access a so-called uncontrolled port, this port will only allow EAP traffic to flow between device and WLAN, which is allowed for the purposes of conducting the authentication process.  Following completion of authentication and authorisation a controlled port is opened and this controlled port may be used by the device for the conveyance of all other (non-EAP) types of traffic, including for example regular IP traffic.

At the end of the 802.1X authentication process a 4-way handshake is undertaken in order to establish keys in the WLAN and in the device for the purposes of encrypting traffic being carried over the 802.11 air interface.  

3 Solution requirements
A key requirement of the LWA solution is the need to avoid an interface between the CN and the WLAN:  

· At RAN2#89-bis meeting, it was agreed that : ‘For LTE/WLAN aggregation the only CN interface is S1, terminated at the eNB’
4 Solution Description

A method for meeting the objective of integrating WLAN and LTE in the eNB whilst avoiding the need for a CN interface at the WLAN is to utilise the existing 802.1X (WPA2-Enterprise) based authentication/authorisation approaches but with the difference that instead of authentication/authorisation signalling being routed between WLAN and AAA server, the signalling is routed between WLAN and MeNB.  
We consider two architectural options as shown in Figure 1.  In one of these options (a) the EAP signalling is routed via the MeNB into a 3GPP AAA server in the CN which is performing the role of EAP server.   In the second option (b) EAP signalling is routed to the MeNB and the MeNB takes on the role of EAP authentication server.  
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Figure 1)  System architecture options based on use of 802.1X authentication 

One of the motivations for enabling the MeNB to autonomously handle the authentication signalling with the UE as shown in Figure 1b)  is that the UE may frequently traverse WLAN coverage and hence it is desirable to avoid unnecessary interactions with the core network on these occasions in order to reduce both MeNB-CN signalling and to reduce latency in the addition of the WLAN connectivity.  The choice of placing the authentication function in the MeNB or having the authentication performed at a AAA server in the CN is a trade-off between economic and performance factors. In the remainder of the document the details for the case (b) solution are described. 

4.1 MeNB performs authentication autonomously (Figure 1b)
This section provides more details of the solution corresponding to Figure 1b.
Figure 2 illustrates a message sequence chart for the case where the MeNB takes on the role of EAP authentication server. 
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Figure 2) Message sequence chart for WPA2-Enterprise based method with MeNB taking on EAP authentication server role 
4.1.1 Routing of authentication and authorisation traffic from WLAN to MeNB

In a conventional carrier grade WLAN, the WLAN determines to which AAA server it should forward EAP signalling based on the NAI (Network Access Identifier).    Specifically the WLAN performs a table look up or DNS query using the realm information which comprises part of the NAI.  In the proposal described herein the realm part of the NAI that is provided by the UE to the WLAN would include an identifier of the eNB, this is provided in addition to the identifier of the operator’s network realm that is already provided as part of the legacy NAI definition.    With this modification the WLAN has sufficient information to route the EAP signalling to the IP address of the relevant eNB. 
A new Root NAI according to the scheme defined herein can be defined as: 

     "2<IMSI>@wlan.enbid<ENBID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org”
Where the modifications to the Root NAI defined in [23.003] are shown in yellow highlight:

·   The ‘2’ indicates to the WLAN that this NAI corresponds to the new authentication method described herein whereby EAP messaging is routed via the MeNB, and not directly to the core network
·    The enbid<ENBID> is an identifier of the eNB to which the EAP messaging should be forwarded.  The UE can be notified of this ENBID via the RRC signalling message that is used to instruct the UE to add the WLAN access.  

In a similar way the modification to the Decorated NAI, for use when the UE is roaming in a VPLMN is as follows:

"wlan.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !2<IMSI>@wlan.enbid<ENBID>.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org",
4.1.2 Authentication handling by MeNB playing EAP server role
A method based on EAP-AKA’ can be used in the case where the MeNB plays the EAP server role.  Characteristics of the solution are that:

·    EAP messaging between UE and WLAN (authenticator) is the same as for EAP-AKA’    
·    EAP messaging between MeNB <-> WLAN is the same as that between WLAN and 3GPP AAA server for the case of conventional EAP-AKA’.

·   The key difference is that the MeNB is capable of autonomously completing the EAP authentication procedure with the UE (without accessing a 3GPP AAA server/HSS).  This is achieved as follows:

· When the MeNB receives the EAP-Response/Identity it autonomously generates its own authentication vector and sends relevant parts of the authentication vector in the EAP-Request/AKA-Challenge (see sub-section 4.2.2 below).

· The MeNB is capable of autonomously checking the RES and MAC that it receives in the EAP-Request/AKA-Challenge from the UE.

· The MeNB is capable of autonomously generating an EAP-Success message (which also contains the session key that is passed to the WLAN).    

·    It is proposed that the MeNB generates the authentication vector using as input to the authentication vector generation process a new key, Kwlan, where Kwlan is derived from KeNB (See Section 4.1.3 below).  
4.1.3 Generation of Kwlan

The UE and MeNB generate the key Kwlan as per Figure 3 and using the key derivation function described in [33.220] 
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Figure 3) MeNB/UE derivation of Kwlan

String A could be an arbitrary string, a WirelessLAN Controller/Termination ID or a counter.   String A could be signalled to the UE using RRC.
4.1.4 Generation of authentication vector at the MeNB
For the purposes of enabling the MeNB to autonomously complete an authentication procedure, the MeNB generates an authentication vector as shown in Figure 4.
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Figure 4) Generation of authentication vector in the MeNB
The key, MSK is passed to the Authenticator (AP) in the EAP-Success message and is used as an input to the 4 way handshake.
Key Derivation Functions are as defined in [33.220].  

String 1, String 2 and String 3 can be any arbitrary string that could be signalled to the UE via RRC. 
5 Conclusion
An overview has been provided of a method for use in the LTE-WLAN aggregation feature that is based on use of 802.1X (WPA2-Enterprise) procedures in order to open the controlled port on the WLAN and to provide encryption keys to the WLAN.  In the described method the MeNB is capable of autonomously completing the authentication messaging with the UE without requiring any additional involvement of the CN.
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