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1. Introduction

TR 33.860 [1] is the study report on EGPRS Access Security Enhancements with relation to cellular IoT. This study report is concerned with the requirements and possible security solutions in the constrained environment of CIoT – very large numbers of devices, some of which need extreme power efficiency.

[1] already includes text on Solution 2 “Data Efficient Rekeying”. This pseudo-CR gives much greater detail and fuller analysis of this solution. For the sake of overall document readability, most of the detail is in a new Annex.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.860 [1].

~ ~ ~ Start of first text proposal ~ ~ ~
6.2.3
Generation of Ktc and Kti 


There’s a key derivation counter KDctr – let’s say two bytes – stored on the USIM.  KDctr starts at 0 whenever a new value of Kmed is created, and it will increment.

The network determines when a new session key Ktc or Kti should be generated, and sends a session key generation request message to the mobile device.  The mobile device and network agree a new incrementing value of KDCTR (there are various ways to do this, see below).  The mobile device passes the new KDctr value to the USIM, and:

· if the new KDctr is greater than the previous one, then the USIM derives a new session key from Kmed and KDctr, and returns the session key to the mobile device; the session key is then used for encryption or integrity protection on the radio interface;

· if the new KDctr is less than or equal to the previous one, the USIM rejects it.  That way, even someone controlling the mobile device can’t make the USIM release either previous or future values of the session key.

New values of Ktc and Kti could be generated simultaneously or independently.

Is it necessary to integrity protect the session key generation request message?  Not doing so would reduce downlink transmission and save battery life.  Attacks that might be possible without integrity protection include the following:

· An attacker might be able to trick the endpoints into raising KDctr to its maximum value, but the denial of service that that would create would be very short lived, immediately rectified with a new full authentication operation.

· An attacker who can temporarily compromise the device could send spoofed session key generation request messages to the USIM using each possible KDctr value in turn, and obtain the resulting session keys.  This would then allow the attacker to impersonate the legitimate mobile device for as long as the current Kmed remains in place, because the attacker will already have all of the session keys that the network may ask it to generate during that time.

The second of these attacks seems more serious.  A compromise solution would be to include an optional message authentication code in the session key generation message, with the USIM enforcing a policy that at least every nth session key generation message must be integrity protected.
KDctr needs to be agreed between the device and the serving node.  There are a number of ways that this might be done:

· it could be sent from the device to the serving node;

· better, from a device battery perspective, it could be sent from the serving node to the device;

· some data efficiency optimisation may be possible, e.g.

(a)
only a few least significant bits are sent from one end to the other, and we assume that the remaining bits can be kept synchronised;

(b)
or, only a few least significant bits are usually sent from one end to the other, and occasionally a slightly longer message is sent to update the remaining bits;

(c)
or some sort of already existing packet counter or similar value may be (partially) re-used as the KDCTR.

Note also that the input value used for short-term key derivation doesn’t absolutely have to be an incrementing counter.  It could be a random value, for instance.  A counter is simpler, though, and likely to be most efficient.

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~
6.2.5
Further details and analysis
Further detail and analysis of the Data Efficient Rekeying solution can be found in Annex B.

~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal ~ ~ ~
Annex B: Analysis of Data Efficient Rekeying  

B.1
Battery life cost of existing AKA
B.1.1
Assumptions on power budget and power consumption

TR 45.820 gives the following summary of the power consumed under various transmit and receive circumstances:

Table 7.3.6.4-1/3GPP TR 45.820: Power consumption assumptions for NB-CIoT energy consumption analysis

	Operating mode
	
	Power (mW)
	Notes

	Transmit
(+23 dBm)
	Integrated PA
	500
	+23 dBm with 45% PA efficiency for class B (including Tx/Rx switch insertion loss) plus 60 mW for other circuitry.

	
	External PA
	460
	+23 dBm with 50% PA efficiency for class B (including Tx/Rx switch insertion loss) plus 60 mW for other circuitry.

	Receive
	Synchronization (PSCH)
	80
	Accounts for more complex digital processing during synchronization, using FFT based cross-correlation for PSS detection.

	
	Normal
(PBCH, PDCCH, PDSCH)
	70
	Includes FFT based OFDM demodulation, based on sampling rate of 240 kHz.

	Sleep
	
	3
	Corresponds to maintaining accurate timing by keeping RF frequency reference active.

	Standby
	
	0.015
	Common assumption.


We may therefore assume that reception of a downlink key agreement message such as an Authentication Request consumes 70mW, while transmission of an uplink key agreement message such as an Authentication Response consumes 460mW.

TR 45.820 (section 4.1.4) also states the following target: “The power consumption of MTC devices compared with legacy GPRS (non EGPRS) should be reduced so that they can have up to ten years battery life with battery capacity of 5 Wh (Watt-hours), even in locations with adverse coverage conditions, where up to 20 dB coverage extension over legacy GPRS might be needed.” We may therefore take 5 Watt hours as the lifetime battery capacity.

TR 45.820 (section 4.1.1) states a minimum target date rate of 160 bit per second. It is reasonable to assume this also as the minimum data transmission rate for signalling messages on the radio interface.

B.1.2
Analysis of existing AKA

The Authentication Request and Authentication Response messages in GPRS are as follows (taken from TS 24.008, including the table numbers):

Table 9.2.3/3GPP TS 24.008: AUTHENTICATION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	10.2
	
	
	

	
	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	10.3.1
	
	
	

	
	Authentication Request
	Message type
	M
	V
	1

	
	message type
	10.4
	
	
	

	
	Ciphering key sequence
	Ciphering key sequence
	M
	V
	1/2

	
	number
	number
	
	
	

	
	
	10.5.1.2
	
	
	

	
	Spare half octet
	Spare half octet
	M
	V
	1/2

	
	
	10.5.1.8
	
	
	

	
	Authentication
	Auth. parameter RAND
	M
	V
	16

	
	parameter RAND (UMTS challenge or GSM challenge)
	10.5.3.1
	
	
	

	20
	Authentication
	Auth. parameter AUTN
	O
	TLV
	18

	
	Parameter AUTN
	10.5.3.1.1
	
	
	


Total length: 37 octets. AUTN is always included in a 3G AKA request.

Table 9.2.4/3GPP TS 24.008: AUTHENTICATION RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	10.2
	
	
	

	
	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	10.3.1
	
	
	

	
	Authentication Response
	Message type
	M
	V
	1

	
	message type
	10.4
	
	
	

	
	Authentication Response
	Auth. Response parameter 
	M
	V
	4

	
	parameter 
	10.5.3.2
	
	
	

	21
	Authentication Response
	Auth. Response parameter
	O
	TLV
	3-14

	
	Parameter (extension)
	10.5.3.2.1
	
	
	


Total length: 6-20 octets depending on the length of RES (in particular 6 octets for a 32-bit RES, 12 octets for a 64-bit RES)

If we assume the minimal CIoT data transmission rate of 160 bps, and that keys are refreshed every day, then we can calculate the impact on the battery as follows:

Table B.1.2.1/3GPP TR 33.860: Battery impact
	
	Octets
	Bits/sec
	Seconds
	mW
	Joules
	Every x days
	Joules in 10 years
	Percentage of 5Wh

	Auth request
	37
	160
	1.85
	70
	0.1295
	1
	473.00
	2.63%

	
	
	
	
	
	
	
	
	

	Auth response, 32-bit RES
	6
	160
	0.3
	460
	0.138
	1
	504.04
	2.80%

	
	
	
	
	
	
	
	
	

	Auth response, 64-bit RES
	12
	160
	0.6
	460
	0.276
	1
	1008.09
	5.60%

	
	
	
	
	
	
	
	
	

	Total from request and 
	
	
	
	
	
	
	
	5.43%

	response with 32-bit RES
	
	
	
	
	
	
	
	


This is a significant but not overwhelming impact on battery life.

If instead keys are refreshed once a week, then we can calculate the impact on the battery as follows:

Table B.1.2.2/3GPP TR 33.860: Battery impact
	
	Octets
	Bits/sec
	Seconds
	mW
	Joules
	Every x days
	Joules in 10 years
	Percentage of 5Wh

	Auth request
	37
	160
	1.85
	70
	0.1295
	7
	67.57
	0.38%

	
	
	
	
	
	
	
	
	

	Auth response, 32-bit RES
	6
	160
	0.3
	460
	0.138
	7
	72.01
	0.40%

	
	
	
	
	
	
	
	
	

	Auth response, 64-bit RES
	12
	160
	0.6
	460
	0.276
	7
	144.01
	0.80%

	
	
	
	
	
	
	
	
	

	Total from request and 
	
	
	
	
	
	
	
	0.78%

	response with 32-bit RES
	
	
	
	
	
	
	
	


Here the impact on battery life is small, at the cost of have longer lived session keys with consequently increased risk of session key leakage. (This risk is hard to quantify, though.)

If the data rate for message transmission is higher than 160bps, then the time taken to transmit each message is proportionately lower, and the power consumption is also lower in approximately the same proportion.

B.2
Possible details of a Data Efficient Rekeying approach 
In the “old fashioned” cellular security architecture, there’s a subscriber key K that typically never changes for the lifetime of a subscription, and from it are derived session keys used for radio interface security. With Data Efficient Rekeying, an intermediate key Kmed is introduced: Kmed is derived from K, and session keys are derived from Kmed. The lifetime of Kmed is limited, but much longer than the lifetime of a session key.

B.2.1
Use of key sequence numbers

The Ciphering Key Sequence Number in GPRS is a label assigned to each session key (Kc). It allows the SGSN and UE to continue to use a previously generated Kc, referring to that Kc by its label, and confirming (with a modest risk of error under certain circumstances) that they still have the same key in common.

In the Data Efficient Rekeying solution, key sequence numbers can be used in a similar way, but with sequence numbers for both Kmed and the session key sets. A suggested approach is as follows:

· In the SGSN-to-UE message used for authentication and Kmed generation, the SGSN includes a four-bit Kmed sequence number. Values between 1 and 15 decimal will be used for the Kmed Sequence Number (i.e. any four-bit value except for 0000).
· As soon as it receives and validates an incoming authentication and Kmed generation message, the USIM generates a first set of session keys (Ktc, Kti) from Kmed. To do this, a 16-bit KDctr is used as input. The most significant 12 bits for this first session key generation will always be all zeroes. The least significant 4 bits of KDctr will also be used as the Session Key Sequence Number (SKSN). These 4 bits are selected by the USIM, to be different from the most recently used SKSN, and not using the value 0000 (binary). In general, a recommended way for the USIM to select the new SKSN value is as follows (interpreting SKSNs as decimals): if old SKSN = 15 then new SKSN = 1, otherwise new SKSN = old SKSN + 1 mod 16. This will minimise the likelihood that a UE and SGSN have the same SKSN in common when in fact the session keys are different (e.g. because the UE moved off this SGSN and then returned to it later, having updated session keys in the meantime; or just because some session key generation request messages were missed).

· In the authentication and Kmed generation response message, along with RES, the UE includes the 4-bit SKSN value that is associated with the first set of session keys that was generated from the new Kmed, as described above. This 4-bit value can be encoded in the Skip Indicator – see section B.2.2. To be clear, in this case the Session Key Sequence Number is being selected by the USIM and sent on the uplink to the SGSN (unlike in regular GPRS where the CKSN is sent on the downlink).

· Every subsequent session key generation request message from the SGSN to the UE will include both the Kmed sequence number (for the current Kmed) and the Session Key Sequence Number (for the session keyset to be newly created as a result of this request). The Kmed Sequence Number can be encoded in the Skip Indicator – see section B.2.3. The SKSN also forms part of the 16-bit counter KDctr – see section B.2.3.

B.2.2
Derivation of Kmed from K
The message exchange used to derived Kmed from K is very similar to the existing authentication request and response.  The differences are that:

· Different message type codes should be defined, taking the place of the “Authentication request message type” and “Authentication response message type” fields in the request and response messages respectively. These can still each be one octet in length. 

· In place of the 4-bit Ciphering Key Sequence Number will be the 4-bit Kmed Sequence Number – see section B.2.1.

· Within the response message, the UE encodes a 4-bit SKSN in the 4-bit Skip Indicator. This SKSN is for the first session key set that it has generated from the new Kmed – see section B.2.1.

Thus the length of the messages involved in authentication and Kmed agreement, in a Data Efficient Rekeying solution, can be the same as the length of the messages involved in a regular AKA exchange.  The messages are shown in tables B.2.2.1 and B.2.2.2.

Table B.2.2.1/3GPP TR 33.860: AUTHENTICATION AND Kmed GENERATION REQUEST message content

	Information element
	Type/Reference
	Presence
	Format
	Length

	Mobility management
	Protocol discriminator
	M
	V
	1/2

	protocol discriminator
	
	
	
	

	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	
	
	

	Authentication Request
	Message type
	M
	V
	1

	message type
	
	
	
	

	Kmed Sequence Number
	Kmed Sequence Number
	M
	V
	1/2

	
	
	
	
	

	Spare half octet
	Spare half octet
	M
	V
	1/2

	
	
	
	
	

	Authentication
	Auth. parameter RAND
	M
	V
	16

	parameter RAND (UMTS challenge or GSM challenge)
	
	
	
	

	Authentication
	Auth. parameter AUTN
	O
	TLV
	18

	Parameter AUTN
	
	
	
	


Total length: 37 octets. AUTN is always included in a 3G AKA request.

Table B.2.2.1/3GPP TR 33.860: AUTHENTICATION AND Kmed GENERATION RESPONSE message content

	Information element
	Type/Reference
	Presence
	Format
	Length

	Mobility management
	Protocol discriminator
	M
	V
	1/2

	protocol discriminator
	
	
	
	

	Skip Indicator, equal to SKSN for 
	Skip Indicator
	M
	V
	1/2

	new session key set
	
	
	
	

	Authentication Response
	Message type
	M
	V
	1

	message type
	
	
	
	

	Authentication Response
	Auth. Response parameter 
	M
	V
	4

	parameter 
	
	
	
	

	Session Key Generation
	Session key generation
	M
	V
	1

	Authentication Expectation (NEW)
	Expectation parameter
	
	
	

	Authentication Response
	Auth. Response parameter
	O
	TLV
	3-14

	Parameter (extension)
	
	
	
	


Total length: 6-20 octets depending on the length of RES (in particular 6 octets for a 32-bit RES, 12 octets for a 64-bit RES)

Because the first SKSN is chosen to be non-zero (see section B.2.1), the Skip Indicator will not have the value 0000 in the response message, for compatibility with the existing use of the Skip Indicator – see TS 24.008 section 10.3.1.

The Session Key Generation Authentication Expectation field is used by the USIM to tell the SGSN two things:

· Six bits of the octet are used to tell the SGSN how often the USIM requires Session Key Generation. 0 means never, 1 means every time, and any other integer value n between 2 and 63 means that every nth message must be integrity protected. In more detail: the USIM maintains a counter, which is set to zero every time either a valid Authentication and Kmed Generation Request or a valid integrity protected Session Key Derivation Request message is received, and incremented by one every time an unauthenticated Session Key Derivation Request message is received; if incrementing the counter for a newly received, unauthenticated Session Key Derivation Request message makes the counter value equal to (or greater than) the Session Key Generation Authentication Frequency, then it does not obey the received message. Instead, an uplink message is returned, called a Session Key Update Request – see section B.2.3.

· The other two bits of the octet are used to tell the SGSN what length of Message Authentication Code it expects for an authenticated Session Key Derivation Request message. 00 means 32 bits, 01 means 64 bits, 10 means 96 bits and 11 means 128 bits. If the value of the six-bit part of the field is 0 then the UICC sets these two bits to 00, and the SGSN ignores them.
B.2.3
Derivation of session keys from Kmed
When a new set of session keys (Ktc, Kti) is to be derived from Kmed, the SGSN will send a Session Key Derivation Request message to the UE. This will be a newly defined message, comparable to (but much shorter than) an Authentication Request message. A proposed structure for the Session Key Derivation Request message is shown in Table B.2.3.1.

Table B.2.3.1/3GPP TR 33.860:  Possible structure of session key derivation request (non-EPS)
	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	
	
	
	

	
	Skip Indicator, used to carry Kmed 
	Skip Indicator
	M
	V
	1/2

	
	Sequence Number
	
	
	
	

	
	Session key derivation Request
	Message type
	M
	V
	1

	
	message type (NEW)
	
	
	
	

	
	Session Key Sequence
	Session Key Sequence
	M
	V
	1/2

	
	Number (used for Ktc/Kti pair)
	Number
	
	
	

	
	Remainder of KDctr (NEW)
	Key derivation counter
	M
	V
	3/2

	
	
	
	
	
	

	
	Message Authentication Code 
	Message authentication code
	O
	TLV
	6-18

	
	(NEW)
	
	
	
	


Total length: either 4 or 10-22 octets

The SGSN may include a Message Authentication Code (MAC) in this request message, of length 32, 64, 96 or 128 bits. An alternative message structure, saving two octets in an integrity protected request message with a 32-bit MAC, would be to have a different Message Type for an integrity protected session key derivation request; in that case the Message Authentication Code field could be split into two, one mandatory 4-octet field (format=V) for the first 32 bits, and one optional 3-14 octet message (format=TLV) for any further octets of the MAC. Kmed is the secret key input to the MAC algorithm. It is assumed that a single, fixed integrity algorithm (to be specified) is used for the MAC computation – we do not propose to support multiple algorithms.

KDctr is a 16-bit value. The least significant 4 bits of KDctr are also used as the Session Key Sequence Number. The most significant 12 bits of KDctr are sent in the “Remainder of KDctr” field shown in Table B.2.1. The value of KDctr is maintained in memory for each attacked USIM, and every time a new session key generation request message is sent, KDctr increments by one. This ensures that the SKSN cycles through all possible 4-bit values in sequence, repeatedly. Note that there is no need to avoid the value 0 for the SKSN; the value 0 is only avoided on the occasion of the very first session key derivation from a new Kmed, when the USIM (not the SGSN) is selecting the SKSN, and the SKSN is transmitted in a Skip Indicator.

Because the Kmed Sequence Number was chosen to be non-zero (see section B.2.1), the Skip Indicator will not have the (binary) value 0000, for compatibility with the existing use of the Skip Indicator – see TS 24.008 section 10.3.1.

We may also define a Session Key Update Request that the mobile device can send to the SGSN to trigger recovery if either the mobile device detects that session keys are wrong, or the USIM receives more unauthenticated Session Key Derivation Request messages in succession than its policy allows:

Table B.2.3.2/3GPP TR 33.860:  Possible structure of session key update request (non-EPS)
	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	
	
	
	

	
	Skip Indicator, used to carry Kmed 
	Skip Indicator
	M
	V
	1/2

	
	Sequence Number
	
	
	
	

	
	Session key update Request
	Message type
	M
	V
	1

	
	message type (NEW)
	
	
	
	

	
	KDctr (NEW)
	Key derivation counter
	M
	V
	2

	
	
	
	
	
	


Total length: 4 octets

The KDctr field in this message is set equal to the current counter value stored on the USIM (this can be a readable file on the USIM). 

After receiving a Session Key Update Request Message, the SGSN should always include integrity protection in its next Session Key Derivation Message, and should always use a KDctr value higher than the one received from the mobile device.  If the KDctr value received from the USIM is the maximum possible (216 – 1) then the SGSN needs to send a new Authentication and Kmed Generation Request.
B.2.4 Battery impact

If we again assume the minimal CIoT data transmission rate of 160 bps, that a new Kmed value is created once per year, and that session keys are refreshed every day, then we can calculate the impact on the battery as follows:

Table B.1.1/3GPP TR 33.860: Battery impact
	
	Octets
	Bits/sec
	Seconds
	mW
	Joules
	Every x days
	Joules in 10 years
	Percentage of 5Wh

	Auth and Kmed generation 
	37
	160
	1.85
	70
	0.1295
	365
	1.296
	0.01%

	request
	
	
	
	
	
	
	
	

	Auth and Kmed generation
	6
	160
	0.3
	460
	0.138
	365
	1.381
	0.01%

	response, 32-bit RES
	
	
	
	
	
	
	
	

	Auth and Kmed generation 
	12
	160
	0.6
	460
	0.276
	365
	2.762
	0.02%

	response, 64-bit RES
	
	
	
	
	
	
	
	

	Session key generation request
	4
	160
	0.2
	70
	0.014
	1
	51.135
	0.28%

	
	
	
	
	
	
	
	
	

	Total from request and 
	
	
	
	
	
	
	
	0.30%

	response with 32-bit RES
	
	
	
	
	
	
	
	


This is a lower battery life impact than if session keys are updated once a week using standard AKA, but now with session keys updated every day. 

Note: session key generation request messages are unacknowledged. There is therefore a somewhat greater risk of a message being lost, and hence that the network updates its session key but the US does not, than with a full AKA exchange. If that happens, there will be a certain battery life cost involved in the recovery process.
~ ~ ~ End of third text proposal ~ ~ ~
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