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Abstract of the contribution: This contribution proposes definitions for MCPTT identities supported on the MCPTT application layer and the MCPTT signalling layer.
1. Introduction
As the security architecture of MCPTT continues to evolve in coordination with the overall MCPTT architecture, well understood definitions of MCPTT security identities becomes critical in maintaining cohesion throughout the MCPTT framework.   Understanding the differences between the application layer identities (MC user identity, MCPTT ID), and the SIP signaling layer identity is crucial.
As explained in MCPTT stage 1 (21.179) and stage 2 (22.179) requirements, identity separation between the application layer and the signaling layer for MCPTT is not only desired but required. 

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

 [R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.
[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.
NOTE:
The MCPTT Service features available are based on the authenticated user identity(s).

Specification 22.179 continues by stating, “The MCPTT User Profile contains important information related to the MCPTT User receiving the MCPTT Service, including the MCPTT User identity, which is globally unique and independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator.”
Application layer identities include an MCPTT ID (for purposes of identifying the MCPTT user) and a Mission Critical user identity (for the purposes of identifying the human user to the Identity management service).
SIP Signaling layer identities consist of both a private user identity (IMPI) and one or more public user identities (IMPU) used to establish signaling sessions and authorization at the SIP layer.
The following table provides traceability for the updates in this pCR to the source pCRs provided in the SA6 LS “LS on Identity Contributions Agreed within SA6” and the corresponding pCRs.
	Section
	pCR reference (from SA6 LS S6-150992)

	Introduction (requirements and acronym naming)
	S6-150983

	7.x.1.1 & 7.x.1.2 (application layer acronym naming and identity descriptions)
	S6-150983

	7.x.2.1 & 7.x.2.2 (signaling layer acronym naming and identity descriptions)
	S6-150984

	7.x.3 (identity relationships)
	S6-150990


Taking into account the stage 1 MCPTT requirements, stage 2 MCPTT requirements, and the SA6 LS, the following pCR addresses the various MCPTT identities, their definitions, and their usages within SA3.

2. pCR to TR 33.879

************* Start of change *********************************************
7.x
MCPTT Identity Definition and Usage

7.x.1
Application Layer Identities 

Identities at the application layer include the Mission Critical user identity (presented to the Identity management server during a user authentication transaction) and the MCPTT user identity (MCPTT ID).
7.x.1.1
Mission Critical user identity

The MC user identity is the identity that represents the MC human user seeking MC services and is presented to the Identity management server during user authentication.  In general, since Identity management is a common service it uses an ID which is linked to a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single mission critical service. The MC user identity is unique and known only to the user and Identity management server. The Identity management server authenticates the MC user and returns an access token to the Identity management client when successful.  The access token is subsequently provided to the MCPTT application server (via the MCPTT client) to obtain MCPTT service authorization.  Other than authentication and authorization of the user, the MC user identity is not used in application or signalling layer messaging. 

7.x.1.2
MCPTT user identity (MCPTT ID)
The MCPTT user identity is used synonymously with the term MCPTT ID in TS 23.179.  The MCPTT ID is a globally unique URI that represents the MCPTT user at the application layer within the context of MCPTT services.  The MCPTT ID is typically associated with human user attributes maintained within the MCPTT database.  These human user attributes typically contain information regarding the traits or roles of the MCPTT user within an organization or agency. These and other MCPTT ID attributes can be used by the MCPTT server to make decisions about the MCPTT services that may be granted to the MCPTT user.

The MCPTT ID is known to the MCPTT client and the MCPTT server; however it is obfuscated from the SIP signalling layer.  The MCPTT ID includes identification of the MCPTT system where the MCPTT ID is defined.
 A temporary MCPTT ID may be assigned to an MCPTT client in the case where the device attempts to obtain MCPTT service without the user authenticating with the Identity management server.
7.x.2
SIP Signalling Layer Identities

Identities at the SIP signalling layer include a private user identity and one or more public user identities.
7.x.2.1
Private user identity

When the signalling user agent sends registration requests to the registrar / application service selection, the private user identity is used to find corresponding credentials for authentication of the signalling user agent by the registrar / application service selection. This private user identity is equivalent functionally to the IMPI defined in 3GPP TS 23.228.
7.x.2.2
Public user identity

SIP signalling messages sent by a MCPTT UE signalling user agent to an MCPTT server via a SIP core use a public user identity (e.g. IMPU) as the identifier to enable signalling message routing.  The public user identity has no relationship to the MCPTT ID, and specifically does not identify the MC user.    
Public user identities do not contain any MCPTT user identity (e.g., MCPTT ID) or MCPTT application-level attributes at the signalling layer.  Any association of the public user identities with MCPTT application-level attributes occurs at the application layer only. 
When the SIP Core and the MCPTT Service are part of the same trust domain, public user identities may be provided by the MCPTT operator. When the SIP core and the MCPTT service are part of different trust domains, public user identities may be provided by the public network operator.
7.x.3
Identity relationships across different layers

The following relationships exist between the application layer and the signalling layer:

-
An MC user identified by one MCPTT ID may access MCPTT services from one or more signaling user agents identified by the client’s public user identities.  In other words, a human user may be capable of accessing MCPTT services from two or more different devices. Signaling user agents of an MCPTT user identified by an MCPTT ID may share a public user identity or have individual public user identities.
-
A single public user identity may be used by one or more MC users identified by their MCPTT IDs.   In other words, two or more human users may be logged onto the same device where each user has access to MCPTT services.
7.x.4
MCPTT group identity (MCPTT Group ID)

The MCPTT group identity is also referred to as the MCPTT Group ID. 

The MCPTT Group ID uniquely identifies an MCPTT group in an MCPTT system. It indicates both the MCPTT system where the MCPTT group is defined and the MCPTT server within the MCPTT system where the group is defined.
The MCPTT Group ID shall be a SIP URI.

The MCPTT Group ID is known at the application layer (to the MCPTT client and the MCPTT server, and to the Group Management client and Group Management server); however it is obfuscated from the SIP signalling layer.
***************** End of first change ********************************************

3. Conclusion

We kindly ask SA3 to accept the above recommended definitions for MCPTT.

