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Abstract of the contribution: This contribution proposes an update to the solution #8.1.7 on UE-to-network relay security
Discussion 
This contribution contains an update of solution #8.1.7 for UE-to-network relays. The major changes proposed are the following, the optional use of a Proxy PKMF (similar to a Proxy ProSe Function in TS 23.303 [20]), alignment of fetching PRUKs from the PKMF with the method of fetching PGKs in one-to-many communications (e.g. Key Request/Response followed by MIKEY message) and referring the security procedures defined in other places.
Proposal 

It is proposed that SA3 approve the below pCR for inclusion in TR 33.833.
Proposed pCR

**** FIRST CHANGE ****
8.1.7
Solution #8.1.7: UE-Network Relay security using pre-allocated symmetric key

8.1.7.1
Solution overview

The solution relies on a UE fetching a ProSe Relay User Key (PRUK) from the ProSe Key Management Function (PKMF) while it is in coverage. The PRUK is specific to a particular UE. In order to communicate with a particular relay, the UE derives a ProSe Relay Key (PRK) from the PRUK and the Relay ID. This PRK is then specific to the particular UE and Relay.  The relay fetches a PRK from the PKMF using the identity provided by the UE during the Direct Communication Request. 

The UE and relay then use the PRK to derive a KD-SESS and the procedures described in clause 8.2.2.2. 
The PRUK is fetched using the same procedures as for bearer layer one-to-many security as described in TS 33.303 [34], i.e. while in coverage the UE exchanges Key Request/Response messages with the PKMF in order to get the PRUK send in MIKEY messages. As in Rel-12, one-to-many communications, the PKMF must be reachable by UEs that do not have a PDN connection that terminates in the home network related to the PKMF. Hence ensuring the PKMF is reachable by the remote UE may require the deployment of a Proxy PKMF similar to the Proxy ProSe Function described in TS 23.303 [20].
8.1.7.2
Security procedures
8.1.7.2.1
Overview
The establishment of the UE-network relay communication session is as shown in figure 8.1.7.2-1.
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Figure 8.1.7.2-1: Security set-up for UE-Network Relay

0. The Remote UE and the UE-to-network relay fetched the parameters necessary to act as a Remote UE and UE-to-network relay respectively (see TS 23.303[20]), the PKMF address for accessing the relay and the security parameters required to protect the relay discovery messages.

1: UE fetches the PRUK and the associated PRUK ID from the PKMF. The UE needs to fetch the PRUK while it is in coverage.
1a. The Remote UE send a Key Request message to the PKMF of the UE-to-network relay. The message indicates that the Remote UE is requesting a ProSe Relay User Key (PRUK) from the PKMF. IF the UE already has a PRUK from this PKMF, the message shall also contain the PRUK ID of the PRUK. This message is also used by the Remote UE to indicate that it no longer wants to receive PRUKs from the PKMF. For such a message, the PKMF shall respond with a Key Response containing an acknowledgment.
Editor's Note: It is ffs if the Remote UE knows at steps 0 and 1 all the relays that it will be allowed to connect to. In particular, the Remote UE needs to get the address(es) of the PKMF(s) (e.g. is it possible to provision PKMF addresses which are associated with the Relay Service Codes) that provides the keys for those relays so that it can fetch the needed PRUKs while in coverage. 
1b. The ProSe Key Management Function shall check that the UE is authorised to receive UE-to-network Relay service from one of its relays. This is done by using the UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the Remote UE is successfully authorised, the PKMF of the  Relay sends a Key Response message to the Remote UE that shall contain a Key Type ID and may contain a PMK and a PMK ID (for protecting MIKEY messages as in one-to-many communication – see subclause 6.2.3.1 of TS 33.303[34]). Key Type ID is used in the MIKEY messages to inform the Remote UE that it is receiving a PRUK in the MIKEY message. The PKMF may set Key Type ID to any value expect the values of Group ID that the UE is requesting keys for. If a PMK and PMK ID are included, the UE shall store these and delete any previously stored ones for this ProSe Key Management Function.
Editor's Note: It is ffs whether a push based solution is needed in addition to these procedures to deal with ths case of rekeying the UE while it is out-of coverage 
1c. The ProSe Key Management Function shall initiate the PRUK delivery procedure using MIKEY, if either the UE does not have a PRUK or the PKMF wants to provide the UE with a new one. This message is protected using PMK and carries Key Type ID to indicate that it carriers a PRUK.

1d. The UE shall respond with a MIKEY Verification message if the PKMF requests one.
2. The UE discovers the Relay and its Relay ID as described in TS 23.303[20].

3: UE sends the Direct Communication Request message to the relay as described in subclause 8.2.2.2. 
4. Relay fetches the PRUK from the PKMF.
4a. The UE-to-network relay sends a Key Request message to the PKMF. The message shall contain the PRUK ID provided by the Remote UE.

4b. The PKMF checks that the UE-to-network relay is authorised to serve the Remote UE that is identified by the PRUK ID. If so, it uses the PRUK associated with the supplied PRUK ID to calculate KD with KD Derivation Parameter (locally stored) as input. The PKMF shall send the KD and KD Derivation Parameter to the UE-to-network relay.

Editor’s note: The KD Derivation Parameter may provide the Remote UE with authorisation information. If each connection is to be authorised then a nonce for KD derivation could be provided in the Direct Communication Request. Similarly the key derivation may include Relay Service Code if it is want to bind the connection set-up to a particular Relay Service Code. The exact derivation details of KD are FFS.

5: The UE-to-network relay establishes the security using the procedures described in subclause 8.2.2.2.

5a. Using the supplied KD to protect the message, the UE-to-network relay sends a Direct Security Mode Command message to the Remote UE. This message shall contain the KD Derivation Parameter.

5b. The Remote UE derives KD from its PRUK and the received KD Derivation Parameter. It then processes the Direct Security Mode Command. If this is successful, the Remote UE responds with a Direct Security Mode Complete message.






8.1.7.2.2
MIKEY messages

The MIKEY message processing is the same as for the delivering of PGKs, except that the PKMF uses Key Type ID concatenated with PRUK ID in the IDi payload. Similarly the UE recognise the the Key Type ID as corresponding to PRUK and hence the UE knows it is being sent a PRUK. The PKMF uses an all zero PRUK ID to indicate to the UE that wants the UE to send a Key Request.

8.1.7.2.3
Protection of traffic between UE and ProSe Function

In order to protect the messages between the UE and ProSe Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 of TS 33.303 [34] and the ProSe Function shall support the procedures for the network function given in subclause 5.3.3 of TS 33.303 [34].

8.1.7.2.4

Protection of traffic between UE and ProSe Key Management Function

In order to protect the UE-initiated messages between the UE and ProSe Key Management Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 of TS 33.303 [34] and the ProSe Key Management Function shall support the procedures for the network function given in subclause 5.3.3.2 of TS 33.303 [34].

The MIKEY messages are protected as described in subclause 8.7.1.2.2.
8.1.7.2.5
Protection of traffic between UEs

The signalling and user plane traffic sent between the UE and UE-to-network relay are protected as described in subclause 8.2.2.2.
**** END OF CHANGES ****

�This is deleted as it repeats what is in 8.2.2.2
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