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Abstract of the contribution: The following provides a set of improvements to the HLR push procedure in clause 6.1.2. It is proposed to agree the following changes for inclusion in the draft TR
Introduction:
The following provides a set of improvements to the HLR push procedure in clause 6.1.2.1:

· Usage of PCO IE to coordinate the selection of the right E2E CK/IK between the MTC device and the HSE

· Addition of optional pull mechanism that allow the the HSE to fetch the E2E CK/IK key from the HSS/HLR if it didn’t find it within its internal database

Proposal: It is proposed to agree the following changes for inclusion in the draft TR
***************************************Start of Change********************************************

6.1.2.1
“UE to HPLMN” security solution with HLR push procedure

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE
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Figure 6.1.2.1-1: Procedure Diagram

Key Establishment Procedure:

Pre-conditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HSS/HLR:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (used for Air IF sec) (UMTS AKA case) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK.

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)
- derive E2E CK/IK key ID from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- sets an AMF bit to 1 to indicate to the UE whether E2E keys should be derived

- Build the AV. For the UMTS AKA case, CK/IK is replaced with the newly generated CK‘/IK‘.

1a. Distribution of AV to the SGSN/MME

1b. The HSS/HLR pushes to the HSE the following pair:

- E2E CK/IK

- E2E CK/IK key ID
- optionally the IMSI
2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. SGSN sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. USIM runs UMTS/EPS AKA and performs the following additional key derivations:

- CK‘/IK‘(used for Air IF sec) from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

- E2E CK/IK key ID from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).
6a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the E2E CK/IK key ID to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].
6b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message with the E2E CK/IK key ID that should be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].
7. The GGSN/P-GW forwards the E2E CK/IK key ID along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.
8. The HSE matches the information in the triplet with the recently pushed E2E CK/IK key ID and E2E CK/IK key pair. If the HSE didn’t have a record of the received E2E CK/IK key ID within its memory, then it may fetch the E2E CK/IK key from the HSS/HLR by sending the E2E CK/IK key ID and the IMSI. 
9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.
***************************************End of Change********************************************
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