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1.
Introduction

This discussion paper gives detailed analysis and concrete recommendations of the general high-level recommendations in S3-151912.

CRs implementing the proposals have been submitted as S3-151923, S3-151925, S3-151928, S3-151930, S3-151933 and S3-151936.
2.
Detailed Analysis and Recommendations
2.1.
TLS and DTLS (TS 33.310)
TLS 1.0, TLS 1.1 and DTLS 1.0 do not support AEAD ciphersuites and therefore do not support any ciphersuites without weaknesses. They should therefore be phased out and TLS 1.2 made mandatory to implement. It shall be made clear that SSL 1.0 and SSL 2.0 shall not be supported.
· TLS 1.2 [RFC 5246] and DTLS 1.2 [RFC6347] shall be supported.

· Use of (D)TLS 1.0 and TLS 1.1 is not recommended and shall be possible to disable in network nodes.

· SSL 1.0, SSL 2.0 and SSL 3.0 shall not be supported.

All the current ciphersuites (non-AEAD) in the 3GPP TLS profile are weak and are no longer recommended. Support of AES_128_CBC is needed for interoperability with legacy releases.
· TLS_RSA_WITH_AES_128_CBC_SHA shall be supported.
· TLS_RSA_WITH_3DES_EDE_CBC_SHA may be supported (i.e. not mandatory to implement).
· Non-AEAD ciphersuites should not be used and shall be possible to disable in network nodes.
Secure ciphersuites with excellent performance shall be mandatory to implementation in Rel-13. By mandating support, interoperability is ensured even in multi-vendor deployments. 3GPP has always had the practice to mandate support of two different algorithms in case one of the algorithms is broken. We think this is good security design and propose that 3GPP continue to do so.
· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (with P-256) and TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (with P-256) are mandatory to support and recommended to be used.
Ciphersuites with security levels above 128-bit should be supported.

· TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (with P-384) is recommended to support

IETF has published RFC 7525 with best current practices for deployed services that use TLS. The TLS BCP lists several weaknesses and recommendations that should be considered in the 3GPP TLS profile. 
· Cipher suites with RC4 shall not be used.
· Implementations shall prefer cipher suites offering forward security.

· Elliptic curve groups of less than 255 bits shall not be used.

· Finite Field Diffie-Hellman groups of less than 2048 bits shall not be used.

· TLS compression shall not be used.

· The Server Name Indication (SNI) extension defined in RFC 6066 [27] MUST be supported.

· Implementations must not use the Truncated HMAC extension, defined in RFC 6066 [27].
Secure Pre-Shared-Key (PSK) ciphersuites with excellent performance shall also be mandatory to implementation in Rel-13. Ciphersuites combining PSK, ECDHE, and GCM are specified in https://tools.ietf.org/html/draft-mattsson-tls-ecdhe-psk-aead-02
· If pre-shared key (psk) cipher suites are used, the same rules as for ECDHE_ECDSA-based cipher suites shall apply, i.e. for all cipher suites “TLS_ECDHE_ECDSA_WITH_” is replaced by “TLS_ ECDHE_PSK_WITH_”.

The ciphersuites with NULL encryption is not a long-term solution, as both Static RSA (TLS_RSA_WITH) and non-AEAD algorithms (NULL_SHA and NULL_SHA256) will be forbidden in future versions of TLS. IETF is not interested in cipher suites without encryption, and if 3GPP wants to continue to use cipher suites without encryption in TLS, 3GPP needs to take action.

If 3GPP wants to continue to use cipher suites without encryption, we propose standardizing the following cipher suites:

· TLS_ECDHE_ECDSA_WITH_AES_128_GMAC_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_256_GMAC_SHA384
· TLS_ECDHE_RSA_WITH_AES_128_ GMAC _SHA256
· TLS_ECDHE_PSK_WITH_AES_128_ GMAC _SHA256
· TLS_ECDHE_PSK_WITH_AES_256_ GMAC _SHA384
Galois Message Authentication Code (GMAC) is an authentication-only variant of Galois/Counter Mode (GCM). As IETF has recently recommended encryption of everything and RFC7525 forbids NULL encryption, it might be easiest for 3GPP to standardize these cipher suites and register them with IANA.
2.2.
IKEv2 (TS 33.210)
Secure algorithms with excellent performance shall be mandatory to implementation in Rel-13. By mandating support, interoperability is ensured even in multi-vendor deployments. 3GPP has always had the practice to mandate support of two different algorithms in case one of the algorithms is broken. We think this is good security design and propose that 3GPP continue to do so.
· Confidentiality: AES-GCM with a 16 octet ICV with 128-bit key length shall be supported.

· Pseudo-random function: PRF_HMAC_SHA2_256 shall be supported.

· Diffie-Hellman group 19 (256-bit random ECP group) shall be supported.

Algorithms with security levels above 128-bit should be supported.

· Confidentiality: AES-GCM with a 16 octet ICV with 256-bit key should be supported.

· Pseudo-random function: PRF_HMAC_SHA2_384 should be supported.

· Diffie-Hellman group 20 (384-bit random ECP group) should be supported.

Very weak algorithms should not be supported. This can be done with maintained interoperability as 2048-bit MODP was recommended already when IKEv2 was introduced in Rel-8 and made mandatory in Rel-9.
· For security reasons, the use of Diffie-Hellman MODP groups less than 2048-bit shall not be supported.

Superfluous algorithms should be changed from shall and should support to may support.

· Confidentiality: ENCR_3DES may be supported.
· Pseudo-random function: PRF_AES128_CBC may be supported.

· Integrity: AUTH_AES_XCBC_96 may be supported.
The old IKEv2 specification RFC5996 has been obsoleted by RFC7296 that includes all errata.

· Replace all references to RFC5996 with RFC7296
The RFC 4307 is referred to several times. This specification is severely outdated and will likely never be updated as IETF is planning to conclude the ipsec working group. To avoid confusion whether the MUST and SHOULD in RFC4307 apply, the reference should be removed. We suggest replacing it with a reference to the IANA IKEv2 registry.

· The following algorithms are listed with their names according to the IANA Internet Key Exchange Version 2 (IKEv2) Parameters registry.

· The IANA Internet Key Exchange Version 2 (IKEv2) Parameters registry contains further references for the algorithms listed.

To improve configuration and reliability in operator networks the following options shall be supported

· IKEv2 Configuration Payload [RFC7296] shall be supported.

· Protocol support for High Availability [RFC6311] shall be supported.

2.3.
Certificates and CRL profiles (TS 33.310)
While RSA is not broken, it is slow and uses very large keys and signatures that grow exponentially with the security level. Elliptic Curve Cryptography offers the same security level with much smaller keys, much smaller signatures, and better performance. Secure algorithms with excellent performance shall be mandatory to implementation in Rel-13. By mandating support, interoperability is ensured even in multi-vendor deployments.
· ECDSA shall be supported and is recommended for new certificates.

· ECDSA certificates shall use at least 256-bit keys (128-bit security). 384-bit keys (192-bit security) shall be supported.
RSA certificates with small key lengths are soon practically exploitable

· For security reasons, the use of public key lengths less than 2048-bit (112-bit) is not allowed for newly created certificates.
· Use of key lengths less than 2048-bit shall be possible to disable in network nodes.

· A public key length of at least 4096-bit shall be supported also for client certificates.
The collision resistance for SHA-1 and MD2 is broken and signatures with these algorithms are therefore very weak. Support of SHA-1 certificates is needed for interoperability with legacy releases.
· SHA-1 (less than 80-bit security) is not recommended and shall not be used in new certificates. Use of SHA-1 shall be possible to disable in network nodes.

· MD2 (no security) shall not be used.

CRLs use the same algorithms as certificates. The same changes as for certificates apply.
2.4.
ESP (TS 33.210)
RFC4835 has been obsoleted by RFC7321 that introduces authenticated encryption algorithms. Secure algorithms with excellent performance shall be mandatory to implementation in Rel-13. By mandating support, interoperability is ensured even in multi-vendor deployments. 3GPP has always had the practice to mandate support of two different algorithms in case one of the algorithms is broken. We think this is good security design and propose that 3GPP continue to do so. We therefore propose that the SHOULD+ algorithms (likely to be MUST in the future) in RFC7321 are made mandatory to implement. This also
· The implementation requirements in RFC7321 shall be followed. Algorithms marked with "SHOULD+" shall be supported.
Algorithms with security levels above 128-bit should be supported.

· AES-256 should be supported.
As GCM and CCM are authenticated encryption algorithms, they should be used with the NULL authentication algorithm.

· The NULL authentication algorithm is explicitly not allowed for use, unless an authenticated encryption algorithm is used.

While the CBC modes use a 16 octet IV, The CTR, GCM, CCM, and GMAC modes uses an 8 octet IV that must be unique. 
· For CTR, GCM, CCM, and GMAC mode: the IV field shall be 8 octets. The IV must be generated in a manner that ensures uniqueness. The same IV and key combination must not be used more than once.  
2.5.
ESP in IMS Access (TS 33.203)
The IMS Access protection with IMS AKA uses ESP but does not use IKEv2. The profiling is therefore different.
Secure algorithms with excellent performance shall be mandatory to implementation in Rel-13. Algorithms with a security levels above 128-bit can not easily be supported in IMS Access as both CK and IK is derived from the same 128-bit key.
· AES-GCM with a 16 octet ICV with 128-bit key length shall be supported and is recommended to use.
· AES-GMAC with a 16 octet ICV with 128-bit key length shall be supported and is recommended to use.
Weak algorithms shall be deprecated and not used. RFC7321 and the proposed update of TS 33.210 remove HMAC-MD5-96. The use of DES-EDE3-CBC was not recommended in IMS Access as it due to the defined key expansion only offers 80-bit security. Both these algorithms should be removed.

· HMAC-MD5-96 and DES-EDE3-CBC is removed and no longer possible to negotiate.

Interoperability with legacy releases is still possible as HMAC-SHA-1 has always been mandatory to support and AES-CBC has been mandatory to support since Rel-6.

3.
Proposal
It is proposed that that SA3 agrees on the suggested updates to the security profiles. 
