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Abstract of the contribution: This contribution analyses and clarifies the use of SQN in IOPS AKA. A pCR is proposed to TR 33.897 to address the editor’s note on this topic.
1. Introduction

At SA3#79 (April 2015) there was agreement on a proposed solution for IOPS (Isolated E-UTRAN for Public Safety) AKA based on a ‘secondary USIM application using a single UICC’. The solution was added to TR 33.897 [1] from a text proposal contained in contribution S3-151281 [2].

An editor’s note was added as part of that agreement stating:

Editor’s note: SQN mismatches between the authentication instances need to be studied.

The analysis presented in section 2 of the present document aims to provide an understanding of how SQN (a sequence number used in AKA) will be used under IOPS operation and therefore provide a resolution to the editor’s note.
2. The use of SQN in IOPS operation
The present section discusses the following:
· Review of the requirements for SQN generation. (section 2.1)
· Analysis of how SQN is used in IOPS operation and specifically transitioning to and from Isolated E-UTRAN operation. A basis for this discussion is taken from sub-clause 7.1.2 in TR 33.897 [1]. (section 2.2)
· The interoperability of different SQN generation schemes. (section 2.3)
2.1 Review of the requirements for SQN generation
The SQN is used as an input to the AKA procedure to ensure Authentication Vector freshness and therefore protect against replay attack. To ensure this protection the SQN value is derived from a monotonically increasing function.
The generation of SQN is not standardised, with the USIM and HSS (in which the SQN resides) expected to be controlled by the same operator. However, if this is not the case then ‘guidelines for interoperability in a multi-vendor environment’ are presented in annex C.4 of TS 33.102 [3]. Interoperability in a multi-vendor environment is described further in section 2.3 of the present document.
The following provides some requirements for SQN generation:

· A SQN value is not to be used more than once. Therefore the choice of a step size in the selection of the next SQN should be chosen to protect against wrap around during the lifetime of the USIM.
· Out-of-order use of SQNs is permitted. For example the use of an SQN for AKA will be successful if it falls in the range defined by the last n successfully used SQNs.
· A time-based SQN will be rejected if it was generated too long ago.
2.2 Using SQN in IOPS

TR 33.897 [1] describes a proposed solution for IOPS security in which a secondary USIM application and existing AKA procedures are used. The primary and secondary USIM applications are contained within a single UICC and each USIM application, using a distinct set of security credentials, complies with current 3GPP specifications:

· Security credentials set 1: For ‘normal’ network-based operation.
· Security credentials set 2: For IOPS operation where a Local EPC is provided within the isolated network.
Sections 2.2.1 through to 2.2.4 of the present document discuss and provide observations on SQN usage for primary and secondary USIM applications within the framework of the procedures described for IOPS in sub-clause 7.1.2 of TR 33.897 [1].
2.2.1 Initiating IOPS operation
Sub-clause 7.1.2.2 of TR 33.897 [1] discusses initiating IOPS operation. The sub-clause states the three ways in which IOPS operation can be initiated, namely: 1) Loss of backhaul at the eNB, 2) UE mobility, or 3) a NeNB starting operation.

For these cases of initiation of IOPS operation independent SQN management is maintained for each USIM application. This is true for both, first time connection to an IOPS network and any subsequent re-attachments.
Observation: Mutual authentication between a UE and eNB, following initiation of IOPS operation, can be supported using AKA based upon a secondary USIM application and currently defined SQN management procedures. It is assumed that the security credentials held on the secondary USIM application are known within the Local EPC.
2.2.2 Inter IOPS network mobility
Sub-clause 7.1.2.3 of TR 33.897 [1] discusses inter IOPS mobility where a UE moves between two distinct IOPS networks.
For the case of inter IOPS mobility then it is expected there will be a different HSS present in each IOPS network. As a UE moves between IOPS networks then SQN values will be consumed in performing AKA. It may be the case that a UE moves into the coverage of an IOPS network to which it had previously attached (when in isolated mode). If this is the case then the value of SQNMS (the highest sequence number the USIM has accepted) may be offered for a second time by the HSS in that IOPS network unaware that it has previously been offered by the HSS in a different IOPS network. This offer would be rejected by the USIM – as one of the violations of SQN usage, i.e. a SQN value is not be used more than once (for the lifetime of a USIM). In this case a ‘synchronisation failure indication’ will be sent to the HSS and the procedure described in sub-clause 6.3.5 ‘Re-synchronisation procedure’ in TS 33.102 [3] will be followed with the HSS selecting a value of SQN acceptable to the USIM application.
This example of synchronisation failure is a result of the duplicate use of an SQN value for AKA by two different HSSs. Other examples of synchronisation failure, as a result of other mechanisms, also exist and are drawn from the requirements for SQN generation provided in section 2.1 of the present document.
Observation: Mutual authentication between a UE and eNB, following inter IOPS network mobility, can be supported using AKA based upon a secondary USIM application and currently defined SQN management procedures including, in particular, the ‘Re-synchronisation procedure’ described in sub-clause 6.3.5 of TS 33.102 [3].
2.2.3 Intra IOPS mobility
Sub-clause 7.1.2.4 of TR 33.897 [1] discusses intra IOPS mobility where multiple eNBs and one Local EPC form an IOPS network.

For the case of intra IOPS mobility then it is expected that a single HSS will be used for operation in the IOPS network with the implication being that SQN management as currently specified can be reused.
Observation: For the case of intra IOPS mobility, AKA based upon a secondary USIM application uses SQN as currently defined.
2.2.4 Terminating IOPS operation
Sub-clause 7.1.2.5 of TR 33.897 [1] discusses terminating IOPS operation. The sub-clause states the three ways in which IOPS operation can be terminated, namely: 1) S1 interface restoration, 2) UE mobility, or 3) a NeNB ending operation.

Independent SQN management is maintained during each of these cases of termination of IOPS operation. This remains true for each and every termination of the security association between a UE and the HSS of an IOPS network.
Observation: For the case of termination of IOPS operation, AKA based upon a secondary USIM application uses SQN as currently defined.
2.3 Using different SQN generation schemes
It may be the case that IOPS-capable equipment from different vendors is deployed in a theatre of operation; for example vendor A may provide Local EPC functionality in the infrastructure network, while vendor B provides NeNBs to be used in the same area to enhance coverage. Equipment from both vendor A and vendor B will be under the control of a single operator. The question arises as to how to avoid synchronisation failures between SQN generation schemes. TS 33.102 [3] provides an informative annex C.4 in which guidelines for interoperability in a multi-vendor environment are discussed. In summary this clause states that if operators have multiple vendors for USIMs and/or HSSs then this will work only when the following guidelines are adhered to by all the sequence number management schemes implemented in the operator’s domain. In short these are:
· The array mechanism (for storage of previously used values) specified in annexes C.1.2 and C.2 of TS 33.102 [3] is used in the USIM to verify SQNs.
· In relation to Annex F of TS 33.102 [3]: if the AMF field is used to signal further parameters relevant to sequence number management then the formats of the AMF and its interpretation by the USIM must be the same for all implementations in the operator’s domain.

· The number of possible SQN value should be greater than an expected minimum.
· There are no requirements on the synchronicity of clocks in different HSSs for the time-based schemes.
Observation: For the case that IOPS-capable equipment from different vendors is deployed in a theatre of operation then it is possible for there to be interoperability between SQN generation schemes if guidelines are followed.
3. Conclusion
The observations in section 2 of the present document enable the following conclusion to be drawn.
Conclusion: AKA based upon a secondary USIM application is able to use SQN, and related procedures, as currently defined in the 3GPP specifications.
In support of this conclusion it is proposed to remove the editor’s note in clause 7.1 of TR 33.897 [1] and add some clarifying text on the topic of SQN usage. This is presented in section 4 of the present document.
4. Text proposals
In light of the discussion presented in preceding sections of the present document the following text changes to TR 33.897 [1] are proposed.
~ ~ ~ Start of first text proposal ~ ~ ~

7.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC

Editor’s note: Discussion in clause 7.1.2 needs to be rationalised and focus on initial attach and subsequent attaches.

Editor’s note: The scalability of this solution is FFS.
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.
-
Reuse of sequence number management schemes in TS 33.102, Annex C [6] and re-synchronisation procedure in TS 33.102, sub-clause 6.3.5.
NOTE: It is strongly recommended to follow the guidelines for interoperability in a multi-vendor environment from TS 33.102, Annex C.4 [6].
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal ~ ~ ~
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~ ~ ~ End of third text proposal ~ ~ ~
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