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Abstract of the contribution: This contribution adds the test case related to requirement 5.2.3.5.2 Protecting sessions –Inactivity timeout.
Introduction 
This contribution adds the test case related to requirement 5.2.3.5.2 Protecting sessions –Inactivity timeout.  
Proposed pCR
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5.2.3.5.2	Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later
Requirement Description: An OAM user interactive session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
Test Name: TC_PROTECTING_SESSION_ INAC TIMEOUT
Purpose:
To ensure an OAM user interactive session shall be terminated at inactivity timeout.
Procedure and execution steps:
Pre-Conditions:
· The tester has privileges create an OAM user interactive session.
· The tester has privileges configure the inactivity time-out period for user interactive session.
· Session log should be enabled.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1. [bookmark: OLE_LINK26][bookmark: OLE_LINK27][bookmark: OLE_LINK52]The tester creates OAM user A interaction session.
1. [bookmark: OLE_LINK15][bookmark: OLE_LINK32][bookmark: OLE_LINK33][bookmark: OLE_LINK71]The tester configures the inactivity time-out period for user A to x minute,  for example 1 minute.
1. The tester doesn’t make any actions on the network production in x minutes. After that, the tester checks whether OAM user A interaction session has been terminated automatically.
Expected Results:
· In step 3, OAM user A interaction session has been terminated automatically after x minute.
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
· Session log 
· Settings, protocols and configurations used 
· Test result (Passed or not)
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