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Abstract of the contribution: This contribution identifies security threats and possible mitigation options for LTE/Wi-Fi Link Aggregation (LWA) when Wi-Fi open authentication is used between the UE and Wi-Fi AP
1. Introduction
In TSG-RAN WG2 Meeting #90, there was an LS (R2-152915) assigned to SA3 with the following ask: 
“     RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications. Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation
       “
In the proposed user plane flow for LWA, data packets between the eNB and LTE modem are encrypted at PDCP layer.  Figure 1.0 depicts the proposed Architecture / User Plane Flow through Wi-Fi (from RAN2).
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Figure 1.0 - proposed Architecture / User Plane Flow (From RAN2)
NOTE 1 ::  UPLINK IP user plane packets (from LTE modem to eNB) may take the reverse path (if supported).  Though RAN2 is currently focusing on eNB-WiFi aggregation for downlink packets only.

NOTE 2 ::  IP User Plane Packets are sent via LTE and Wi-Fi simultaneously, but only the Wi-Fi path is of interest for SA3 in this context.
This contribution provides security threat analysis and possible mitigation solution options for LTE/Wi-Fi Link Aggregation (LWA) when open Wi-Fi authentication is used between the UE and Wi-Fi AP.  
2. Discussion
2.1
Security Threat Analysis Discussion
2.1.1 Scope for Threat Analysis

Figure 2.0 illustrates the scope of threat analysis for the proposed LTE/Wi-Fi Link Aggregation (LWA) architecture from RAN2.  The scope includes eNB, Wi-Fi AP, “UE/LTE Modem” and “UE / Wi-Fi NIC”.  The communication link between the LTE modem and Wi-Fi NIC is achieved by hardware (e.g., combo LTE Modem and Wi-Fi NIC), or via the UE OS.  In the latter case, it is assumed that the UE OS provides adequate security to prevent DoS attack (e.g., by malware) leading to communication breakdown between the LTE modem and Wi-Fi NIC.
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Figure 2.0 -  Scope of threat analysis for LWA
NOTE 1: For the purpose of this threat analysis, we just consider downlink packets (as uplink is optional).  But the security threat analysis of UPLINK will be similar to downlink

2.1.2 Assets
Table 2.1 identifies the assets (with their corresponding control and attack points) that need to be protected for LWA.
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WLAN Access Point - Air Interface (downlink / uplink) Remote

WLAN NIC - Air Interface (downlink / uplink) Remote

LTE Modem - WLAN NIC (downlink) Remote

LTE eNB (including credentials) - WLAN AP (uplink) – if supported Remote


Table 2.1 – Summary of Assets and their corresponding control and attack points
2.1.1 Security Threats & Possible Mitigation Options
This sections identifies security threats and mitigation options for LTE/Wi-Fi Link Aggregation (LWA) when Wi-Fi open authentication is used between the UE and Wi-Fi AP. 

2.1.1.1  Threat #1 ::  Attacker initiates multiple Wi-Fi connections to the  Wi-Fi AP
Impact:   This threat is basically intends to bring the Wi-Fi AP down by exhausting its resources.  Given that the packets between eNB and the LTE modem are encrypted, “Confidentiality”, “message integrity”, and “integrity of sender” are not comprised as a result of this threat.
Threat Classification: Denial of Service

Possible Mitigation Options: 
Option 1: eNB assisted MAC address based Access Control.  The eNB controls access of UEs to the Wi-Fi AP by adding/removing UEs MAC addresses to the access control list of the Wi-Fi AP.

NOTE 1 : This method is not immune to spoofed MAC addresses.  Though the impact of this type of threat is minimized given that eNB dynamically controls the access control.

Option 2:  Enable Wi-Fi authentication and encryption using eNB assisted PSK.  

NOTE 2 : It is sufficient to enable only integrity protection over Wi-Fi link, though 802.11 security specification does not support an option to enable only “Integrity check” for Wi-Fi payload.  
2.1.1.2  Threat #2 : Attacker bombards “UE / WLAN NIC” with continuous rogue packets by spoofing the Wi-Fi AP’s MAC address 

Impact:  This type of threat cannot be prevented in a traditional WLAN Access.  Though in the context of LWA,  the implication of this threat is that rogue packets (issued by the attacker) will pass to the “UE/LTE Modem” through the “UE/WLAN NIC”, resulting unnecessary computational overhead on the “UE/LTE Modem”.

Given that the packets between the eNB and the LTE modem are encrypted, “Confidentiality”, “message integrity”, and “integrity of sender” are not comprised as a result of this attack.
Threat Classification: Denial of Service

Possible Mitigation Options: 

Same as “Option 2” of 2.1.1.1.    

2.1.1.3  Threat # 3 : Attacker modifies Wi-Fi headers for downlink packets – e.g., to redirect it to another UE

Impact:  This means the redirected packets will pass through the “not intended” receiving “UE/WLAN NIC” to the “UE/LTE modem”, resulting additional unnecessary computational overhead on the “UE/LTE Modem”
The receiving UE will not be able to decrypt packets (protected at PDCP layer) as it does not possess the required crypto keys, therefore “Confidentiality” is not comprised as a result of this threat.
Attack Classification: Denial of Service

Possible Mitigation Options: 

Same as “Option 2” of 2.1.1.1.    

2.1.1.4  Threat #4 : Attacker alters the encrypted PDCP payload destined to the “UE /WLAN NIC” over the air

Impact:  This means the modified encrypted PDCP packets will pass through the “UE/WLAN NIC” to the “UE/LTE Modem”, resulting additional unnecessary computational overhead on the LTE Modem.
Given that the packets between eNB and the LTE modem are encrypted, “Confidentiality”, “message integrity”, and “integrity of sender” are not comprised as a result of this attack.

Threat Classification: Denial of Service

Possible Mitigation Options: 

Same as “Option 2” of 2.1.1.1.    

2. Conclusion

In response to RAN2 LS (R2-152915) on whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation, this discussion paper concludes following points:

1) The only type of security threat resulting from using open Wi-Fi authentication for LWA is “Denial of Service” attack by exhausting Wi-Fi (UE/WLAN NIC and Wi-Fi AP) and LTE (eNB and LTE Modem) resources.

2) A subset of these threats can be prevented by using eNB assisted Access Control but this will not provide a comprehensive mitigation solution to prevent all possible DoS attacks identified in this paper.
3) Therefore, Wi-Fi Authentication & Encryption must be enabled in order to mitigate all possible security threats identified in this discussion paper.   It must be noted that 802.11 Encryption between the UE and Wi-Fi NIC is not needed since the packets between the eNB and “UE/LTE Modem” are encrypted.  However, IEEE 802.11 security specification does not support an option to only enable “Integrity check” for Wi-Fi payload.
