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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Machine to Machine (M2M) communication represents a significant growth opportunity for the 3GPP ecosystem. To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable. 

GERAN is working on a study on “Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things” [2]. A particular importance is given to the need to adapt the security frame work of the proposed candidate techniques to suit the need of the emerging Internet of Things market. Any of the alternative solutions being studied within the scope of FS_IoT_LC, for example the so-called “clean slate solution”, could potentially select to operate with an architecture using the Gb interface. The GERAN evolution based solutions already has been agreed to use the Gb interface. 

1
Scope

The present document contains a study of the EGPRS access security in relation to cellular IoT, and an evaluation of possible technical security enhancements needed to support such services. Different possible deployment scenarios for Cellular IoT, and related stage 2 solutions are being studied in TR 45.820 [2]. 

The scope of this study is limited to investigate the feasibility of improving the access security aspects of Gb mode. In more detail, the scope includes: 

1. Investigate potential security threats, such as man in the middle attacks.

2. Investigate potential security enhancements between the UE and SGSN to mitigate said threats. 

3. Define what security procedures and security algorithms that are recommended to be used by for Cellular IoT devices in Gb mode. This may be procedures and algorithms already specified in earlier 3GPP releases or it could be new procedures and algorithms being introduced as part of this feasibility study. 

4. The potential security enhancements as part of this study item should aim at minimising the impacts to the GPRS core network. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 45.820: “Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things”. 
[3]
3GPP TR 23.060: "General Packet Radio Service (GPRS)". 

[4]
3GPP TS 43.020: "Security related network functions"
[5]
3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications"

[6]
3GPP TS 35.201: " Specification of the 3GPP Confidentiality and Integrity Algorithms; Document 1: f8 and f9 Specification "
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CIoT
Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things
KDctr
Key Derivation Counter

Kmed
Medium term key, derived from K, and used in the derivation of Ktc and Kti

Ktc
Session key of Gb based cellular IoT for confidentiality protection 

Kti
Session key of Gb based cellular IoT for integrity protection 

4
Cellular IoT 
Editor’s note: This clause will contain some brief background on CIoT in order to make the TR readable. It also contains a Gb mode based architecture for Cellular IoT. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Overview of Cellular IoT 

4.2
The baseline architecture for Cellular IoT Services 

4.2.1 
User Plane (Gb mode)

The user plane in Gb mode [3] consists of a layered protocol structure demonstrated in Figure 4.2.1-1. The figure shows only the protocol layer LLC and layers above. The present document is limited to study protocol layers between the MS and SGSN. In the current Gb mode, the ciphering of the user plane is done at LLC layer. 
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Figure 4.2.1-1: User Plane for Gb mode 

4.3.2
Control Plane (Gb mode)

The control plane in Gb mode [3] consists of a layered protocol structure demonstrated in Figure 4.3.2-1. The figure shows only the protocol layer LLC and the layer above. The present document is limited to study protocol layers between the MS and SGSN. In the current Gb mode, the authentication is done at GMM/SM layer, and ciphering of the control plane at LLC layer. 


[image: image4]
Figure 4.3.2-1: Control Plane MS - SGSN in Gb mode

5
Key Issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. The exact contents are FFS. It is proposed that the key issues would be security feature oriented instead of systematically documenting all GSM vulnerabilities. 
5.1
Key Issue #1: Entity authentication and key agreement 

5.1.1
Key issue details

This key issue includes the normal authentication and key agreement problems that exist in all similar 3GPP networks. For example, the SGSN needs to know the identity of the CIoT UE, and to be ensured that the CIoT UE is genuine and authorized to get service via the network. Information related to the identity and authorization of the CIoT UE is needed not only for security purposes but also e.g. for charging. Similarly, the CIoT UE needs to be ensured that the network is trustworthy, and has access to the secret that the UE shared with the home network. A way to establish trustworthiness of the network is verifying that its session keys were supplied to it by the home network. This is achieved in UMTS AKA by putting a message authentication code MAC on the challenge. The authentication challenges need to be fresh otherwise an attacker can force the re-use of keys. The latter is a well-known weakness of GSM authentication. 

There are some new system features that are specific to CIoT. CIoT UE may be more stationary; however, also more traditional mobility patterns can be foreseen. CIoT UEs may be turned off without the need for connectivity for the majority of the time. The number of CIoT UEs per base station may also be increased on massive scale. These CIoT specific new system features bring some new challenges to the authentication and key agreement: 

· The frequency of authentication may be very different from the existing 3GPP systems. There is a clear interest of extending the time between authentications because of the power limitations in the CIoT UE side, and because of the high number of CIoT UEs served by one base station. 

· The frequency of authentication may strengthen requirements to the length of the key(s) used for message protection. Less frequent authentication would suggest the use of longer key(s). An example why a key length of 64 bits is inadequate is given in the Key Issue on Eavesdropping.  

5.1.2
Security threats 

The following security threats are foreseen: 

· Malicious CIoT UEs may try to access the network.  

· Malicious base stations may try to fool the CIoT UE to be detached from a genuine base station or to be attached to malicious base stations. 

· If the frequency of authentication is very low, the safety of the session key(s) may be increasingly jeopardized if the keys are too short. Also, the longer a session key remains, the greater the risk of it leaking. 

· The shorter the session key is, the more easily it may be compromised. It is plausible, though, that there is a upper limit for the key length such that increasing the key length beyond this limit would not result in a practical gain in security for CIoT anymore.  
5.1.3
Security requirements

The security solutions should address the following potential security requirements: 

· CIoT UE shall not accept replayed authentication challenges. 

· CIoT UE shall not accept authentication challenges generated by unknown sources. 

· The proposed key agreement solutions should consider the potential low frequency of authentication when determining the key length. 
· If possible, session keys should be securely updated with much lower data transmission than a full authentication.
5.2
Key Issue #2: Eavesdropping 

5.2.1
Key issue details

The messages sent over the air-interface are vulnerable to eavesdropping. Therefore, access security is provided. 

In GPRS, access security extends between UE and SGSN. UE and SGSN agree on a particular encryption algorithm in the control and user planes. 

Some privacy sensitive data related to the subscriber, like the IP address, need to be protected. They can be protected by LLC layer encryption, but not by any higher-layer encryption. 

Some CIoT UEs may want to rely on the security provided by GPRS, and their applications may require a certain level of security, which then implies that only cryptographic algorithms of certain strength are acceptable for the CIoT UE. This required level of security may then be expressed as a security policy that is implemented locally on the CIoT UE. In this way, the CIoT UE is not dependent on any security policy the SGSN may want to enforce. 

Furthermore, both CIoT UE and SGSN have an interest that the algorithm(s) they agree to use is/are the strongest they have in common.

It is also worth noting that there are countries where the use of encryption algorithms is not possible. 

5.2.2
Security threats 

The following security threats are foreseen: 

· Confidentiality of signalling or user data may be compromised. 

· One possible reason for such a compromise is that a weak encryption algorithm is used that the attacker can break while the data protected by the session key remains sensitive. E.g. a 64-bit encryption key is too short to give strong protection. This is made even worse if such an encryption key is in use for a very long time.

· An attacker may try to influence the selection of the encryption algorithm in order to prevent the IoT UE and the SGSN to select the strongest common encryption algorithm that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. E.g. an attacker can force a UE to accept NULL encryption by simply not sending a Ciphering Mode command or sending one with encryption set to NULL. There currently is no integrity protection in GPRS. So, the UE is left without any protection in this case.

5.2.3
Security requirements

The security solutions should address the following potential security requirements: 

A CIoT UE should have a locally implemented security policy that includes a statement on acceptable encryption algorithms. This policy should be stored securely in the UE to prevent unauthorized modification.
Editor’s Note: The need for this requirement is ffs.
· The signalling and the user data shall be encrypted using the strongest common encryption algorithm between CIoT UE and SGSN that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. 

· If the CIoT UE has a security policy regarding cryptographic algorithms in place then a connection with an SGSN offering no acceptable algorithm shall be rejected. 

· Bidding down of the encryption algorithms shall be prevented. 
· Encryption keys shall be long enough to provide strong protection against brute force cryptanalysis.
5.3
Key Issue #3: Unauthorized modification of signalling data 

5.3.1
Key issue details

In current GPRS, an attacker may enforce the use of no protection of signalling data or protection by a weak encryption algorithm.

Furthermore, even if a strong encryption algorithm is used a man-in-the-middle could modify individual bits in a message while leaving encryption intact. The fact that a stream cipher is used for encryption and the error detecting code is linear makes the task for the attacker easier. If the attacker knows the plaintext then he can modify it to turn it into a plaintext of his choice. The technical prerequisite for the attacker is that he can toggle individual bits in an LLC frame while being able to forward the otherwise unchanged frame transparently between UE and SGSN and that the attacker knows the frame structure, including the division into headers, plaintext and error detecting code. 

In general, roaming is required for all services. However, there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption (as stated by SA1 in the LS in S3-151445). Support of GEA0 will be needed only for UEs possibly roaming into countries not allowing encryption or where the home operator is located in a country not allowing encryption.

5.3.2
Security threats 

The most obvious threat is that the attacker can modify the Ciphering Mode procedure, which results in a bidding down attack and consequently in the loss of data confidentiality or data integrity. This is described in another key issue. 

Furthermore, some mobility management messages can be sent unprotected in current GPRS. This could result in a Denial-of-Service attack. 

Finally, the attacker could modify mobility management messages as described in the key issue details. This could also result in a Denial-of-Service attack. E.g., a successful sending of a Routing Area Update message or a De-registration message could result in a temporary unreachability of the UE until the UE contacts the network the next time. 

Editor’s Note: A risk analysis of the effect of modifications of mobility management messages, other than the Ciphering Mode procedure is ffs. The extent of damage that an attacker can do may depend on additional assumptions about UE characteristics e.g. about the initiator of communications (always UE-initiated or not) and the UE mobility pattern (stationary vs. global roaming). 

5.3.3
Security requirements

Modification of mobility management and session management messages shall be prevented. 
Cryptographic keys used to provide data integrity shall be long enough to provide strong protection against brute force cryptanalysis.
Editor’s Note: It is ffs under what assumptions strong encryption of signalling messages alone could provide sufficient security for certain classes of CIoT UEs.

5.x
Key Issue #x: <Key Issue name>

5.x.1
Key issue details

5.x.2
Security threats 

5.x.3
Security requirements
6
Solutions
Editor’s note: Each solution should list the key issues that it addresses.  

6.1
Solution #1: Integrity protection of signalling and algorithm negotiation   

6.1.1
General 
This solution addresses key issues related to entity authentication and key agreement, and data integrity. 

It is assumed that integrity protection of user plane, if appropriate, is performed at some upper layer outside the scope of the present document. 

It is also assumed that UMTS AKA is mandated in order to guarantee that the authentication challenges are genuine, and fresh, and key material for integrity protection key is available. 

Editor’s note: Recommendations related to the lifetime of UMTS AKA, and consequently the lifetime of integrity protection key are FFS. 

6.1.2
Control Plane (Gb mode) 
It is proposed that the control plane in Gb mode is enhanced by adding integrity protection between CIoT UE and SGSN, see a demonstrative figure in 6.1.1-1. UMTS AKA is run at GMM/SM layer creating the keying material, and the integrity protection is done at LLC layer using the integrity key (IK’) created with the key derivation function from the AKA session keys. 
Editor’s note: The scope of control plane integrity protection is FFS. If strong encryption is in use, it may be sufficient to protect only the algorithm negotiation. 

[image: image5]
Figure 6.1.1-1: Enhanced Control Plane CIoT UE - SGSN in Gb mode

6.1.3
Protection of algorithm negotiation 

It is proposed to re-use the algorithm negotiation mechanism from UMTS/LTE. The CIoT UE sends identifiers for the encryption and integrity algorithms that it supports to the SGSN e.g. in the Attach Request message. The SGSN then echoes these identifiers back to the CIoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message.  If the CIoT UE notices that the identifiers sent to the network are different from the received ones, it assumes that a Man-in-the-middle attack has taken place and drops the connection.
Editor’s note: How exactly the algorithm negotiation mechanism should be specified is FFS. For example, it needs to be confirmed that the CIoT UE has the integrity key IK available at LLC layer when receiving the echoed identifiers back from SGSN at GMM/SM layer. 

The integrity algorithm negotiation procedure is described as bellow, similar to cipher algorithm negotiation.
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Figure 6.1.2-1: Integrity algorithm negotiation

1. Cellular IoT UE sends attach request to SGSN. The cipher algorithms and integrity algorithms supported by the Cellular IoT UE shall be included in the MS network capability parameters.

2. SGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 

3. SGSN determines that the request UE is a cellular IoT UE based on the MS network capability parameters. SGSN selects a cipher algorithm and an integrity algorithm from the MS network capability and then derives cipher key (Ktc) and integrity key (Kti). Ktc and Kti can be 128bits length.
Editor’s note: It is FFS whether the presence of the integrity algorithms from the MS network capability parameters is sufficient to indicate to SGSN that the UE is a Cellular IoT UE or whether a separate indication from HLR/HSS would be needed.  

4. SGSN sends authentication and ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to Cellular IoT UE. The authentication and ciphering request is integrity protected. 

5. Cellular IoT UE derives Ktc and Kti, and then checks the echoed MS network capability.

6. Cellular IoT UE sends authentication and ciphering response to SGSN. The communication between Cellular IoT UE and SGSN can be confidentiality protected and integrity protected by using Ktc and Kti.

6.1.4
Integrity algorithms 
Cellular IoT UE and enhanced SGSN shall support the following integrity protection algorithms: 

Editor’s note: The choice of integrity algorithms is FFS. Choosing UIA1 would allow synergies with GEA4 as both are based on Kasumi. 

· UIA1
6.1.5
Integrity key derivation
Cellular IoT UE and SGSN can derive integrity key from CK and IK. For example, as defined in TS 33.102 Annex B.5, Ktc128 is the 128 most significant bits of KDF outputs, and the Key input to KDF is the concatenation of CK and IK (i.e. CK || IK).  The 128 least significant bits of KDF output is the integrity key (i.e. Kti128). 

6.1.6
Interworking with legacy GPRS 
CIoT devices are not assumed to interwork with legacy SGSNs, however, enhanced SGSNs may still need to serve legacy GPRS mobile stations. The SGSNs may use the presence of integrity algorithms as an indication on which UEs use legacy GPRS security, and which UEs use enhanced GPRS security. 

Editor’s note: Security threats related to an enhanced SGSN serving both legacy GPRS and CIoT are FFS. E.g. it should be studied if legacy UEs and CIoT UEs are allowed to access the same APN.

Editor’s note: It is FFS if enhanced SGSN can also get the indication on which UEs use legacy GPRS security and which UEs use enhanced GPRS security by subscription information retrieved from HLR/HSS.

6.2
Solution #2: Data efficient rekeying

6.2.1
General 
This solution addresses the problem that infrequent authentication leads to session keys having undesirably long lifetimes. 

The USIM key K is a long-term(typically permanent) key.  Ktc and Kti are intended to be relatively short-lived session keys.  This solution introduces an interim, medium-term key, which we can call Kmed.  It separates the functions of authentication and session key generation, allowing session key generation to be done much more frequently than authentication, with far less data transmission required.

6.2.2
Generation of Kmed 
Kmed is generated from K using a full UMTS AKA, or a slight variant thereof.  Kmed is generated in the same way that CK, or IK, or CK||IK, are generated today.  The important difference, though, is that Kmed is retained on the USIM, not released to the ME.  Kmed could be 128 or 256 bits long
6.2.3
Generation of Ktc and Kti 
Editor’s note: It is FFS whether this scheme improves protection against impersonation attacks.
Editor’s note: It is FFS what the actual savings would be compared to an AKA run.
There’s a key derivation counter KDctr – let’s say two bytes – stored on the USIM.  KDctr starts at 0 whenever a new value of Kmed is created, and it will increment.

Whenever a new session key Ktc or Kti should be generated, the mobile device and network agree a new incrementing value of KDCTR (there are various ways to do this, see below).  The mobile device passes the new KDctr value to the USIM, and:

· if the new KDctr is greater than the previous one, then the USIM derives a new session key from Kmed and KDctr, and returns the session key to the mobile device; the session key is then used for encryption or integrity protection on the radio interface;

· if the new KDctr is less than or equal to the previous one, the USIM rejects it.  That way, even someone controlling the mobile device can’t make the USIM release either previous or future values of the session key.

New values of Ktc and Kti could be generated simultaneously or independently.

Unlike with authentication operations, it is not necessary to integrity protect the agreement of the new KDctr value.  An attacker might be able to trick the endpoints into raising KDctr to its maximum value, but the denial of service that that would create would be very short lived, immediately rectified with a new full authentication operation.

KDctr needs to be agreed between the device and the serving node.  There are a number of ways that this might be done:

· it could be sent from the device to the serving node;

· better, from a device battery perspective, it could be sent from the serving node to the device;

· some data efficiency optimisation may be possible, e.g.

(a)
only a few least significant bits are sent from one end to the other, and we assume that the remaining bits can be kept synchronised;

(b)
or, only a few least significant bits are usually sent from one end to the other, and occasionally a slightly longer message is sent to update the remaining bits;

(c)
or some sort of already existing packet counter or similar value may be (partially) re-used as the KDCTR.

Note also that the input value used for short-term key derivation doesn’t absolutely have to be an incrementing counter.  It could be a random value, for instance.  A counter is simpler, though, and likely to be most efficient.

6.2.4
Key derivation in the network 
Corresponding key derivation needs to be done on the network side too.  There are two alternative approaches to managing the keys on the network side:
1.
Kmed is held back by the AuC, or by a secure proxy sat in front of the HLR; the short lived session keys are derived here when needed, and sent to the SGSN that needs them.  So that SGSN never receives Kmed, only the session keys Ktc and Kti.  This means more signalling between the HLR and the SGSN, but that may still be acceptable.
2.
Or, Kmed is held in the SGSN, and the session key derivation is done in the SGSN.
· For improved security, the storage and use of Kmed could be within a Secure Execution Environment inside the SGSN.  As with the mobile-device-to-USIM interface, the SEE only accepts KDctr values that are higher than previous ones.
6.3
Solution #3: Algorithms for ciphering and integrity protection
6.3.1
General

This solution addresses key issues related to eavesdropping and unauthorized modification of signalling data. It is proposed that the following algorithms are specified for EASE_IoT: 

· GEA0 for null-encryption 

· GEA4/GIA4 based on Kasumi 128 

· GEA5/GIA5 based on SNOW 3G 

Editor’s note: It is FFS whether the support of ZUC is required, and whether as a result the GEA0 can be removed. 

Editor’s note: This solution is related to the solution proposal in section 6.1. It proposes that Gb interface should be enhanced by two sets of encryption/integrity algorithms with 128 bit key lengths. Exactly which algorithms are chosen are FFS. 
6.3.2
Null ciphering algorithm

The GEA0 algorithm is implemented such that it has the same effect as if it generates a keystream of all zeros. The encryption/decryption is done by using a bit per bit binary addition of the plaintext/ciphertext and the keystream. 

NOTE 1: GEA0 provide no security.

6.3.3
Ciphering algorithm 

6.3.3.1
 Inputs and outputs  

The input parameters to the ciphering algorithm GEA4 are as specified in TS 43.020 [4]. Figure 6.3.3.1-1 illustrates the use of the ciphering algorithm GEA4. 
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Figure 6.3.3.1-1: Ciphering of data with GEA4

The input parameters to the ciphering algorithm GEA5 are a 128-bit cipher key named Ktc, a 32-bit INPUT as specified in TS 43.020 [4], a 5-bit bearer identity BEARER with a static value “00000”, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.

Figure 6.3.3.1-2 illustrates the use of the ciphering algorithm GEA5 to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure 6.3.3.1-2: Ciphering of data with GEA5

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
6.3.3.2
 GEA5

NOTE: This section is presented here only for demonstrative purposes, and represents only one possible way of specifying the GEA5 algorithm. The actual specification would need to be done in ETSI SAGE. 

GEA5 is based on SNOW 3G and is identical to UEA2 as specified in TS 35.215 [5] with the following exceptions to the initialization of the algorithm (differences being that COUNT-C[0], … COUNT-C[31] shall be replaced by INPUT[0], … INPUT[31], and that BEARER[0] … BEARER[4] shall be replaced by 0 || 0 || 0 || 0 || 0):: 

IV3 = INPUT[0] || INPUT [1] || INPUT [2] || … || INPUT [31]

IV2 = 0 || 0 || 0 || 0 || 0 || DIRECTION[0] || 0 || … || 0

IV1 = INPUT[0] || INPUT [1] || INPUT [2] || … || INPUT [31]

IV0 = 0 || 0 || 0 || 0 || 0 || DIRECTION[0] || 0 || … || 0

6.3.4
Integrity algorithm 

6.3.4.1
 Inputs and outputs  

The input parameters to the integrity algorithm are a 128-bit integrity key named Kti, a 32-bit INPUT, a 5-bit bearer identity called BEARER with a static value “00000”, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.

Figure 6.3.4.1-1 illustrates the use of the integrity algorithm GIA to authenticate the integrity of messages.
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Figure 6.3.4.1-1: Derivation of MAC/XMAC

Based on these input parameters the sender computes a 32-bit message authentication code (MAC) using the integrity algorithm GIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms the receiver computes the expected message authentication code (XMAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC.

6.3.4.2
GIA4

NOTE: This section is presented here only for demonstrative purposes, and represents only one possible way of specifying the GIA4 algorithm. The actual specification would need to be done in ETSI SAGE. 

GIA4 is based on Kasumi 3G and is implemented in the same way as UIA1 as specified TS 35.201 [6] with the following exceptions to the initialization of the algorithm (differences being that COUNT-C[0], … COUNT-C[31] shall be replaced by INPUT[0], … INPUT[31], and that BEARER[0] … BEARER[4] shall be replaced by 0 || 0 || 0 || 0 || 0): 

We concatenate INPUT, INPUT, MESSAGE and DIRECTION. We then append a single "1" bit, followed by between 0 and 63 "0" bits so that the total length of the resulting string PS (padded string) is an integral multiple of 64 bits, i.e.:

PS = INPUT[0]…INPUT[31] INPUT[0]…INPUT[31] MESSAGE[0]…MESSAGE[LENGTH-1] DIRECTION[0] 1 0*

Where 0* indicates between 0 and 63 "0" bits. 

6.3.4.3
GIA5

NOTE: This section is presented here only for demonstrative purposes, and represents only one possible way of specifying the GIA5 algorithm. The actual specification would need to be done in ETSI SAGE. 

GIA5 is based on SNOW 3G and is identical to UIA2 as specified in TS 35.215 [5] with the following exceptions to the initialization of the algorithm (differences being that COUNT-C[0], … COUNT-C[31] shall be replaced by INPUT[0], … INPUT[31], and that BEARER[0] … BEARER[4] shall be replaced by 0 || 0 || 0 || 0 || 0): 

IV3 = INPUT[0] || INPUT [1] || INPUT [2] || … || INPUT [31]

IV2 = 0 || 0 || 0 || 0 || 0 || DIRECTION[0] || 0 || … || 0

IV1 = INPUT[0] || INPUT [1] || INPUT [2] || … || INPUT [31]

IV0 = 0 || 0 || 0 || 0 || 0 || DIRECTION[0] || 0 || … || 0

6.x
Solution #x: <solution name>

7
Evaluation and conclusions 

Editor’s note: This clause will contain the evaluation between the solutions in section 6, and the conclusions made by SA3.
Annex A
Solution #A: Early solution for EASE  

A.1
General 
It may take some time until SGSNs that implement the functionality required by solution#1 in clause 6.1 of TR 33.860 have been widely deployed. On the other hand, Cellular IoT use cases that are deployed today or will be deployed in the near term could benefit from a few simple measures that would significantly enhance the security level of present GPRS deployments. The present solution proposes such simple enhancements. 
These simple enhancements prevent the currently published attacks related to impersonation, eavesdropping, and bidding down by a false base station. But the present solution does not attain the same security level as solution#1. The known remaining vulnerabilities are addressed below. The seriousness of these vulnerabilities also depends on the use case. 
The present solution is not intended to be the only security solution for CIoT. It is rather meant to give guidance for use CIoT cases using GPRS that are currently deployed or need to be deployed soon. 

The key technical element of the present solution is the enforcement of strong security requirements by the UE: by a policy hard-coded into the CIoT UE, the UE enforces the use of UMTS AKA and rejects any authentication request for 2G AKA and any connection that is offered with NULL encryption or weak encryption. The security between the UE and the SGSN otherwise remains as specified today, i.e. both signalling and user plane are encrypted, but not integrity-protected. In particular, no changes to SGSN specifications are required. 

The rigidity of the security policy hard-coded into the CIoT UE comes with the following restriction: 

· Roaming into networks that offer only NULL encryption or weak encryption is not possible. 

This implies that, in particular, global roaming is not possible as some countries do not allow encryption. Global roaming is a requirement for the general CIoT case, as stated by GERAN. This further implies that the present solution cannot serve as the only security solution for CIoT. It should be noted, though, that many CIoT use cases assume stationary UEs or limited roaming. 

A.2
Control Plane (Gb mode) 
The security for the control plane in Gb mode remains as specified today, i.e. encryption is applied, but not integrity.  Regarding encryption algorithms: GEA0, GEA1, GEA2 and GEA3 are forbidden for the present solution. 
A.3
Authentication

The UE rejects any communication with any SGSN that does not offer UMTS AKA, i.e. the UE rejects, in particular, communication with any pre-Rel-99 SGSN. SGSNs from later releases do support UMTS AKA.
A.4 Protection of algorithm negotiation 

Algorithm negotiation is protected from bidding down by the security policy hard-coded into the UE: the UE will simply reject any Ciphering Mode command offering encryption algorithms that do not comply with its policy. 

A.5
Interworking with legacy GPRS 
SGSNs that support the encryption algorithms required by the CIoT UE can serve both CIoT UEs and legacy UEs without any problem. 

Editor’s Note: how do you ensure co-existence of the solution in the present clause with long-term solution, e.g. solution#1?

A.6
Security considerations 
Editor’s Note: attacks where UICC is moved between MEs need further study. (Risk of downgrade, USIM-ME binding may help.)

The present solution prevents the currently published attacks related to impersonation, eavesdropping, and bidding down by a false base station, which constitute the biggest security threats in today’s 2G networks, in the following way:

· Impersonation: The known attacks require breaking the encryption key, which is possible by attacks on access security only when the encryption algorithm is ‘weak’. (Attacks on the core network, e.g. on SS7, for finding the key are possible, but out of scope of the present TR.) 
· Eavesdropping: This can be achieved by breaking the key of a weak encryption algorithm or by bidding down to the NULL algorithms, or a combination of bidding down and breaking the key. None is possible with the solution proposed here. 
· Bidding down: This is not possible for the proposed solution as the security policy in the UE enforces that no weak encryption algorithms are accepted. 
Residual vulnerabilities: 

Basis for attacks:
Attacks against the present solution could be based on the fact that certain signalling messages can be sent unciphered (cf. 24.008, 4.7.1.2).

Other attacks could be based on the fact that a skilled attacker may be able to modify signalling messages even when they are ciphered, without the receiver noticing. Considerable skill seems required on the radio part, while the cryptographic part seems straightforward. It is not clear how practical such an attack would be; no corresponding publications are currently known. 

Background: When a message is encrypted with a stream cipher (even a strong one) and an attacker knows (part of) the plaintext and the position of this known plaintext in the bit stream, and the attacker has sufficient radio skills, then the attacker can achieve a modification of the deciphered text, as seen by the receiver, in a targeted way by toggling specific bits in the ciphered bit stream and correspondingly adapt the checksum (if it is linear), without having to break the stream cipher. The GPRS encryption mechanism uses a stream cipher and a linear checksum (CRC in the LLC layer, cf. TS 44.064, 5.5).

Potential Denial-of-Service attacks: 
The attacker may be able to modify cause values in signalling messages so that the UE is e.g. forbidden to attach to the PLMN. This effect would last until the next time the UE would be switched off and on again (or the SIM would be removed). It is obvious that this would constitute a problem in particular for CIoT UEs as they are not attended by humans. A possible remedy for UEs that are stationary or roaming in a limited number of PLMNs would be for the UE to ignore such cause values that are obviously faked. UEs in general could at least try to re-attach after some time. 

The attacker may also be able to modify signalling messages so that the UE becomes unreachable. This effect would last until the next time the UE would initiate a session. So, use cases where UEs may be assumed to always initiate a session to report data (e.g. sensors or meters) may be less vulnerable to this attack. 

How much does signalling integrity help?
It should also be noted that it is open whether the introduction of signalling integrity in GPRS according to solution#1 could completely protect from the above Denial of Service attacks. The answer to this question depends on a detailed analysis of which signalling message can be integrity-protected, and even on how the state machines in the SGSN would handle integrity failures (cf. paging attack, 2013 [ref tba]). This analysis is currently not available. Note further that even in UMTS, where signalling integrity is provided, certain signalling messages that may be used to cause DoS may be processed by the recipient even if  sent unprotected (cf. TS 24.008, 4.1.1.1.1). 
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5. UE derives Ktc and Kti
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3. SGSN determines the request UE is a cellular IoT UE. Then SGSN selects a cipher algorithm and an integrity algorithm based on MS network capability and  derives Ktc and Kti.
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