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Abstract of the contribution:

This contribution proposes to add the key issue on privacy of the MCPTT identities to TR 33.879.
Introduction

This document proposes to add the key issue on separation of the MCPTT identities to TR 33.879. 
2.
Discussion 
Based on the stage 1 requirements, the MCPTT user identities shall be independent of the identity (IMSI) assigned by a 3GPP operator to UEs.

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to Ues.
The TS 23.179, meanwhile,  states that each plane is expected to operate in an independent manner, including identities and security.

Further, each plane is expected to operate in an independent manner, providing services to the connected planes as and when requested by the connected plane, and requesting services from other planes as required.

As a consequence of this each plane should manage on its own behalf:

a)
use of identities. Each plane is therefore responsible for the privacy of that plane's own identities; and

b)
security for that plane. This does not preclude a plane requesting security services from another plane, but that is a decision made within the plane, as to whether to use offered security services or mechanisms within the plane itself.

This contribution captures the issue on separately use of identities of different planes, highlights the related threats and suggests the security requirements related to this issue.

3.
Proposal

It is kindly proposed to including the following text into TR 33.879.
******************************************Begin of the First change*************************************************
6.12
Key Issue # X: Privacy of MCPTT identities 

6.12.1
Issue details

To allow the MCPTT service to meet the Stage 1 requirements and align with the Stage 2, it is expected that each plane operates in an indepent manner, especially when MCPTT application and the IMS core are administered by different parties (Operator (carrier) and PS Agency). As a consequence of this, each plane should manage on its own behalf:

a)
Use of identities. Each plane is therefore responsible for the privacy of that plane's own identities; and

b)
Security for that plane. This does not preclude a plane requesting security services from another plane, but that is a decision made within the plane, as to whether to use offered security services or mechanisms within the plane itself.

6.12.2
Security threats

The identity usually identifies a UE or User or a client, if that plane's own identities are leaked and exposed to other palnes, there will be some security problems like privacy information exposure, tracing and so on. 

6.12.3
Security requirements

The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
Editor’s note: What identities to be protected needs to be clarified.
****************************************End of the Second change*************************************************

