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Abstract of the contribution: This contribution proposes to add a test case for requirement 5.3.3.1.5 of TS 33.117
1 Introduction 
This contribution proposes to add a test case for requirement 5.3.3.1.5 of TS 33.117.
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since  in TS 33.117 the test case immediately follows the requirement.
2 Proposed pCR
***	BEGIN OF FIRST CHANGE ***

5.3.3.1.5	Protection from buffer overflows
Requirement Name: Protection mechanisms against buffer overflows
Requirement Reference: TBA 
Requirement Description: 
The system shall support mechanisms for buffer overflow protection.  Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 
Note: These checks will constitute the test case.
 Implementation examples:
Solaris: Set the following lines in the /etc/system file
  set noexec_user_stack=1
Linux: Set the following lines in the file /etc/sysctl.conf
  kernel.exec-shield = 1 kernel.randomize_va_space = 1
 Windows: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TBD
Test Name: TC_PROTECTION_FROM_BUFFER_OVERFLOW
Purpose:
To ensure that the system supports mechanisms that protect against buffer overflow. 
Procedure and execution steps:
Pre-Conditions:
1. A document which provide a detailed technical description of the system’s buffer overflow protection mechanisms.
2. Test results from a test execution phase of buffer overflow protection mechanism testing.

Execution Steps:
The accredited evaluator’s test lab is required to execute the following steps:
1. The tester verifies that there is:
a) A technical description of the buffer overflow protection mechanisms that have been implemented on the system.
· Details of whether the buffer overflow protection mechanism are implemented by default or if additional actions (e.g scripts or commands manually executed) are required. 
· If manually executed actions are required then detailed instructions should be included in the technical description. 
2. The tester verifies that the test results:
a. Describe test procedures used to verify the buffer overflow protection mechanisms,
b. Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.
c. Contains details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.

Expected Results:
1. A technical description of the buffer overflow protection mechanisms that have been implemented on the system.
· Details of whether the buffer overflow protection mechanism are implemented by default or if additional actions (e.g scripts or commands manually executed) are required. 
· If manually executed actions are required then detailed instructions should be included in the technical description. 

2. The  test results should :
· Describe test procedures used to verify the buffer overflow protection mechanisms,
· Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.
· Contains details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.
Expected format of evidence: 
Documentation showing each of the points in the results sections.
Editor’s note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.
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