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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.3.4.3.4 of TS 33.117.

Introduction 

This contribution proposes to add the test case related to the requirement 5.2.3.4.3.4 of TS 33.117

Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.

Proposed pCR

***
BEGIN OF FIRST CHANGE
***

5.2.3.4.3.4
Hiding password display

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.

Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: 
Test Name: TC_Hiding_Password_Display
Purpose:

Verify that the given password is not visible to the casual local observer. 

Procedure and execution steps:

Pre-Conditions:

Tester has account with username and password in the network product.

Execution Steps
Execute the following steps:

1.
The network product will display the login screen.

2.
The tester enters the username.

3.
The tester enters the password.

Expected Results:

The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot contains the operation results.

***
END OF FIRST CHANGE
***
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