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X.1
Introduction

This annex specifies the security required for the signalling procedures described in TS 23.228 [3] for WebRTC IMS Client access to IMS. 

The provisions in the present annex are optional for implementation. The provisions in the present annex are optional for use. 

For this release of the present specification, only the descriptions relating to the reference points in the IMS core, i.e. the interfaces between eP-CSCF, I-CSCF, S-CSCF, and HSS are normative. The descriptions of the reference points between WIC, WWSF, and eP-CSCF are of informative nature only. The latter are therefore to be considered as examples only, and implementations may be compliant with this specification and yet realise the reference points between WIC, WWSF, and eP-CSCF in a way different from the one described in the present annex. 

The present annex is structured according to the three registration scenarios for WebRTC IMS Clients described in TS 23.228 [3].  

This annex also describes solutions for TURN credential provisioning and authentication of WebRTC IMS clients when ICE/TURN is used as a mechanism to provide solution for traversing symmetric NAT and restrictive firewalls.
X.5
TURN credential provisioning and authentication (informative)
X.5.1 Introduction
TURN RFC 5766 [61] specifies that TURN servers and clients MUST implement “Long-Term Credential Mechanism” as specified in clause 10.2 of RFC 5389 [68]. In this mechanism, the client and server share a pre-provisioned username and password that remains in the system till the user is using the system.The TURN server uses these credentials to authenticate the client by performing digest challenge/response.

In IMS_WebRTC, the browser plays the role of a TURN client. The WIC (i.e. the Javascript code) controls the execution of the browser via the W3C defined RTCPeerConnection API. Through this API, the WIC provides TURN credentials to the browser. These credentials should therefore be made available to the WIC.

There are two known gaps that need to be addressed before TURN can be used in IMS_WebRTC:

1. At present, the provisioning of TURN long-term credentials in the WIC is un-defined.

2. Moreover, as indicated in RFC 7376 [67], ensuring secrecy of these credentials in a web-based application such as the WIC is difficult. Once these credentials are exposed to a Javascript script, it could lead to various security issues such as leak of the credentials, privacy leakage etc.

A solution is needed to dynamically configure the TURN credentials in the WIC while ensuring that security gaps identified by RFC 7376 [67] are addressed.
Two solutions are presented in this annex for TURN credential provisioning and authentication:
a. eP-CSCF based dynamic provisioning of credentials in the WIC and TURN server

b. TURN client authentication based OAuth 2.0 access tokens.
Both the solutions are optional for implementation. 
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