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Abstract of the contribution: This contribution proposes a Security solution on Relay Service Code.
Discussion

This contribution proposes a Security solution on Relay Service Code.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

8.1
Solutions on ProSe Relays

8.1.9
Solution #8.1.9: Security of Relay Service Code
8.1.9.1
Solution description
This solution addresses the requirements in key issue #7.1.1 and #7.1.2.
8.1.9.2 Security procedures

In Figure 8.1.9.2-1, the security solution on Relay Service Code is presented.
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Figure 8.1.9.2-1: Relay Service Code procedure
1)
ProSe UE-to-Network Relay sends Relay Service Code Request (relay indicator, UE Identity) to its ProSe Function. The relay indicator indicates that the sending UE is a ProSe UE-to-Network Relay.
2)
ProSe Funciton of the Relay authorises the Relay according to its subscription information.
3) 
ProSe Funciton of the Relay responds with a Relay Service Code Response (Relay Service Code, Relay Service Code Key) message.
4) 
ProSe UE-to-Network Relay starts announcing the Relay Service Code in PC5 interface. It also generates a random number RAND_1, and calculate a signature_m = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of Relay. The key = KDF (Relay Service Code Key, RAND_1). The RAND_1 and signature_m are also announced with the Relay Service Code.
5)
Remote UE sends Relay Service Code Request (UE Identity) to it ProSe Function.
6)
ProSe Function of the remote UE authorises the remote UE according to its subscription information.
7)
ProSe Function of the remote UE responds with a Relay Service Code Response (Relay Service Code, Relay Service Code Key) message.
8)
Remote UE monitors in PC5 interface and receives announced Relay Service Code, along with RAND_1 and singnature_m.
9)
If the code received in PC5 matches the code obtained in step 7, remote UE checks the signature_m by calculating a signature_n = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of Relay. The key = KDF (Relay Service Code Key, RAND_1). If signature_n = signature_m, the ProSe UE-to-Network Relay is authenticated.
10)
Remote UE generates a random number RAND_2, and calculate a signature_A = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of remote UE. The key = KDF (Relay Service Code Key, RAND_2).
11)
Remote UE sends Relay Connect Request (signature_A, RAND_2) to ProSe UE-to-Network Relay.
12)
ProSe UE-to-Network Relay checks the signature_A by calculating a signature_B = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of remote UE. The key = KDF (Relay Service Code Key, RAND_2). If signature_B = signature_A, the remote UE is authenticated.
13) If successful authenticated, ProSe UE-to-Network Relay responds with a Relay Connect Response message.
**************************************************end of change*************************************************
_1502089097.vsd
Remote UE


ProSe Function


1. Relay Service Code Request(relay indicator，UE Identity)


3. Relay Service Code Response (Relay Service Code，Relay Service Code Key)


2. Authorisation


8. Receive announced code


9. Check signature_m


ProSe UE-to-NW Relay


4. Start announcing (Relay Service Code，RAND_1，signature_m)


5. Relay Service Code Request (UE Identity)


7. Relay Service Code Response (Relay Service Code，Relay Service Code Key)


6. Authorisation


10. Generate RAND_2 and calculate signature_A


11. Relay Connect Request（signature_A，RAND_2）


13. Relay Connect Response


12. Check signature_A



_1500882239.vsd
Remote UE


ProSe Function


1. Relay Service Code Request(relay indicator，UE Identity)


3. Relay Service Code Response (Relay Service Code，Relay Service Code Key)


2. Authorisation


8. Receive announced code


9. Check signature_m


ProSe UE-to-NW Relay


4. Start announcing (Relay Service Code，RAND_1，signature_m)


5. Relay Service Code Request (UE Identity)


7. Relay Service Code Response (Relay Service Code，Relay Service Code Key)


6. Authorisation


10. Generate RAND_2 and calculate signature_A


11. Relay Connect Request（signature_A，RAND_2）


13. Relay Connect Response


12. Check signature_A



