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1
3GPP Work Area

	X
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	670093
	Study Item on EGPRS Access Security Enhancements with relation to cellular IoT
	Study Item


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

GERAN has been working on the study item on Cellular system support for ultra low complexity and low throughput Internet of Things (FS_IoT_LC). Related SA3 study item on EGPRS Access Security Enhancements with relation to Cellular IoT (FS_EASE_IoT) investigates potential security threats, security enhancements between the UE and SGSN to mitigate the threats, and define security procedures, and security algorithms that are recommended to be used by for Cellular IoT devices in Gb mode. It has been shown that the access procedures in the Gb mode can be enhanced making the Cellular IoT access security more reliable when compared to the legacy GPRS access security. 
Extended Coverage GSM (EC-GSM) is targeting a solution for Internet of Things that allows operators to reuse existing assets through software upgrades. Operators can deploy EC-GSM on existing GPRS/EDGE base stations enabling a quick, economical and worldwide deployment. 

4
Objective

The objective is to specify the security requirements, solutions and recommendations for enhanced access security to be used with Cellular Internet of Things in the Gb mode. The work item should: 

1. Specify security enhancements between the UE and SGSN to mitigate the threats identified in the study phase. 

2. Define what security procedures and security algorithms are to be used by for Cellular IoT devices in Gb mode. 

3. The potential security enhancements as part of this work item should aim at minimising the impacts to the GPRS core network

5
Service Aspects

None
6
MMI-Aspects

None
7
Charging Aspects

None 
8
Security Aspects

This is a security work item 
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	X

	Don't know
	X
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.abc
	Security enhancements of cellular systems with support for ultra low complexity and low throughput Internet of Things
	SA3
	
	SA#70 (Dec 2015)
	SA#71 (Mar 2016)
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)
SA3: Vesa Torvinen, Ericsson

12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Ericsson LM

	ORANGE

	Intel

	TeliaSonera 

	MediaTek 
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