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1. Overall Description:

SA3 thanks SA2 for their LS (S2-152693/S3-151738). In the LS, SA2 asks SA3 the following questions:
Q1: SA2 asks SA3 to answer whether SA3 sees any issues with SA2’s decision for providing the Layer-2 ID used as the Source Layer-2 ID for one-to-one ProSe Direct Communication to the UE at provisioning time using one of the options listed above.

Q2: SA2 asks SA3 if the Source Layer-2 ID that was provisioned for one-to-one ProSe Direct Communication could also be used for one-to-many ProSe Direct Communication, instead of providing it from the ProSe Key Management Function.
SA3 discussed the question and provides the following responses:

Answer to Q1: Currently SA3 have no requirements on the allocation of Source Layer-2 IDs for one-to-one ProSe Direct Communication and hence have no issue with the provisioning options proposed by SA2.

Answer to Q2: SA3 use the Source Layer-2 ID (aka Group Member Identity allocated by the PKMF) as input to the PTK derivation to ensure each UE generates different PTKs and hence avoid the issue of keystream re-use. This means that all Source Layer-2 IDs used within a particular group need to be unique. As noted in the LS, the allocated one-to-one Source Layer-2 ID is not guaranteed to be globally unique and hence is not guaranteed to be unique within a particular group. Furthermore, SA3 are of the opinion that it is not possible for UE to ensure that Layer-2 ID is unique within a particular group if the UE uses self-assignment of Source Layer-2 ID to avoid conflict. In summary, the allocation of Source Layer-2 ID for one-to-many communication needs to be kept at the PKMF to ensure the security is not compromised. In other words, it is not acceptable in one-to-many communication with bearer layer security to use either the allocated one-to-one Source Layer-2 ID or a self-assigned Source Layer-2 ID for security reasons.
2. Actions:

To SA2 group.

ACTION: 
SA3 asks SA2 group to take the above response into account in their further work.
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