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Abstract of the contribution:

Now that the TSs 33.116 and 33.117 are being filled with material from TR 33.806, it is about time to ask how to continue with TR 33.806. The text below suggests three alternative ways forward.
Furthermore, TR 33.916 has not been looked at for quite some while, and some of the material seems not in line with more recent decisions on SCAS or outdated in other ways. A review of TR 33.916 would therefore be needed before submitting it to SA for approval. 
Discussion
In section 1.1, you find the discussion on TR 33.806, in section 1.2, you find the discussion on TR 33.916.
1.1 Way forward with TR 33.806?
Alternative A) 
Should TR 33.806 be abandoned (once the mapping of all test cases and objectives into one of the TSs has been done), with a disclaimer added that some of the material may be inaccurate because the TR was abandoned at some point in time (cf. disclaimer at the start of TR 33.821 on Study of EPS security)?
Alternative B) 
Should TR 33.806 be cleaned up by 
removing all the 
· objectives (yet to be covered in one of the TSs)
· requirements in the main body and Annexes B, C, E (now covered in one of the TSs)
· test cases (yet to be fully covered in one of the TSs)
· threats from the main body (now in Annex A in a restructured form)
reviewing and, if needed, enhancing the remaining clauses, i.e. 
· MME Network Product Class description and scope of MME SCAS 
(Minimum set of functions, Network Product model, Scope of the MME SCAS)
· Security problem definition
(Critical assets, Analysis)
· Threats 
(threats could be lifted from Annex A into main body, once old threats in main body have been deleted) ?
A variant B*) of B) would be to leave only the threats in the cleaned-up TR 33.806. It is believed that almost all of the threats are independent of the particular network product class (here: MME) and related to requirements in TS 33.117, while the rest of the remaining clauses above seems MME-specific and would require updating with each new network product class. MME-specific threats are addressed in TR 33.821 anyhow. 
Furthermore, as the threats are largely described in a generic way it should also be possible to describe the threatened assets in a generic way. (A quick look at TR 33.916, clause 5.2, confirms this.) Hence, a set of generic critical assets could additionally be included in B*) (making it variant B** if you wish). Note also that assets described in SCAS are mentioned in TR 33.916, clause 7.2.2.2.2, on SCAS instantiation. 
Alternative C) 
Should TR 33.806 be abandoned (once the mapping of all test cases and objectives has been done), with a disclaimer added as in A), and a new TR be started (perhaps of the 900-series) containing the reviewed remaining clauses from A) above?
A variant of C*) of C) would be to leave only the threats (possibly together with generic assets, creating a variant C**) in the TR, similar to B*) above.
Comparison of alternatives A, B, C:
· A) requires the least amount of work. But some useful work, e.g. on threats would be undistinguishable from half-finished work and, hence, lost. 
· Both B) and C) may require substantial work as some of the clauses have not been discussed for a long time. In this context, it should be noted that the normative work on the TSs is lagging behind schedule, and should have priority. As it is unlikely that companies will find additional resources for SECAM the only solution to this conflict would be handling the TRs according to B) or C) with second priority, which may imply a later completion date than for the TSs. 
· With both B) and C), one would collect the useful work in one TR, leaving out the not so useful content from the present version of TR 33.806. Reference from the TR to one of the TSs would be possible, thus linking threats and requirements. But only in C) (with a 900-series TR) could threats be referenced from some other 3GPP document, or be presented to the outside world. C) would have the further advantage over B) that work on the new TR could be started before all useful material has been mapped to a TS. 
· The variants B*) and C*) would ease some of the burden of alternatives B and C as the threats in Annex A are believed to be in reasonably good shape. One could argue that the clauses on Network Product model etc. have served their purpose in the course of the work on the requirements, and there is no need documenting them in a prominent place any more. All this material would be still accessible anyhow because all versions of all TRs are kept on the 3GPP server, in case somebody wants to revisit this material. Adding generic assets may also be useful to align with TR 33.916 and not create too much work. 
Considerations on required WID changes:
For alternative C), the WID would have to be updated, but this is considered a minor concern and could be done once agreement has been reached, e.g. at the next meeting. 
Decision needed: 
Are there further alternatives to consider? If not, which of the above alternatives and variants should be selected?





1.2 Way forward with TR 33.916?
TR 33.916 is not fully in line with the way SCAS is evolving. SA3 took some decisions along the way without updating TR 33.916 to reflect these decisions.
This relates in particular to: 
· The content of SCAS TSs and TRs (threats, product model, objectives, requirements, tests, etc.)
· The role of Common Criteria and the examples provided for it
· Reproducibility of tests (contradicting statements in two adjacent clauses)
· Enhanced Vulnerability Testing
· Many Editor’s Notes still open
A quick walk through TR 33.916 revealed: 
· Sections 1- 4: only minor changes required
· Section 5: some updates required, but no need to turn this upside down either.	
· Section 6:  responsibility of SECAG
· Section 7:  partially under responsibility of SECAG, text on TOE and TSF may need overhaul
Proposal: It is therefore suggested to form a small task force to prepare a first draft of a pCR to 33.916, then discuss at conf calls announced on SA3 list. Furthermore, SECAG should be invited to review the relevant clause of 33.916, esp. clauses 6 and 7. 
Proposal
We propose to 
· Take a decision on the alternative ways forward for TR 33.806;
· TR 33.916 should not be submitted to SA for approval in this shape. Form a small task force to prepare a first draft of a pCR to 33.916, then discuss at conf calls announced on SA3 list. Furthermore, SECAG should be invited to review the relevant clause of 33.916, esp. clauses 6 and 7.




