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**** FIRST CHANGE ****

6.1.3.X
Enhanced PC5 message structure 
The PC5 message structure is enhanced with a 6 bits long hint of scrambling key DUSK (see Figure 8.1.3.x-1). The hint is similar to key identifier; however, it does not identify the key but only gives a hint which key to try. The reason why key identifier cannot be used is because it would make it possible to track the UE which was the original reason of introducing the scrambling in the first place. 
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Figure 8.1.3.x-1: Enhanced PC5 message with hint of scrambling key DUSK
When a sending UE receives the scrambling key DUSK, it counts a static hint related to that key and stores it. Before sending the confidentiality protected message over the PC5 interface, the UE adds the hint to the message. 

When a UE receives a message from the PC5 interface, it first checks the hint of scrambling key. If it does not have a scrambling key DUSK that has the same key hint, it does not further process the message but ignores it. If the hint matches to one of the hints of the scrambling keys, the UE proceeds in the verification of the ProSe Code. The UE may have more than one scrambling key that have the same key hint, and consequently it needs to try all of them for the received message. 

The key hint is calculated using a one-way hash function over the scrambling key DUSK, and a static string and choosing the six least significant bits from the result as the key hint:

For Restricted Discovery Model A, the key hint is: 

· Key_hint_C = one-way hash(DUSK, “prosecode”) 

For Restricted Discovery Model B, the key hints are: 

· Key_hint_Q = one-way hash(DUSK, “querycode”)

· Key_hint_R = one-way hash(DUSK, “responsecode”)

