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**** FIRST CHANGE ****

6.X
Security for ProSe UE-to-network relays 

6.X.1
General 

The ProSe UE-to-network relays procedures are described in TS 23.303 [2]. This clause details the security procedures for ProSe UE-to-network relays. 
The functionality in this clause may only be supported by ProSe-enabled Public Safety UEs.

6.X.2
Security Requirements

The following are the security requirements for ProSe UE-to-network relays:
TBD
6.X.3
Overview of ProSe UE-to-network relay security
6.X.3.1
General

The ProSe UE-to-network relay proecduers consist of two distinct phases, i.e. the discovery of the UE-to-network relay and the communication between the UE and UE-to-network relay. 

The security of the discovery messages uses the procedures provided in the current specification. The security of the commuication between the UE and UE-to-network relay uses the procedures described in clause 6.Z to establish the security context and protect the actual communication. The part of the security establishment that is specific to the UE-to-network relay use case is the establishment of the KD. The procedures for this operation are described in the next subclause. 
Following the general sequence of flows for public safety one to one communication, a shared key named KD needs to be established. This key serves to derive session keys between the UE and the UE-to-network relay.
In order to generate KD, the UE needs to fetch a ProSe Relay User Key (PRUK) and an associated PRUK ID from a PKMF. The PRUK ID is used to identify the PRUK to the PKMF of the UE-to-network relay. The PRUK can be used to generate KD for any of the relays under a particular PKMF and hence only one PRUK for each UE is needed from a particular PKMF. This PRUK needs to the fetched by the UE while it is still in coverage. This implies that the UE must contact all the PKMFs of any potential relays it wants to be able to use.
The UE fetches its PRUK from the PKMF in similar way as the UE fetches a PGK for ProSe one-to-many Direct Communication (see subclause 6.2.3.3). The main difference is that the UE is provided with a Key Type ID, which is included in the MIKEY message so the UE can distinguish it is being sent a PRUK rather than a PGK in a particular MIKEY messages. 
The UE-to-network relay fetches the KD that will be used to secure the communication by seding to its PKMF the PRUK ID supplied by the UE. At the PKMF side, the corresponding PRUK is retreived. The KD is then derived from the PRUK using a KD Derivation Parameter, which the PKMF then passes to the UE via the UE-to-network Relay. The UE-to-network Relay receives the KD  and the KD Derivation Parameter, and stores the KD. Having obtained the KD Derivation Parameters enables the UE to derive the same KD as the PKMF did.
The UE shall delete any PRUKs that have expired.
6.X.3.2
Security flows

6.X.3.2.1
Overview

This subclause describes the overall security flow for UE-to-newtork relays. There are several possible ways that the parameters needed for UE-to-network relay can be provisioned onto the UE and UE-to-network relay. The flow described in Figure 6.X.3.2.1-1 is for the case when the general pararmeters are fetched from the ProSe Function(s). In other cases some of the steps can be omited if the relevant parameters are already in place. The figure shows only the parameters that are relevant to the UE-to-network security and not all the parameters carried by each message.
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Figure 6.X.3.2.1-1: UE-to-network relay security flows
0. The Remote UE and the UE-to-network relay fetched the paramers necessary to act as a Remote UE and UE-to-network relay respectively (see TS 23.303[2]), the PKMF address for accessing the relay and the security parameters required to protect the relay discovery messages (see 6.Y…..).
Editor’s note: Step 0b may be performed at the same time as step 1a to 1d if the same messages are used to fetch the keys for proteing relay discovery. 
1a. The Remote UE send a Key Request message to the PKMF of the UE-to-network relay. The message indicates that the Remote UE is requesting a ProSe Relay User Key (PRUK) from the PKMF. IF the UE already has a PRUK from this PKMF, the message shall also contain the PRUK ID of the PRUK. This message is also used by the Remote UE to indicate that it no longer wants to receive PRUKs from the PKMF. For such a message, the PKMF shall respond with a Key Response containing an acknowledgment.
1b. The ProSe Key Management Function shall check that the UE is authorised to receive UE-to-network Relay service from one of its relays. This is done by using the UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the Remote UE is successfully authorised, the UE-to-network Relay send a Key Response message to the Remote UE that shall contain a Key Type ID and may contain a PMK and a PMK ID (for protecting MIKEY messages as in one-to-many communication – see subclause 6.2.3.1). Key Type ID is used in the MIKEY messages to inform the Remote UE that it is receiving a PRUK in the MIKEY message. The PKMF may set Key Type ID to any value expect the values of Group ID that the UE is requesting keys for. If a PMK and PMK ID are included, the UE shall store these and delete any previously stored ones for this ProSe Key Management Function.
1c. The ProSe Key Management Function shall initiate the PRUK delivery procedure using MIKEY, if either the UE does not have a PRUK or the PKMF wants to provide the UE with a new one. This message is protected using PMK (see 6.X.3.2.2) and carries Key Type ID to indicate that it carriers a PRUK. 
1d. The UE shall respond with a MIKEY Verification message if the PKMF requests one.
2. The Remote UE discovers the UE-to-network Relay using either model A or model B discovery.

3. The Remote UE sends a Direct Communication Request containing PRUK ID of the PRUK that has not expired and with the earliest expiration time to the UE-to-network Relay.
4a. The UE-to-network relay sends a Key Request message to the PKMF. The message shall contain the PRUK ID provided by the Remote UE.

4b. The PKMF checks that the UE-to-network relay is authorised to serve the Remote UE that is identified by the PRUK ID. If so, it uses the PRUK associated with the supplied PRUK ID to calculate KD with KD Derivation Parameter (locally stored) as input. The PKMF shall send the KD and KD Derivation Parameter to the UE-to-network relay.
Editor’s note: The KD Derivation Parameter may provide the Remote UE with authorisation information. If each connection is to be authorised then a nonce for KD derivation could be provided in the Direct Communication Request. Simailarly the key derivation may include Relay Service Code if it is want to bind the conncetion set-up to a particular Relay Service Code. The exact derivation detais of KD are FFS.
5a. Using the supplied KD to protect the message, the UE-to-network relay sends a Direct Security Mode Command message to the Remote UE (see 6.Z….). This message shall contain the KD Derivation Parameter.
5b. The Remote UE derives KD from its PRUK and the received KD Derivation Parameter. It then processes the Direct Security Mode Command as described in 6.Z…. If this is sucessful, the Remote UE responds with a Direct Security Mode Complete message.
6.X.3.2.2
MIKEY messages

The MIKEY message processing is the same as for the delivering of PGKs, except that the PKMF uses Key Type ID concatenated with PRUK ID in the IDi payload. Similarly the UE recognise the the Key Type ID as corresponding to PRUK and hence the UE knows it is being sent a PRUK. 
The PKMF uses an all zero PRUK ID to indicate to the UE that wants the UE to send a Key Request.
6.X.3.3
Protection of traffic between UE and ProSe Function

In order to protect the messages between the UE and ProSe Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 and the ProSe Function shall support the procedures for the network function given in subclause 5.3.3.

6.X.3.5

Protection of traffic between UE and ProSe Key Management Function

In order to protect the UE-initiated messages between the UE and ProSe Key Management Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 and the ProSe Key Management Function shall support the procedures for the network function given in subclause 5.3.3.2.

The MIKEY messages are protected as described in subclause 6.X.3.2.2.
6.X.3.6
Protection of traffic between UEs

The signalling and user plane traffic sent between the UE and UE-to-network relay are protected as described in subclause 6.Z…..
**** END OF CHANGES ****
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