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Abstract of the contribution: This contribution considers how the UE can obtain the necessary security material in order to protect or verify restricted discovery messages sent of PC5.
Introduction
This contribution considers how the UE can obtain the necessary security material in order to protect or verify restricted discovery messages sent of PC5.  It updates both the Model A and the Model B flows existing in clause 8.3.9 of the TR.
One difference from the SA2 TR flows for restricted discovery regards the Match Report for MIC checking. If MIC checking is needed, we propose for the sake of simplicity that the ProSe Function of the Monitoring UE does the checking itself, without contacting the ProSe Function of the Announcing UE again, by obtaining and storing the necessary security parameters for the announced code at the time of the Monitoring request procedure. 
Proposal
Based on the above discussion it is proposed that the following changes are made to TR 33.833. A companion CR (S3-151947) has these flows for TS 33.303. 
Proposed pCR

*** FIRST CHANGE ***

8.3.9
Solution #8.3.9  Obtaining the security parameters needed for ProSe Restricted Discovery

8.3.9.1
General

ProSe Restricted Discovery, Model B, allows a UE to query for other UEs of interest in the proximity. It consists of a ProSe Query Code sent by a Discoverer UE, a ProSe Response Code sent by a Discoveree UE in response to that query, as in Figure 8.3.X.1-1. The analogy with the Model A discovery is that the Discoverer UE acts like a Monitoring UE, while the Discoveree UE acts like an Announcing UE.
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Figure 8.3.9.1-1. Model B discovery

8.3.9.2
Overview of solution

The ProSe Function can provide the Discoveree with a Discovery Key (if needed), just like in Open Discovery, along with the ProSe Response Code and Discovery Filter(s). If in addition, there is a need for other security protection of the ProSe Response Code, the ProSe Function can provide both the Discoveree and Discoverer with a set of Security Parameters necessary to achieve all protection necessary (e.g. tracking/impersonation/replays, as well as integrity and /or confidentiality). 

Every ProSe Code (Model B or Model A) has a set of Security Parameters associated with it. These Security Parameters will be generated by the ProSe Function who assigns that Code. A Discovery Filter contains one ProSe Code, and so it will also contain its own set of Security Parameters. 

The Security Parameters are obtained in the “Discoverer UE procedure before discovery” and “Discoveree UE procedure before discovery”, as shown in Figure 8.3.9.1-1.

8.3.9.3
Security procedures for model B

First, procedures take place whereby the Discoveree and Discoverer independently prepare for the PC5 discovery operation - Model B, that is, each one obtains the necessary Code, associated set of Security Parameters (SecParam), and associated Discovery filter(s) each with its own Security Parameters. As part of this process, the Discoveree may also be provided with a Discovery Key if Match Reports are to be used for security purposes. The overall flow for model B is given in figure 8.3.9.3-1. The message elements added for security requirements are shown in red.
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Figure 8.3.9.3-1: Discovery procedure, Model B: obtaining security parameters.

In Figure 8.3.9.3-1, steps 1 through 4 describe the simplified “Discoveree UE procedure” of clause 5.2.2.2 of [33]. Steps 5 through 8 described the simplified “Discoverer UE procedure’ of clause 5.2.2.3 of [33]. 

For Model B, the HPLMN ProSe Function of the Discoveree generates all Security Parameters (SecParam), one set for the ProSe Response Code for that UE, and another set that goes into the Discovery Filter(s) that contain the Query Code(s) the Discoveree is supposed to use. Several Query Code(s) can share the same set of security parameters. 

The HPLMN ProSe Function of the Discoverer has to retrieve both Codes (Query and Response) and their security parameter sets from the PLMN of the Discoveree, via messages 6-7.

Messages 9 and 10 occur over the PC5 interface.

Messages 11 through 13 describe the Match Report procedure from the Discoverer UE. A Match Report procedure from the Discoverer is optional, and may be subject to configuration by the ProSe Function at the time the Discoverer undertakes the Discoverer UE procedure before discovery. The ProSe Function of the Discoverer UE does the MIC checking itself, without contacting the ProSe Function of the Discoveree UE again, but using the necessary security parameters received via steps 6-7. 

8.3.9.4
Security procedures for model A

Model A uses the procedure as follows (for simplicity, non-roaming case is shown, and the interaction with HSS is omitted): 
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Figure 8.3.9.4-1: Discovery procedure, Model A: obtaining security parameters





In Figure 8.3.9.3-2, steps 1 through 4 describe the simplified “Announce Request procedure for restricted discovery (roaming)” of clause 5.3.3.3A of [33]. 
1: as Step 1 of  clause 5.3.3.3A of [33]
2: as Step 2a of clause 5.3.3.3A of [33]
3: as Step 2b of clause 5.3.3.3A of [33]
4a: the ProSe Function allocates ProSe Code and selectes Security Parameters. If the A-UE is roaming, then between steps 4a and 4b, the H-PLMN ProSe Function initiates an Announce Auth/Ack transation with the V-PLMN ProSe Function of the announcing UE, but no security parameters are exchanged, as in steps 4 and 5 of clause 5.3.3.3A of [33]. 
4b. As in step 6 of clause 5.3.3.3A of [33], the Discovery Response message the ProSe Function sends back to the Announcing UE contains the Security Parameters to protect the assigned ProSe Code over PC5. 

Steps 5 through 12 describe the simplified “Monitor Request procedure for restricted discovery (-roaming)’ of clause 5.3.3.5A of [33]:

5: as Step 1 of  clause 5.3.3.3A of [33]
6: as Step 3 of  clause 5.3.3.3A of [33]. 
7: as Step 4 of  clause 5.3.3.3A of [33]
8: as Step 6 of  clause 5.3.3.3A of [33]. 
9: as Step 8a of  clause 5.3.3.3A of [33]
10: as Step 8b of  clause 5.3.3.3A of [33]
11: as Step 9 of  clause 5.3.3.3A of [33]. The HPLMN ProSe Function of the Announcing UE already has the Security Parameters associated with the ProSo Code to be monitored for.  The HPLMN ProSe Function of the Monitoring UE has to retrieve ProSe Code and Security Parameters  from the HPLMN of the Announcing UE.  
12: as Step 10 of  clause 5.3.3.3A of [33], the Discovery Response message the ProSe Function sends back to the Monitoring UE contains the Security Parameters to undo the protection of the ProSe Code present in the Discovery Filter.
Messages 13 and 14 occur over the PC5 interface.

Message 15 is the Match Report procedure from the Monitoring UE. A Match Report procedure may be skipped. Note that the HPLMN of the Monitoring UE is able to do the MIC checking, if requested, without having to contact the other PLMN, since it already received the Security Paramters in step 11.
*** END OF CHANGES ***
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