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Annex E (normative):
TLS protocol profile

NOTE 1:
The present Annex contains the general 3GPP TLS profile. Other 3GPP specifications (e.g. TS 33.203 [9], TS 33.220 [10], etc.) point to the present Annex. Thus parts of the present Annex may also apply to devices and network nodes as specified in other specifications. New specifications using TLS should refer to this profile with as few exceptions as possible.

NOTE 2: DTLS as specified in RFC 6347 [34] is based on TLS. Hence all requirements defined in this profile apply to DTLS protocol as well. Differences, if any, will be specifically pointed out.

TLS end points shall support TLS with the following restrictions and extensions:

-
SSL 1.0, SSL 2.0 and SSL 3.0 shall not be supported.
-
Use of (D)TLS 1.0 and TLS 1.1 is not recommended and shall be possible to disable in network nodes.
-
TLS 1.2 as specified in RFC 5246  [16] shall be supported.

-
The highest TLS version supported on both endpoints shall be used.

-
The rules on allowed and mandatory cipher suites given in TLS 1.2 (RFC 5246  [16] ) shall be followed. Cipher suites with NULL integrity protection (or HASH) shall not be used. Cipher suites with RC4 shall not be used. ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 and TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 are mandatory to support and recommended to be used.  Support of TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 is recommended. Non-AEAD cipher suites should not be used and shall be possible to disable in network nodes. Implementations shall prefer cipher suites offering forward security.

NOTE 2a:
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to cipher suite TLS_RSA_WITH_AES_128_CBC_SHA.

-
The curve secp256r1 (P-256) as defined in RFC 4492 [x4492] shall be supported. The curve secp384r1 (P-384) as defined in RFC 4492 [x4492] should be supported. Elliptic curve groups of less than 255 bits shall not be used. Finite Field Diffie-Hellman groups of less than 2048 bits shall not be used.

-
For TLS clients, TLS_RSA_WITH_NULL_SHA shall be supported and TLS_RSA_WITH_NULL_SHA256 should be supported. For TLS servers, if TLS cipher suites without encryption are implemented, TLS_RSA_WITH_NULL_SHA shall be supported and TLS_RSA_WITH_NULL_SHA256 should be supported.

-
For TLS compression, CompressionMethod.null as specified in TLS 1.2 [16] is mandatory to support. Further compression methods shall not be supported.
-
The key exchange method shall not be anonymous. Hence the cipher suites starting with “TLS_DH_anon_WITH_” as defined in TLS 1.2 [16] are not allowed for protection of a connection.

-
If TLS Extensions are used in conjunction with TLS, then for TLS 1.2 RFC 6066 [27] shall apply, and for TLS versions lower than TLS 1.2 RFC 4366 [26] shall apply.
-
The Server Name Indication (SNI) extension defined in RFC 6066 [27] must be supported. Implementations must not use the Truncated HMAC extension, defined in RFC 6066 [27].
-
If pre-shared key (psk) cipher suites are used in TLS, then RFC 4279 [29] and RFC 5489 [x5489] shall apply. The same rules as for ECDHE_ECDSA-based cipher suites shall apply, i.e. for all cipher suites "TLS_ECDHE_ECDSA_WITH_" is replaced by "TLS_ ECDHE_PSK_WITH_".
Editor's Note: Cipher suites TLS_ECDHE_PSK_WITH_AES_128_GCM_SHA256 and TLS_ECDHE_PSK_WITH_AES_256_GCM_SHA384 are specified in draft-mattsson-tls-ecdhe-psk-aead [x-mattsson].
NOTE 2
:
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

-
If the TLS connection is used to transport HTTP over TLS as specified in RFC 2818  [20], then the client shall not establish a connection "upgraded to TLS Within HTTP/1.1" per RFC 2817 [24], but shall only establish the tunnel over a raw TCP connection.

NOTE 3:
For interworking with pre-Release 10 elements, it may be necessary to allow fall back to the TLS 1.0 protocol version as described in RFC 5246  [16] and RFC 4346  [17].

-
TLS Session Resumption based on RFC 5246 [16] or RFC 5077 [35] should be supported in TLS Client and Server.

-
TLS servers and TLS clients shall support RFC 5746 [36]. The server shall accept client-initiated renegotiation only if secured according to RFC 5746 [36].

***
END OF CHANGES
***
�Second note 2 Should be asked from MCC what to do.





