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Abstract of the contribution:

1.
Introduction

While IKEv1 does not have any security weaknesses as such, the 3GPP security profile for IKEv1 in TS 33.210 section 5.4.1 is severely outdated. When the 3GPP security profiles were updated in Rel-9 it was discussed if IKEv1 should be deprecated. At the time nobody in SA3 was aware of nodes only supporting IKEv1, but the risk that such nodes existed and might be in operation lead SA3 to keep IKEv1 but no effort was put to update the security profile. The IKEv1 profile in TS 33.210 section 5.4.1 is now severely outdated, mandating only 1024-bit Diffie-Hellman offering a security level of 80 bits, something that according to NISTs key size requirements should have been phased out before 2010.

As SA3 was not aware of any IKEv1-only nodes when Rel-9 was standardized, and as we are currently not aware of any such deployments, we think it is appropriate to deprecate IKEv1 and remove the IKEv1 security profile from TS 33.210 in Release 13. The term IKEv1 and IKEv1 terminology should also be removed from TS 33.210 and TS 33.310, which would significantly simplify the NDS/IP specification and implementations.

The deadline for Release 13 stage 3 is December 2015.
2.
Proposal
We propose that IKEv1 is deprecated for use in NDS/IP in Rel-13 and removed from the relevant specifications (TS 33.210 and TS 33.310).
We propose that SA3 agrees on this and that CRs accomplishing that is prepared for SA3#81 in November.

