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Abstract of the contribution: this contribution gives a detailed authentication of the MCPTT User
1 Introduction

Based on the requirements in SA1 and SA6, both the MCPTT UE and User need be authenticated. The UE authentications include EPS layer authentication using EPS AKA and IMS layer authentication using methods defined in section 7.1.3 of TS 33.879. However, the user authentication also shall be detailed. 
2 Analysis

1.1 The architecture of signalling control palne 

SA6 has defined an IMS based architecture for MCPTT and the IMS core may be deployed by the operator or by the PS agency. SA6 also has defined two protocols for signalling control plane, one is SIP and the other is HTTP. Follwing figure from TS23.179 depicts the reference points for the signalling plane.
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Figure 7.5.3.1-1 in TS 23.179: Reference points for the signalling plane
According to SA6’ definitions, the SIP-1 reference point, which exists between the MCPTT UE SIP User Agent Client and the SIP core, is uses for establishing a session including SIP registration and making authentication and negotiating security to the service layer. 

The SIP-2 reference point, which exists between the SIP core and the MCPTT server, is used for notification to the MCPTT server of SIP registration by the MCPTT UE and making authentication and negotiating security to the service layer. 
The HTTP-1 reference point, which exists between the MCPTT UE HTTP client and the HTTP server for MCPTT data management of the MCPTT service, is based on HTTP protocol and may be used to transport of user profile/configuration information between UE and network.
1.2 The authentication of MCPTT user
As we concluded in last meeting, to minimise burden on the user, a single sign-on architecture is required by SA1 to allow access to a user-specific set of applications through a single authentication mechanism. So MCPTT user authentication may be further broken down into two phase authentications:

· The first phase is the MCPTT User Authentication between identity management client and identity management server.  There are two options:

· Option 1: HTTP-1 interfrace is used. Based on the HTTP1 interface, the identity management client provides its user credentials (e.g. Biometrics, secureID, username/password) for verification to the identity management server. In this case, the HTTP Digest AKA can be used. The MCPTT user identity is used in this authentication procedure.
· Option 2: SIP-1 interface is used. Based on the SIP ptotocol, the identity management client provides its user credentials (e.g. Biometrics, secureID, username/password) for verification to the identity management server. If SIP core is administrated by PS agency, the identity management server and the SIP core are in the same security domain, so the SIP Digest authentication mechanism as specified in TS 33.203 could be used. If SIP core is administrated by operator, the identity management server and the SIP core are not in the same security domain, so the identity management server does not trust the SIP core, thus the SIP Digest authentication mechanism may not be directly used.
· The second phase is the MCPTT User Authentication between MCPTT client and MCPTT server. After a successful user authentication of phase 1, MCPTT client may utilize the security related parameters (e.g. token) of phase one to make the authentication to MCPTT server, which depends on the authentication mechanism for the MCPTT user.
2 Proposals

It is proposed to add this pCR into the TR33.879.

3 pCR
****************************************Start of  change*******************************************
7.2 Solution #2: Authentication of the MCPTT User
SA6 has defined an IMS based architecture for MCPTT and the IMS core may be deployed by the operator or by the PS agency. SA6 also has defined two protocols for signalling control plane, one is SIP and the other is HTTP. Following is the reference points for the signalling plane in Figure 7.5.3.1-1 of TS 23.179.
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Figure7.2-1 reference points for the signalling plane
A single sign-on architecture is required by SA1 to allow access to a user-specific set of applications through a single authentication mechanism. So MCPTT user authentication may be further broken down into two phase authentications:

· The first phase is the MCPTT User Authentication between identity management client and identity management server.  There are two options:

· Option 1: HTTP-1 interfrace is used. Based on the HTTP1 interface, the identity management client provides its user credentials (e.g. Biometrics, secureID, username/password) for verification to the identity management server. In this case, the HTTP Digest AKA can be used. The MCPTT user identity is used in this authentication procedure.
· Option 2: SIP-1 interface is used. Based on the SIP ptotocol, the identity management client provides its user credentials (e.g. Biometrics, secureID, username/password) for verification to the identity management server. If SIP core is administrated by PS agency, the identity management server and the SIP core are in the same security domain, so the SIP Digest authentication mechanism as specified in TS 33.203 could be used. If SIP core is administrated by operator, the identity management server and the SIP core are not in the same security domain, so the identity management server does not trust the SIP core, thus the SIP Digest authentication mechanism may not be directly used.
· The second phase is the MCPTT User Authentication between MCPTT client and MCPTT server. After a successful user authentication of phase 1, MCPTT client may utilize the security related parameters (e.g. token) of phase one to make the authentication to MCPTT server, which depends on the authentication mechanism for the MCPTT user.
****************************************End of  change********************************************
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