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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Discovery Filter: See 3GPP TS 23.303 [2]
ProSe Application ID: See [2] 

ProSe Application Code: See [2]
ProSe Application Mask: See [2]
ProSe Direct Communication: See [2]

ProSe Direct Discovery: See [2]
ProSe Discovery UE ID: See [2]
ProSe-enabled non-Public Safety UE: See [2]

ProSe-enabled Public Safety UE: See [2]

ProSe-enabled UE: See [2] 
ProSe Query Code: See [2]
ProSe Response Code: See [2]
Restricted ProSe Application User ID: See [2]
Validity Timer: See [2]
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ADF 
Accounting Data Forwarding 

ALUID
Application Layer User ID

AS
Application Server

BSF
Bootstrapping Server Function

CA
Certificate Authority

CTF 
Charging Trigger Function 
DSA
Digital Signature Algorithm

ECDSA
Elliptic Curve DSA

EPUID
EPC Level User ID

GBA
Generic Bootstrapping Architecture

GMK
Group Master Key

GPS
Global Positioning System
GSK
Group Session Key

ID
Identity

KMS
Key Management System

LCID
Logical Channel Identifier

MIC
Message Integrity Code

MIKEY
Multimedia Internet Keying

NAF
Network Application Function

NITZ
Network Identity and Time Zone
NTP
Network Time Protocol
OTA
Over The Air

PDUID
ProSe Discovery UE ID
PEK
ProSe Encryption Key

PFID
ProSe Function ID

PGK
ProSe Group Key

ProSe
Proximity-based Services 
RPAUID
Restricted ProSe Application User ID
PTK
ProSe Traffic Key

RTP
Real-Time Transport Protocol

RTCP
RTP Control Protocol

SDP
Session Description Protocol

SEG
Security Gateway

SRTP
Secure Real-Time Transport Protocol

UID
User ID

UTC
Universal Time Coordinated
**************************************************next change************************************************

6
Security for ProSe features

6.1
ProSe direct discovery

6.1.4
Security for Restricted ProSe Direct Discovery (Model B)

6.1.4.1
General description

The security for ProSe Restricted Discovery (Model B) includes 4 procedures: Discoveree Request procedure, Discoverer Request procedure, Query procedure and Match Report procedure. For simplicity, some steps in the following procedures are referring to steps described in clause 5.3 of TS 23.303 [2] if they are identical.

6.1.4.2
Discoveree Request (non-roaming) - restricted discovery
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Figure 6.1.4.2-1: Discoveree UE procedures for Model B restricted discovery (non-roaming)

0. to 4.
As in clasuse 5.3.3A.2 of TS 23.303[2].
5.
As in clasuse 5.3.3A.2 of TS 23.303[2], with the following change: The ProSe Response Key, CURRENT_TIME and MAX_OFFSET are also included in the message.
6.
As in clasuse 5.3.3A.2 of TS 23.303[2].
6.1.4.3
Discoveree Request (roaming) - restricted discovery
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Figure 6.1.4.3-1: Discoveree UE procedures for Model B restricted discovery (roaming)

0.  to 6.
As in clause 5.3.3A.3 of TS 23.303[2].
7.
As in clause 5.3.3A.3 of TS 23.303[2], with the following change: The ProSe Response Key, CURRENT_TIME and MAX_OFFSET are also included in the message.
8.
As in clause 5.3.3A.3 of TS 23.303[2].

6.1.4.4
Discoverer Request (non-roaming) - restricted discovery
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Figure 6.1.4.4-1: Discoverer UE procedures for Model B restricted discovery (non-roaming)

0. to 6.b.
As in clause 5.3.3A.4 of TS 23.303[2].
7.
As in clause 5.3.3A.4 of TS 23.303[2], with the following change: ProSe Query Key and ProSe Response Key are also included in the message.
8.
As in clause 5.3.3A.4 of TS 23.303[2], with the following change: ProSe Query Key(s), CURRENT_TIME and MAX_OFFSET are also included in the message.
9.
As in clause 5.3.3A.4 of TS 23.303[2].

6.1.4.5
Discoverer request (roaming) - restricted discovery
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Figure 6.1.4.5-1: Discoverer UE procedures for Model B restricted discovery (roaming)

0. to 5.b.
As in clause 5.3.3A.5 of TS 23.303[2].
6.
As in clause 5.3.3A.5 of TS 23.303[2], with the following change: ProSe Query Key and ProSe Response Key are also included in the message.
7. to 8.
As in clause 5.3.3A.5 of TS 23.303[2].
9.
As in clause 5.3.3A.5 of TS 23.303[2], with the following change: ProSe Query Key(s), CURRENT_TIME and MAX_OFFSET are also included in the message.
10.
As in clause 5.3.3A.5 of TS 23.303[2].
6.1.4.6
Query procedure
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Figure 6.1.4.6-1: Query procedure for Model B Discovery (roaming)

0/1. The Discoverer UE starts announcing the Query Request message, if the  UTC-based counter provided by the system associated with  the discovery slot is within the MAX_OFFSET of the Discoverer UE's ProSe clock and if the Validity Timer has not expired (see TS 23.303 [2]).For each discovery slot it uses to announce, the Discoverer UE calculates a 32-bit Query Message Integrity Check (MIC) to include with the ProSe Query Code in the Query Request message. Four least significant bits of UTC-based counter are transmitted along with the Query Request message. The Query MIC is calculated as described in clause 8.3.6.7 using the ProSe Query Key, Message Type, Prose Query Code and the UTC-based counter associated with the discovery slot.

2.
On hearing such a Query Request message, the Discoveree UE sends an Authenticate Request message to the ProSe Function in the HPLMN of the Discoveree UE. The Authenticate Request contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with Query Request message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and the Authenticate Request message includes the ProSe Query Code and Query MIC.

3.
The ProSe Function in the HPLMN of the Discoveree UE shall check the Query MIC is valid. The relevant ProSe Query Key is found using the ProSe Query Code.

4.
The ProSe Function in the HPLMN of the Discoveree UE shall acknowledge a successful check of the Query MIC to the Discoveree UE in the Authenticate Response message.

5/6.
The Discoveree UE starts announcing the Query Response message, if the  UTC-based counter provided by the system associated with  the discovery slot is within the MAX_OFFSET of the Discoveree UE's ProSe clock and if the Validity Timer has not expired (see TS 23.303 [2]).For each discovery slot it uses to announce, the Discoveree UE calculates a 32-bit Response Message Integrity Check (MIC) to include with the ProSe Response Code in the Query Response message. Four least significant bits of UTC-based counter are transmitted along with the Query Response message. The Response MIC is calculated as described in clause 8.3.6.7 using the ProSe Response Key, Message Type, Prose Response Code and the UTC-based counter associated with the discovery slot.

6.1.4.7
Match report (non-roaming) - restricted discovery
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Figure 6.1.4.7-1: Match Report procedure for Model B restricted discovery (non-roaming)

1.
As in clause 5.3.4A.1 of TS 23.303[2], with the following change: Response MIC and UTC-based counter are also include in the message.

2.
As in clause 5.3.4A.1 of TS 23.303[2].

3.
As in clause 5.3.4A.1 of TS 23.303[2], with the following change: The HPLMN ProSe Function also checks the Response MIC is valid. The relevant ProSe Response Key is found using the ProSe Response Code.
4.a
to 6.
As in clause 5.3.4A.1 of TS 23.303[2].

6.1.4.8
Match report (roaming) - restricted discovery
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Figure 6.1.4.8-1: Match Report procedure for Model B restricted discovery (roaming)

1.
As in clause 5.3.4A.2 of TS 23.303[2], with the following change: Response MIC and UTC-based counter are also include in the message.
2.
As in clause 5.3.4A.2 of TS 23.303[2].

3.
As in clause 5.3.4A.2 of TS 23.303[2], with the following change: The HPLMN ProSe Function also checks the Response MIC is valid. The relevant ProSe Response Key is found using the ProSe Response Code.
4.a
to 6.
As in clause 5.3.4A.2 of TS 23.303[2].
6.1.4.9
Calculation of the MIC value

When calculating a MIC using the Discovery Query/Response Key, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5].

-
FC = 0x49

-    P0 = Message Type (see TS 24.334).

-
L0 = length of above (i.e. 0x00 0x01). 

-
P1 = ProSe Query/Response Code.

-
L1 = length of above (i.e. 0x00 0x17).

-
P2 = UTC-based counter associated with the discovery slot.

-
L2 = length of above (i.e. 0x00 0x04).

The Discovery Query/Reponse Key, Time parameter and discovery message follow the encoding also specified in Annex B of TS 33.220 [5].

**************************************************end of change************************************************
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