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Abstract of the contribution: This contribution proposes to map test cases in Annex D.3.3.2.3.1 – Traffic protection mechanisms on OAM interface testing to the relevant sub-clauses in TS.33.117 (Generic requirements) and TS.33.116 (MME-specific requirements)
The first section of the contribution copies the text from TR 33.806, D.3.3.2.3.1 and adds Word comments explaining where the text will be mapped to in the TS’s. The current contribution maps Annex D.3.3.2.3.1 to TS.33.116 5.2.3.2.4 and TS.33.117. 5.2.3.2.4.
The second section of the contribution provides a pCR to TS 33.116.
The third section of the contribution provides a pCR to TS 33.117.
1 Annotated text from TR 33.806
[bookmark: _Toc423354360][bookmark: _Toc423540974]D.3.3.2.3.1	Traffic protection mechanisms on OAM interface
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Requirements: 
 Requirements Reference - Protecting data and information in transfer (cf. B.3.3.2.3 for the general case), (cf. B.3.6.1 for  HTTPS)	Comment by johnhick: Mapped to TS.33.116 5.2.3.2.4  and TS.33.117 5.2.3.2.4.
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.
Procedure and execution steps:
Pre-Conditions:
The MME shall be configured for secure OAM communications according to vendor documentation.
Client implementing the security protocol (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.
Execution Steps 
1. Turn on a network analyzer  (e.g. tcpdump, wireshark) on MME OAM interface 
2. Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. B.3.6.1). 

3. Start a protected communication between MME and OAM network
4. Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected, and that insecure options are not accepted by the MME (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. B.3.6.1). The tester shall take these requirements one by one and check that they are satisfied. 
Expected Results:
The traffic is properly protected , and insecure options are not accepted by the MME.
Expected format of evidence:
Save the logs and the  communication flow in a .pcap file.

2 pCR to TS 33.116 (MME-specific requirements)

[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF FIRST CHANGE	***
5.2.3.2.4	Protecting data and information in transfer
There are the following MME-specific additions to clause 5.2.3.2.4 of TS 33.117:
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
-	In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 
-	The transmission of data mentioned in clause 5.2.3.2.4 of TS 33.117 includes the transmission of data between the MME and management entities.
Security Objective references: tba
Test case: tba
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Requirements: 
 Requirements Reference - Protecting data and information in transfer (cf. B.3.3.2.3 for the general case), (cf. B.3.6.1 for  HTTPS)
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.
Procedure and execution steps:
Pre-Conditions:
The MME shall be configured for secure OAM communications according to vendor documentation.
Client implementing the security protocol (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.
Execution Steps 
1. Turn on a network analyzer  (e.g. tcpdump, wireshark) on MME OAM interface 
2. Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. 5.2.5.1). 

3. Start a protected communication between MME and OAM network
4. Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected, and that insecure options are not accepted by the MME (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. 5.2.5.1). The tester shall take these requirements one by one and check that they are satisfied. 	Comment by johnhick: Updated reference
Expected Results:
The traffic is properly protected , and insecure options are not accepted by the MME.
Expected format of evidence:
Save the logs and the  communication flow in a .pcap file.



***	END OF FIRST CHANGE	***
3 pCR to TS 33.117 (Generic requirements)


***	BEGIN OF SECOND CHANGE	***
[bookmark: _Toc425429306][bookmark: _Toc425429424][bookmark: _Toc425432266]5.2.3.2.4	Protecting data and information in transfer
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
-	Usage of cryptographically protected network protocols is required.  
-	The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.
Security Objective references: tba
Test case: tba
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Requirements: 
 Requirements Reference - Protecting data and information in transfer (cf. B.3.3.2.3 for the general case), (cf. B.3.6.1 for  HTTPS)
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product’s MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.	Comment by johnhick: Changed to make it  generic
Procedure and execution steps:
Pre-Conditions:
The Network Product MME shall be configured for secure OAM communications according to vendor documentation.	Comment by johnhick: Changed to make it  generic
Client implementing the security protocol (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.
Execution Steps 
1. Turn on a network analyzer  (e.g. tcpdump, wireshark) on the Network Product’s MME OAM interface 
2. Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. 5.2.5.1).	Comment by johnhick: Updated reference

3. Start a protected communication between the Network Product MME and OAM network
4. Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected, and that insecure options are not accepted by the Network Product (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. 5.2.5.1). The tester shall take these requirements one by one and check that they are satisfied. 	Comment by johnhick: Changed to make it  generic	Comment by johnhick: Updated reference
Expected Results:
The traffic is properly protected , and insecure options are not accepted by the Network Product MME	Comment by johnhick: Changed to make it  generic
Expected format of evidence:
Save the logs and the  communication flow in a .pcap file.

***	END OF SECOND CHANGE	***

