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Abstract of the contribution: This contribution details the high level flows and security procedure during mobility for IOPS mode of operation.
1. Introduction
This contribution propose the signalling flow and security procedure during mobility the solution#1 (IOPS AKA based upon a secondary USIM application using a single UICC) and removes the following editor’s note in TR 33.897

Editor’s note: Discussion in clause 7.1.2 needs to be rationalised and focus on initial attach and subsequent attaches. 

Further based on the LS from SA2 (S3-151735), it is proposed to select the solution #1 (IOPS AKA based upon a secondary USIM application using a single UICC) for Rel-13 and inform the same to SA2 for timely completion of Stage 2 architecture study in Rel-13.
2. Discussion

SA2 have concluded their Stage 2 study on Isolated E-UTRAN Operation for Public Safety (FS_IOPS_St2). SA2 agreed that IOPS functionality should be supported by means of a "Local EPC" co-sited with one of the eNBs in the network or reachable by local network infra-structure. 

Currently only one solution is captured in the SA3 TR 33.897, which uses a separate USIM applications for IOPS mode of operation. In this contribution, flow for the IOPS mode of operation considering separate USIM application for IOPS is proposed and the corresponding editor’s note is removed. 

Further this contribution proposes to select the solution #1 in the SA3 TR 33.897 (IOPS AKA based upon a secondary USIM application using a single UICC) for Rel-13 and inform the same to SA2 for timely completion of Stage 2 architecture study in Rel-13.  

3. pCR

**********************Begin of Changes***********************
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**********************Next Change***********************
7.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC

Editor’s note: SQN mismatches between the authentication instances need to be studied.


Editor’s note: The scalability of this solution is FFS.

**********************Next Change***********************
7.1.2.X High level security procedures

The following steps are executed for mutual authentication and secure communication during IOPS mode of operation. Figure 7.1.2.X-1 is based on the SA2 selected solution for Rel-13 “Solution 1: Solution based on Local EPC for No Backhaul case and nomadic EPS case” [cf., TR 23.797 [3]] 
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Figure 7.1.2.X-1 High Level Security Procedures
0)
A dedicated Rel-99 or later USIM application on a UICC is provisioned to accessing the local EPC only during IOPS mode of operation in addition to the USIM application provisioned for normal PLMN access. Local EPC supports HSS functions to support UE’s access to the Local EPC. The necessary parameters (e.g., IOPS PLMN, IMSI2 and permanent key K2) are stored on the dedicated USIM application and in the AuC to perform EPS AKA run and to derive keys as specified in TS 33.401 [aa] for signalling and user traffic protection during IOPS mode of operation. 

1)
The Backhaul is detected to be lost by the eNB.
2)
The eNB supporting IOPS mode transitions to IOPS mode by (a) preventing any UEs from selecting the cell, using a suitable mechanism such as cell barring, until step 2b and step 2c are completed; (b) activating a Local EPC; and (c) establishing the S1 link to the Local EPC.

NOTE:
Steps 1 and 2 are not necessary for the Nomadic EPS case.

3)
The eNB advertises the PLMN-Id for IOPS operation with Local EPC. 
4)
The UE detects the IOPS PLMN-Id in the cell and it first attempts to reselect to another suitable cell serving the Macro EPC.
5)
The UE cannot find another suitable cell serving the Macro EPC or the user manually selects the IOPS PLMN. The UE activates the dedicated USIM application for IOPS. The UE uses the dedicated USIM application for IOPS mode of operation, so the UE attaches to the Local EPC and obtains a local IP address, if authorised. EPS AKA procedure is performed between the dedicated USIM and the local EPC as specified in TS 33.401[aa]. EPS AKA produce basic keying material and further keys (user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys) are derived in the UE and in the local EPC/eNB as specified in TS 33.401 [aa]. Further the NAS and AS SMC procedure are performed between the UE and the local EPC/eNB to enable secure communication as specified in TS 33.401[aa].
6)
Public Safety services supported by the IOPS network can be initiated at this time.

7)
At any time, the eNB could detect that the backhaul to the Macro EPC is restored.

8)
S1 connections to the Local EPC are released according to the IOPS network policies to move the UEs to idle mode, and the eNB stops its IOPS mode of operation. The PLMN-Id of the Macro EPC is announced and the normal TAIs of the Macro EPC are advertised by the eNB so that UEs reselect this normal PLMN.

9)
The UE attaches as normal to the Macro EPC, if authorised. The UE uses a USIM application other than the one dedicated for IOPS whenever the normal PLMN is selected and perform security procedures with the Macro EPC as specified in TS 33.401[aa].
7.1.2.Y Security procedure during transition to/from an IOPS mode cell
Based on the SA2 conclusions [cf., TR 23.797[3]], when transition between the IOPS mode cell and Normal mode cell, the UE enters into De-registered state and then initiates Attach procedure towards Local/Normal EPC. For security procedures during transition between the IOPS mode cell and Normal mode cell, the UE performs the key handling in ECM CONNECTED to ECM-IDLE and ECM-IDLE to ECM-CONNECTED transition procedures as specified in TS 33.401[aa]. 
When transition to Inter-IOPS network cell is detected by TAU Reject, the UE enters De-registered state and initiates an Attach procedure towards the Local EPC [cf., TR 23.797[3]]. For security procedures during transition to Inter-IOPS network cell, the UE performs the key handling in ECM CONNECTED to ECM-IDLE and ECM-IDLE to ECM-CONNECTED transition procedures as specified in TS 33.401[aa].
7.1.2.Z Security procedure during intra-IOPS network cell transition
Based on the SA2 conclusions [cf., TR 23.797], the UE performs normal Idle mode mobility and Connected mode mobility. Therefore, UE performs the normal security procedure as specified in TS 33.401 [aa] for Idle mode mobility and Connected mode mobility during intra-IOPS network cell transition.
**********************End of Changes***********************

4. Conclusion
SA3 is kindly requested to:

· agree the pCR (section 3) for TR 33.897
· adopt the solution #1 in the SA3 TR 33.897 (IOPS AKA based upon a secondary USIM application using a single UICC) for Rel-13 and inform the same to SA2 for timely completion of Stage 2 architecture study in Rel-13.  
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