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************* Start of change *********************************************
7.x Using S/MIME to protect MCPTT Application plane messaging in SIP messages
SIP messages carry MIME bodies. S/MIME specification [10] provides a mechanism to secure MIME data by adding cryptographic signature and encryption services based on the Cryptographic Message Syntax [11]. 
7.x.1 Cryptographic Message Syntax

The Cryptographic message syntax (CMS) is used to digitally sign, digest, authenticate and encrypt the embedded MIME content.

There are several CMS content types. Of these, S/MIME uses the SignedData, EnvelopedData, Data and CompressedData content types.
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Figure 7.x.1-1 CMS Content types
· SignedData: used to apply a digital signature to a message 

· The Sender computes the message digest on the content with the digest algorithm. The message digest is then digitally signed using the sender’s private key. The content, digital signature and the associated certificate carrying sender’s public key are stored in the SignedData object.

· The receiver computes the message digest from the received content and verifies the signature with the signer’s public key. The sender’s public key is fetched from the certificate carried in the SignedData object.

· EnvelopedData: used to apply data confidentiality to a message. It consists of the encrypted content and the encrypted content-encryption key (CEK). 

· The sender encrypts the content with a randomly generated content-encryption key. The CEK is encrypted with either the recipient’s public key OR a pair-wise symmetric key generated by using the recipient’s public key and the sender’s private key OR a previously distributed symmetric key-encryption key .The encrypted CEK along with the encrypted content is packed into a EnvelopedData structure and sent to the recipient.

· The recipient decrypts the encrypted CEK and then decrypts the encrypted content with the recovered CEK

· Data content type used to identity the “inner” MIME message content. Used to identity the signed or encrypted message content inside the SignedData or EnvelopedData conten types.
· CompressedData content type is used to apply data compression to a message.
The syntax allows multiple encapsulations i.e. one encapsulation can be nested inside another. For example, a SignedData content type can be used to digitally sign the encrypted content present in the EnvelopedData object to yield a ContentInfo object of type SignedData. Likewise the message can be first signed in a SignedData object and then encypted in an EnvelopedData object resulting in a ContentInfo object of type EnvelopedData.
7.x.2 S/MIME

S/MIME is a protocol for adding cryptographic signature and encryption services to MIME data. It uses CMS to create a ContentInfo object resulting out of cryptographically signing or encrypting MIME data. 

S/MIME introduces a new media type called “application/pkcs7-mime”. This is used to carry CMS content types including EnvelopedData and SignedData. The application/pkcs7-mime media type defines the optional “smime-type” parameter. This parameter carries details about the security applied (signed or enveloped) along with information about the contained content.
The CMS ContentInfo object is inserted into an application/pkcs7-mime MIME entity.
A sample message with encrypted message would be as follows:

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

rfvbnj756tbBghyHhHUujhJhjH77n8HHGT9HG4VQpfyF467GhIGfHfYT67n8HHGghyHhHUujhJh4V
QpfyF467GhIGfHfYGTrfvbnjT6jH7756tbB9Hf8HHGTrfvhJhjH776tbB9HG4VQbnj7567GhIGfHfYT
6ghyHhHUujpfyF0GhIGfHfQbnj756YT64V
7.x.3 Confidentiality and Integrity protection of MCPTT application information 
S/MIME signatures are based on asymmetric cryptography in which the entities involved in communication need possession of each other’s certificate. 

Before S/MIME can be used to protect MCPTT Application information carried in SIP messages, both the MCPTT client and the MCPTT server need to exchange their certificates with each other. These certificates can either be obtained from a trusted 3rd party CA or self-generated. 
These SMIME certificates are used as a container of the associated public key, and not as a mechanism to assert the association between the public key and the user (subject) contained in the certificate. It should therefore be sufficient for the MCPTT client and server to generate self-signed certificates and use it to transport its public key. It is not necessary to get it certified by a trusted CA.
The MCPTT client and the server securely trade each other’s self-signed certificate as follows:

a. As part of the MCPTT client registration procedure, MCPTT client interacts with the KMS to download the required user and root keys. Along with the keys, the KMS also downloads MCPTT Server’s certificate to the client.
NOTE: NOTE: At this point, MCPTT Server’s public key is available. MCPTT client can use the key to encrypt application plane information being sent to the server..

b. MCPTT Client’s self-signed certificate is sent as MIME content embedded in the SIP message. It is part of the CMS SignedData object sent as the application/pkcs7-mime media type in the SIP message.
NOTE: The certificate is carried in the SIP message in plain-text. It is expected that the signaling path provided by the SIP Signaling layer is protected end to end, and there is no chance for anyone to tamper with this certificate.

[image: image2.emf]MCPTT 

Server

MCPTT 

Client

( MCPTT Server certificate, 

User and Root keys )

MCPTT User profile downloaded

Generate Self-

signed certificate

REGISTER

(IMPU, Contact Address)

KMS

a. KMS Provision

b. SIP Message

S/MIME protected 

MCPTT information 

carrying Client’s certificate


 Figure 7.x.3-1 MCPTT Client and server exchanging S/MIME certificates
The figure below depicts an S/MIME-protected SIP message with the MCPTT application information encrypted and signed using CMS.


[image: image3.emf]INVITE sip:user-id@domain.com SIP/

2.0

From:

To:

Cal-ID

….

Content-Type: application/pkcs7-mime; 

smime-type=signed-data; 

name=smime.p7m

Content-Transfer-Encoding:base64

Content-Disposition:attachment; 

filename=smimep7 handling=required

Encrypted and signed MCPTT 

Application message

Content Type

Content

Digest Algorithm

Encapsulated Content Info

(Signed Content)

Sender’s Self-signed 

certificate

Signer’s certificate or public 

key identifier

Signature Algorithm

Signature 

Encrypted MCPTT 

application content

Encryption algorithm

Recipient’s certificate or 

public key identifier

CEK Key encryption 

algorithm

Encrypted Content 

encryption key

CMS 

SignedData 

CMS

EnvelopedData

SIP Message

CMS 

ContentInfo


Figure 7.x.3-2 Encrypted and Digitally signed MCPTT Applcation content
The following is a sequence of steps taken by the MCPTT client to protect the MCPTT application plane data in SIP:
1. The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT application plane content. 

2. The CEK is encrypted with the MCPTT server’s public key (retrieved from KMS during the MCPTT client registration with the MCPTT server).
3. The encrypted content along with the encrypted CEK is packed to form an EnvelopedData CMS object. 

4. The message digest is computed on the EnvelopedData CMS object. 
5. The digest is digitally signed by the MCPTT client using its private key.

6. The signature, MCPTT client’s self-signed certificate and EnvelopedData CMS object are collected to form a SignedData CMS object.

7. The SignedData is wrapped in a CMS ContentInfo object and inserted into the SIP message as application/pkcs7-mime media type.
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Figure 7.x.3-3 MCPTT Client using S/MIME to protect MCPTT Application plane content
The MCPTT server does the following when it receives a SIP message with the embedded S/MIME content:

1. It computes the message digest on the encapsulated EnvelopedData object present in the SignedData object. 

2. The message digest and the MCPTT client’s public key are used to verify the signature. The client’s public key is obtained from the certificate obtained from the SignedData.

3. Once the signature is verified, the server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with its private key. 

4. The recovered content-encryption key is used to decrypt the encrypted MCPTT Application information.
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Figure 7.x.3-4 MCPTT Server retrieving MCPTT Application plane content
7.x.4 Encryption of MCPTT application information
S/MIME can used to only encrypt the MCPTT application information in the SIP message. The CMS EnvelopedData object is used encrypt and store the encrypted content. 

In the figure 7.x.4-1, two possible options of encryption are shown. 
a) In one option, recipient’s public key is used to encrypt the content-encryption key (CEK) for that recipient. The recipient uses its private key to decrypt the CEK.

b) In the second option, a previously distributed shared symmetric key encryption key (KEK) is used to encrypt and decrypt the CEK. 
In both the options, CEK is used to encrypt the original content.
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Figure 7.x.4-1 S/MIME MCPTT Application content – Encrypted
The following is a sequence of steps taken by the MCPTT client to encrypt the MCPTT application plane data using a symmetric key:

1. The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT application plane content. 

2. The CEK is encrypted with the shared symmetric Key Encryption Key (KEK).
3. The encrypted content along with the encrypted CEK is packed to form an EnvelopedData CMS object. 

4. The Enveloped data is wrapped in a CMS ContentInfo object and inserted into the SIP message as application/pkcs7-mime media type.
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Figure 7.x.4-2 S/MIME MCPTT Application content – Encrypted with a symmetric key.
The MCPTT server does the following when it receives a SIP message with the embedded S/MIME content:

1. The server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with the shared symmetric key encryption key (KEK).
2. The recovered content-encryption key is used to decrypt the encrypted MCPTT Application information.
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Figure 7.x.4-3 MCPTT Server retrieving the MCPTT application content.
***************** End of change ********************************************

4. Conclusion

We kindly ask SA3 to accept the above solution for protecting MCPTT application data in SIP messages using S/MIME.[image: image9.png]
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