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Abstract of the contribution: This contribution proposes to extend the requirement 5.2.3.4.1.2 of TS 33.117 and to add two related test cases
Introduction 
This contribution proposes to:
· extend the requirement 5.2.3.4.1.2  of T S 33.117 in order to take into account the issue of possible simultaneous logon with the same account.
· add two related test cases (one to cover the existing requirement and the other one for the extension).
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here as, in TS 33.117, the test case immediately follows the requirement.
Proposed pCR
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5.2.3.4.1.2	Accounts shall be used that allow unambiguous identification of the user.
Requirement name: Accounts shall be used that allow unambiguous identification of the user.
Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts.. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 
1. Configuring a password that fulfilsfulfills the security requirements and is known to as few persons/administrators as possible.
· Configuring the account such that only local use is possible and an interactive login isn’t possible.
· For authentication of the specific account specify the use of public and private key or certificates.
· Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.
· Forbidding simultaneous logons for the same account.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
Test Name: TC_ACCOUNT_UNIQUE_USERNAME
Purpose:
To ensure that used accounts allow unambiguous identification of the users ( i.e two different accounts cannot have the same username).
Procedure and execution steps:
Pre-Conditions:
· The tester has privileges to create an account.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1. The tester creates account A.  
1. The tester tries to create an account B with the same username of the account A
Expected Results:
The tester cannot to create an account B with the same username of the account A. This means that network product does not allow to create two or more different accounts with the same username.
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A testing report provided by the testing agency which will consist of the following information:
-	Settings and configurations used, 
-	Screenshot
-	Test result (Passed or not)

Test Name: TC_ACCOUNT_NOT_SIMULTANEOUS_LOGIN
Purpose:
Verify that simultaneous logons for the same account are forbidden by the network product.
Procedure and execution steps:
Pre-Conditions:
     There are 2 testers. The testers have privilege to create an account.
Execution Steps
1. The tester 1 creates account A.  
2. The tester 1 login into the network product using the account A.
3. The tester 2 tries to login into the network product using the same account A while tester 1 is still logged in.
Expected Results:
In step3, the network product does not allow tester 2 to login using the account A if there is tester1 already logged in with the account A.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Settings and configurations used, 
-	Screenshot
-	Test result (Passed or not)
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