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Abstract of the contribution: This contribution discusses possible mechanisms for eNB assisted PSK (Pre-Shared Key) for LTE/Wi-Fi Link Aggregation (LWA) enabling authentication & integrity between the UE and Wi-Fi AP
1. Introduction
In TSG-RAN WG2 Meeting #90, there was an LS (R2-152915) assigned to SA3 with the following ask: 
“     RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications. 

       “
IEEE 802.11 specification [1] includes Authentication Key Management (AKM) method that represents an alternate use of PSK (Pre-Shared Key).  When this operation is executed, the PSK (instead of PMK) is used to start the 4-way handshake to derive the required crypto keys to protect the link between the “UE/WiFi NIC” and Wi-Fi AP. 
NOTE 1 :  In the IEEE 802.11 specification, PSK is intended to be unique for all users for a given WLAN AP / SSID.  
This contribution introduces two methods to generated an eNB assisted PSK to start 802.11 based 4-way handshake to establish authenticated and encrypted link between the UE and Wi-Fi AP.
2. Discussion
2.1
Using Unique PSK for all UEs for a given Wi-Fi AP / SSID
In this method, the eNB creates a unique PSK for all users for a given Wi-Fi AP / SSID and sends it to the Wi-Fi AP over the interface defined by RAN2.  
NOTE 1 :  This method may have security vulnerabilities when used with low-entropy PSK. 
NOTE 2 :  This method will most likely be supported by the existing (off-the-shelf) Wi-Fi APs where every AP has a command interface (e.g. web-based) allowing for changes of the PSK. 
The PSK (created by the eNB) is delivered to the Wi-Fi AP once during the initial configuration and later when the PSK needs to refreshed.  Whereas the PSK is delivered to the UE when the eNB decides to enable LWA for this UE.  At the end of this phase, the “UE / Wi-Fi NIC” and the Wi-Fi AP possess a PSK unique to all users for a given Wi-Fi AP / SSID enabling the “UE / Wi-Fi NIC” and Wi-Fi AP to start the 4-way handshake.  Figure 1.0 illustrates the PSK creation (unique for all UEs) and delivery to Wi-Fi AP and “UE / Wi-Fi NIC” by the eNB. 
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Figure 1.0 illustrates PSK generation (unique for all UEs) and delivery to Wi-Fi AP and “UE/Wi-Fi NIC” by eNB

2.2
Using Unique PSK per UE for a given Wi-Fi AP / SSID

When the eNB decides to enable LWA on a UE, the eNB creates a PSK unique for the UE and delivers the PSK to the Wi-Fi AP.   The Calculation of the PSK is done by a specified KDF function using the KeNB and other parameters (e.g., Nonce or an existing monotonic counter known to the eNB and LTE modem, et).  The eNB also sends the “other parameters” (i.e., input parameters to the KDF other than the KeNB) to the “UE / LTE modem”.  This will enable the “UE / LTE Modem” to derive the same PSK as derived by the eNB.   
NOTE 3:  Further evaluation is to be done to specify the KDF function and “other parameters” (Nonce or other options).
At the end of this phase, “UE / Wi-Fi NIC” and Wi-Fi AP possess a PSK unique to each {UE, WLAN AP/SSID} enabling them to start the 4-way handshake. Figure 2.0 illustrates PSK generation (unique per UE) and delivery to Wi-Fi AP and Wi-Fi NIC by eNB. 
NOTE 4:  This method may not be supported by the existing (off-the-shelf) Wi-Fi APs as the IEEE 802.11 specification defines PSK to be unique for all users for a given Wi-Fi AP / SSID .  
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Figure 2.0 illustrates PSK generation (unique per UE) and delivery to Wi-Fi AP and Wi-Fi NIC by eNB

2. Conclusion

In response to LS (R2-152915), this contribution concludes that mechanisms for WLAN authentication & encryption for LTE/Wi-Fi Link Aggregation (LWA) is feasible without the need for connectivity to a CN node (such as AAA) or any impact on 802.11 standards. 
