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Abstract of the contribution: 
Some test cases in TR 33.806, Annex D.3.2 “Test cases for SFRs deriving from 3GPP specifications” are proposed to be modified. The present paper explains and motivates the modifications. The corresponding pCR in the companion contribution S3-151803 is provided as a pCR to TS 33.116, not TR 33.806, as no more changes to TR 33.806, Annexes B or D, are supposed to be made after the SA3 ad hoc meeting in June 2015. 
Introduction
We propose modifications to the following test cases in 33.806, Annex D: 
· [bookmark: _Toc420072351]D.3.2.2.2          Re-synchronization
· [bookmark: _Toc420072364]D.3.2.5.1          No access with 2G SIM via idle mode mobility
· [bookmark: _Toc420072365]D.3.2.5.2          No access with 2G SIM via handover
All these modifications are meant to be clarifications, not changes of functionality. 
Test case in D.3.2.2.2 “Re-synchronization”
This requirement and test are about the authentication data request/response procedure between the MME and the HSS. In case the UE signalled a synchronisation failure and sent the parameter AUTS to the MME the MME is supposed to include RAND and AUTS in the authentication data request to the HSS. The test is about checking whether the MME actually does this. 
The current text in D.3.2.2.2 contains the following NOTE : 
“NOTE: when RAND and AUTS are not included the HSS will simply send a fresh authentication vector, and, when a stale challenge was sent, the authentication procedure will be successful just the same. But a re-synchronisation of sequence numbers in the HSS with those in the USIM will never happen. (This can be considered a security-relevant failure case as, without a properly working re-synchronisation procedure, a subscriber may be shut out from the system permanently.)”
The text in this NOTE may benefit from clarification. The background is as follows: 
There are two types of causes for synch failures (cf. TS 33.102, clause 6.3.5): 
(1) the MME sends an authentication vector (AV) with a “stale” challenge, i.e. one that the UE has seen before or the UE deems to be too old, but the HSS has the correct sequence number SQNHE. Then an ordinary authentication data request, without RAND and AUTS included, will return a new AV that will be accepted by the UE because its generation in the HSS was based on the correct SQNHE.
(2)There is a problem with the SQNHE in the HSS (probably very rare case). Then the HSS needs to update the SQNHE based on the received AUTS. If the MME did not include the AUTS this update of the SQNHE is not possible, and hence the synchronisation failure will become permanent.
We therefore propose to rephrase the NOTE as follows: 
“NOTE: when RAND and AUTS are not included in the authentication data request to the HSS then the HSS will return a new authentication vector (AV) based on its current value of the sequence number SQNHE (cf. TS 33.102, 6.3.5) A new authentication procedure between MME and UE using this new AV will be successful just the same if the cause of the synchronisation failure was the sending of a “stale” challenge, i.e. one that the UE had seen before or deemed to be too old. But if the cause of the synchronisation failure was a problem with the sequence number SQNHE in the HSS (which should be very rare), and the RAND and AUTS are not included in the authentication data request to the HSS, then an update of SQNHE based on AUTS will not occur in the HSS, and the new authentication procedure between MME and UE using the new AV will fail again. This can be considered a security-relevant failure case as it may lead to a subscriber being shut out from the system permanently.”
Test case in D.3.2.5.1 “No access with 2G SIM via idle mode mobility”
For this case, the existing text reads: 
“Execution Steps: The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode. 
Expected Results: The MME aborts the procedure”. 
But there is no message called “SGSN Context Response “ in TS 29.274. Furthermore, the formulation for the Expected Results was taken straight from TS 33.401. But it may be beneficial to add some stage 3 detail to the text. We propose modifying the text as follows:
“Execution Steps: The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode. 
Expected Results: The MME aborts the procedure by acknowledging the Context Response from the SGSN with an appropriate failure cause”.  
The message returned by the MME to the SGSN is Context Acknowledge with an appropriate cause value (cf. TS 29.274, 7.3.7 and Table 8.4-1). We do not think we need to specify the cause value in SCAS. 
 Test case in D D.3.2.5.2 “No access with 2G SIM via handover”
For this case, the existing text reads: 
“Execution Steps: The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode. 
Expected Results: The MME aborts the procedure”. 
But, for the handover case, the target MME receives the MM context in the Forward Location Request message. Furthermore, the formulation for the Expected Results was taken straight from TS 33.401. But it may be beneficial to add some stage 3 detail to the text. We propose modifying the text as follows:
“Execution Steps: The target MME receives the MM context in the Forward Location Request message the Context Response/SGSN Context Response indicating GSM security mode. 
Expected Results: The MME aborts the procedure by responding to the Forward Relocation Request from the SGSN with an appropriate failure cause”.  
The message returned by the MME to the SGSN is Forward Relocation Response with an appropriate cause value (cf. TS 29.274, 7.3.2 and Table 8.4-1). We do not think we need to specify the cause value in SCAS.

