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Abstract of the contribution:

SA3#80 received an LS from RAN2 entitled “LS on authentication and encryption between UE and WLAN for aggregation” (R2-152915 = S3-151732). The present contribution proposes material as a basis for a draft reply to RAN2. 
Discussion
RAN2 informs SA3 in their LS that “RAN2 agreed to specify LTE-WLAN aggregation whereby a UE in RRC_CONNECTED is configured by the eNB to utilize radio resources of LTE and WLAN.”  The LS also contains the information that “PDCP security is used for all data transferred over WLAN between the eNB and the UE.” 
RAN2 has the following action on SA3: 
“RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.
	Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.”
1.1 Is WLAN authentication and encryption needed for LTE-WLAN aggregation?
We start the discussion with the second part of the action because, if no WLAN authentication and encryption was needed, then no further thoughts about any mechanisms enabling it would be required. We believe, however, it is needed, in spite of the PDCP security extending between UE and eNB, for the following reasons: 
· In LTE, detaching a subscriber from the network by a bogus message from an attacker is not possible after NAS security has been enabled because a DETACH message from a UE needs to be protected by NAS security. This property of an LTE system should be kept for LTE-WLAN aggregation. However, in WLAN, an associated UE is identified by a MAC address and this can be easily spoofed.  If integrity protection was not in place, an attacker could detach the UE from the WLAN access point using the spoofed MAC address, achieving a similar effect to detaching it from the LTE system. 
· Furthermore, it is believed to be technically easier to inject traffic over a WLAN radio interface than over an LTE radio interface. It is true that the attacker would not be able to correctly protect the traffic at the PDCP level, and, hence, would have no control over the decrypted traffic content, but the attacker could attempt using the traffic injection to overload the LTE system with garbage traffic, thus performing a Denial of Service attack. 
The two above bullet points differentiate the LTE-WLAN aggregation case from the case of a dual connectivity architecture which hosts PDCP in MeNB, for which TS 33.401, Annex E.1 states that the security functions described for the single connectivity mode in TS 33.401 are sufficient.
1.2 How could WLAN authentication and encryption be established for LTE-WLAN aggregation?
We believe that security mechanisms very similar to those established in TS 33.401, Annex E on “Dual connectivity”, could be specified for LTE-WLAN aggregation. In particular, the MeNB could generate a key W‑KeNB for the WT and send it to the WT over the Xw-C interface. This key W‑KeNB could then be used by the WT as the key PMK according to IEEE 802.11i for protecting the WLAN interface. 
Freshness could be ensured in the same way as for dual connectivity by using a counter. It would be important, though, to ensure that there is input to the derivation of the key W‑KeNB , e.g. a constant string, that makes W‑KeNB different from S‑KeNB.
SA3 would want to caution, though, that TS 33.401, Annex E, contains also considerations on “Addition and modification of DRB in SeNB”, “Activation of encryption/decryption”, “Negotiation of security algorithms”, key update and some other topics that may result in differences between security for the dual connectivity case and the LTE-WLAN aggregation case. 
Proposal
We propose to adopt the above text as a basis for a reply to RAN2. 



