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1. Overall Description:

SA3 thanks RAN2 for their LS R2-152915 (S3-151732) regarding the WLAN authentication and encryption between the UE and WLAN access for the UE utilizing LTE-WAN aggregation.
SA3 discussed given issue 1) and 2) during the SA3#80.
Then SA3 proposes our answers by attached approved DISC paper and the outline described below.

1) RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.
Answer:

Based on the evaluation described in the attachment, we conclude that the proposal of no WLAN authentication and encryption (confidentiality protection) is not agreeable from security perspective because of the threats mentioned in the attachment. We propose that the requirements given in the attachment are taken in account. Please be informed that the TS 33.402 already provides the required solution.
2) RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.
Answer:

Based on the evaluation described in the attachment, we estimate that the solution (eNB-assisted WLAN authentication and encryption similar to the SeNB security activation procedure) has several impacts on the security and architecture aspects.

We recommend the existing EAP/AKA’ procedure via eNB for WLAN authentication and encryption (confidentiality protection). This will also allow RAN groups to continue their work without adding impacts on SA groups, as long as the WT acts as the TWAN in accordance with TS 33.402.
2. Actions:

To RAN2 group.

ACTION: SA3 kindly asks RAN2 to take the above response into account in the work.
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