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1 Introduction
Regarding the incoming LS (R2-152915 / S3-151732) on authentication and encryption between UE and WLAN for aggregation, this document presents our analysis.

We kindly propose SA3 to approve contents of this DISC paper and attach it to the reply LS to RAN2.
2 Discussion
2.1 General assumption
For the evaluation, we assume that the WT (WLAN Termination) is defined in subclause 5.1.2.3 of TR 37.870 (RAN3 Study on Multi-RAT joint coordination) as below:
An alternative solution is to define a suitable “Wireless LAN Termination” (WT) as the WLAN termination for Xw. This can be defined as a logical node in 3GPP terms, and its behavior can be specified by RAN3. WT implementation, including its placement in the WLAN, is out of 3GPP scope. The resulting architecture for Xw is shown in the figure below.
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Figure 5.1.2.3-1 Terminating Xw between the eNB and the WLAN Termination. [TR 37.870]
2.1 Security analysis
2.1.1 Evaluation#1: No WLAN authentication and encryption

2.1.1.1 Key issue details

In the incoming LS:

RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.
Security threats:

1)
The WT is located in the non-3GPP WLAN access while both the MeNB and the SeNB are located in the 3GPP network. Rogue WT may attack UEs and eNBs if the mutual authentication is not performed.
2)
The communication between UE and WT may be eavesdropped if confidentiality protection is not provided.

Security requirements:

1)
The UE and WT should perform the mutual authentication.

2)
The communication between the UE and WT should be confidentiality protected.
2.1.1.2 Conclusion of evaluation#1
Based on the above evaluation we conclude that the proposal of no WLAN authentication and encryption (confidentiality protection) is not agreeable from security perspective because of the threats mentioned above. We propose that the requirements given above are taken in account. Please be informed that the TS 33.402 already provides the required solution.
2.1.2 Evaluation#2: Solution for WLAN authentication and encryption
2.1.2.1 Key issue details
Evaluating solutions to provide the WLAN authentication and encryption (confidentiality protection) based on the assumption of RAN2.
In the incoming LS, the assumptions are that:
1)
RAN2 agreed that the eNB will have a control plane and a user plane interface called Xw terminated in a WLAN Termination (WT). The eNB and WT can exchange, over Xw, user-plane data which are sent to or received from the UE over WLAN. The eNB can exchange control plane information with the WT for the purpose of controlling the aggregation of LTE and WLAN.
2)
One of the objectives of the WI is that "Solutions for aggregation should not require WLAN-specific CN nodes and CN interfaces, i.e. WLAN aggregation should be transparent to EPC." In order to fulfil this objective, RAN2 discussed an eNB-assisted authentication similar to the SeNB security activation procedure defined in TS33.401. For LTE-WLAN aggregation, when configuring an RRC_CONNECTED UE to additionally utilize radio resources of a WLAN AP, the eNB would provide information to the WT (over the C-plane interface between the eNB and the WT) and to the UE, allowing WLAN authentication and encryption between the UE and WLAN access.
In the incoming LS, following solutions are mentioned.
1)
RAN2 would like SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for WLAN having connectivity to a CN node (such as AAA) is feasible and to evaluate its security impacts. Such a mechanism should not have any impact to the existing 802.11 specifications.
2)
RAN2 has agreed that authentication for LTE-WLAN aggregation operation can alternatively use the existing EAP/AKA mechanisms.
Above solutions are evaluated with above assumptions in following subsections.
2.1.2.2 Solution#A: eNB-assisted WLAN authentication and encryption similar to the SeNB security activation procedure
In case of the SeNB security activation procedure, the MeNB has a role to provide the SeNB with the security information related with the security key and algorithm used for the encryption. The MeNB can:

1)
provide the SeNB with the UE EPS Security Capability which includes integrity algorithms and ciphering algorithms allowed by an UE.

2)
provide the SeNB with the security key S-KeNB which is used to derive the integrity key and ciphering key in the SeNB.

Please note that the MeNB can not create such information by itself. The MeNB needs to:

1)
retrieve the UE EPS Security Capability from the HSS via the MME.

2)
retrieve the key KeNB from the MME, which is used to derive the key S-KeNB in the MeNB.
However, the network (including the HSS, the MME and the eNB) does not have any functionality to provide the WT with the security information including security key and algorithm for the UE and WLAN access.
To realize the solution same as that for SeNB, the network (including the HSS, the MME and the eNB) needs to provide the WT with the authentication vector (as described in TS 33.402), similar to the UE EPS Security Capability and the security key S-KeNB which will lead to, at least, following procedures/impacts.
Procedures:

1)
The HSS sends the EPS Security Capability with the authentication vector towards the MME.
2)
The MME stores the received EPS Security Capability with the authentication vector, and sends the EPS Security Capability with the authentication vector towards the eNB.

3)
When adding the WT as the Secondary, the eNB sends the authentication vector towards the WT.

4)
The WT stores the received authentication vector.
5)
The IMS-AKA’ authentication procedure is executed between the UE and the WT using the authentication vector. (i.e. the WT acts as a combination of the TWAN and the AAA for the authentication in accordance with TS 33.402.)

Impacts on existing nodes and functionalities:

HSS: support for providing the MME with the authentication vector for the case of non-3GPP access as well.

MME: support for providing the eNB with the authentication vector.
eNB: support for providing the WT with the authentication vector.
WT: support for acting as a combination of the TWAN and the AAA.

NOTE:
The authentication vector can be different per WT basis. It would be FFS how to carry suitable authentication vector from the HSS towards the WT.

Security considerations:

Exposure of authentication vector to network elements other than core network can lead to severe security implications:
1)
The authentication vector is exposed to the entity located in the non-3GPP network; the implementation of which is out of 3GPP scope (i.e. the WT).
2)
The authentication vector is exposed to the entity located outside the core network (i.e. the eNB and the WT). 
2.1.2.3 Solution#B: existing EAP/AKA’ procedure via eNB
This is standard EAP/AKA’ based solution as given in TS 33.402 except that eNB is always involved in the signalling path between the WT and the AAA. In case of this solution, at least, following procedures/impacts are expected.
Procedures:

1)
The WT acts as the TWAN for the authentication and send STa messages to the AAA via the eNB.

2)
The eNB forwards STa messages between the WT and the AAA.

3)
The AAA sends STa messages to WT via eNB. (Possibly no impacts on the AAA.)
NOTE 1:
Additionally, the setup for the encryption between the UE and the WT can be done with the EAP/AKA’ authentication procedure.
NOTE 2:
How to control the signalling path through the eNB would be FFS. (e.g. The eNB acts as the IP router between the access and the core or the tunnelling gateway to carry STa messages on the Xw interface as illustrated in the figure 1, or the eNB acts as the AAA proxy as illustrated in the figure 2, etc.)
NOTE 3:
It would be FFS how the WT knows the suitable AAA address for the UE. Giving static configuration on the WT can solve it for now. But, further study would be needed to realize it by dynamic control. (e.g. the network dynamically indicates the suitable AAA address to the WT via the eNB as well as the UE EPS Security Capability.)
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Figure 1: (Solution#B) eNB transferring STa messages
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Figure 2: (Solution#B) eNB acting as AAA proxy
Impacts on existing nodes and functionalities:

WT: support the TWAN functionality for the authentication and sending STa messages to AAA via eNB.

eNB: support for forwarding STa messages between the WT and AAA.

Security considerations:

It is already covered by the TS 33.402 as long as the WT acts as the TWAN.
2.1.2.4 Conclusion of evaluation#2
Based on the above evaluation we estimate that the solution#A (eNB-assisted WLAN authentication and encryption similar to the SeNB security activation procedure) has several impacts on the security and architecture aspects.

We recommend the solution#B (the existing EAP/AKA’ procedure via eNB) for WLAN authentication and encryption (confidentiality protection). This will also allow RAN groups to continue their work without adding impacts on SA groups, as long as the WT acts as the TWAN in accordance with TS 33.402.

3 Conclusion
For the analysis, see above conclusions described in subsection 2.1.1.2 and subsection 2.1.2.4.
We kindly propose SA3 to approve contents of this DISC paper and attach it to the reply LS to RAN2.
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