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Abstract of the contribution:
The pCR justifies that integrity protection shall be applied to signaling data in cellular IOT in order to prevent unauthorized modification. 

1 Introduction
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]The SA3# 79 has identified that the signaling and the user data shall be encrypted using the strongest common encryption algorithm between CIoT UE and SGSN for confidentiality in S3-151504 [1]. Unauthorized modification of signaling data in cellular IOT has been viewed as a key issue and modification of signaling messages shall be prevented [2]. It also raised the question whether a strong encryption of signaling messages alone could provide sufficient security for CIoT UEs.    
[bookmark: _Toc416332509]2	References
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https://www.nccgroup.trust/globalassets/our-research/us/whitepapers/ixorcattack.pdf
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2 Pseudo CR
+++START OF CHANGES +++

[bookmark: _Toc416332518]5.x	Key Issue #x: Unauthorized modification of signalling data 

[bookmark: _Toc416332519]5.x.1	Key issue details
In current GPRS, an attacker may enforce the use of no protection of signalling data or protection by a weak encryption algorithm.
Furthermore, even if a strong encryption algorithm is used a man-in-the-middle could modify individual bits in a message while leaving encryption intact. The fact that a stream cipher is used for encryption and the error detecting code is linear makes the task for the attacker easier. If the attacker knows the plaintext then he can modify it to turn it into a plaintext of his choice. The technical prerequisite for the attacker is that he can toggle individual bits in an LLC frame while being able to forward the otherwise unchanged frame transparently between UE and SGSN and that the attacker knows the frame structure, including the division into headers, plaintext and error detecting code. If the length of each data segment in the signaling message is fixed, it is easy for an attacker to make a meaningful modification at the appropriate place on the encrypted signaling message by flipping one or more bits of the cipher text. Actually as shown in [3], even if the length of data segment is dynamic, an attacker is able to manipulate the cipher text to decrypt to arbitrary plaintext. These attacks do not require breaking stream cipher. Moreover they cannot be perceived by the receiver if no data integrity protection is employed.
In general, roaming is required for all services. However, there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption (as stated by SA1 in the LS in S3-151445). Support of GEA0 will be needed only for UEs possibly roaming into countries not allowing encryption or where the home operator is located in a country not allowing encryption.
[bookmark: _Toc416332520]5.x.2	Security threats 
The most obvious threat is that the attacker can modify the Ciphering Mode procedure, which results in a bidding down attack and consequently in the loss of data confidentiality or data integrity. This is described in another key issue. 
Furthermore, some mobility management messages can be sent unprotected in current GPRS. This could result in a Denial-of-Service attack. 
Finally, the attacker could modify mobility management messages as described in the key issue details. This could also result in a Denial-of-Service attack. E.g., a successful sending of a Routing Area Update message or a De-registration message could result in a temporary unreachability of the UE until the UE contacts the network the next time. 
Editor’s Note: A risk analysis of the effect of modifications of mobility management messages, other than the Ciphering Mode procedure is ffs. The extent of damage that an attacker can do may depend on additional assumptions about UE characteristics e.g. about the initiator of communications (always UE-initiated or not) and the UE mobility pattern (stationary vs. global roaming). 
[bookmark: _Toc416332521]5.x.3	Security requirements
Modification of mobility management and session management messages shall be prevented.  
Editor’s Note: It is ffs under what assumptions strong encryption of signalling messages alone could provide sufficient security for certain classes of CIoT UEs. 

For sufficient security, merely strong encryption of signaling messages is not enough. Message authentication code algorithms shall be applied to signaling messages
+++END OF CHANGES+++


