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 1. Overall Description:

SA3 thanks RAN2 for the LS S3-151732 (R2-152915). SA3 discussed the need for WLAN authentication and encryption between the UE and the WLAN access for LTE-WLAN aggregation for the two architectures 2C and 3C. On specific questions to SA3, the answers are given below,

Question: “RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.

Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.“ 

SA3 Answer: 

1. It is possible to secure the LTE-WLAN aggregation without using CN elements such as AAA.

2. If LTE AS security is enabled between UE and eNB, additional encryption on the WiFi link between UE-AP may be beneficial to address potential vulnerability outlined in item 3, specifically, to allow prefiltering of malicious uplink traffic at the WiFi AP.
3. Depending on the security mode of the AP, eNB and PDCP may become prone to malicious attacks. To protect eNB PDCP stack from any malicious attack, it is recommended to secure the LWA, using a solution similar to dual connectivity. 
· A separate key S-KAP needs to be derived, to be used for UE authentication in the 802.11i attach procedure between the UE and the WiFi AP. 
· S-KAP can be used as equivalent to the MSK in IWLAN solution and a PSK derived from this MSK may be exchanged as authentication key during the UE-AP attach. 
· On the Xw interface, AP should allow traffic only from UEs authenticated using PSK derived from S-KAP. 
4. Xw interface need to be protected based on NDS/IP TS 33.310 in order to secure the transport of the MSK from the eNB to the AP.

2. Actions:

To RAN2 group:

ACTION: 
SA3 kindly asks RAN2 to note the above answers and further communicate to us if there are any further concerns.
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