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Abstract of the contribution: This is a discussion paper on the architecture options mentioned in RAN2 LS R2-152915 and analyzes the security impacts.
1. Introduction
The RAN2 LS is quoted below for reference.
“1. Overall Description:

In the scope of the WI on LTE-WLAN radio level integration and interworking enhancement, RAN2 agreed to specify LTE-WLAN aggregation whereby a UE in RRC_CONNECTED is configured by the eNB to utilize radio resources of LTE and WLAN.

According to one of the objectives of the WI, RAN and WLAN protocol architecture of LTE-WLAN aggregation at the UE and network side will be based on Release-12 LTE Dual Connectivity solutions 2C and 3C described in TR36.842.
To realize this objective, RAN2 agreed that the eNB will have a control plane and a user plane interface called Xw terminated in a WLAN Termination (WT). The eNB and WT can exchange, over Xw, user-plane data which are sent to or received from the UE over WLAN. The eNB can exchange control plane information with the WT for the purpose of controlling the aggregation of LTE and WLAN.
RAN2 discussed how to use WLAN authentication and enryption between the UE and the WLAN access for LTE-WLAN aggregation operation. One of the objectives of the WI is that "Solutions for aggregation should not require WLAN-specific CN nodes and CN interfaces, i.e. WLAN aggregation should be transparent to EPC."

In order to fulfil this objective, RAN2 discussed an eNB-assisted authentication similar to the SeNB security activation procedure defined in TS33.401.

For LTE-WLAN aggregation, when configuring an RRC_CONNECTED UE to additionally utilize radio resources of a WLAN AP, the eNB would provide information to the WT (over the C-plane interface between the eNB and the WT) and to the UE, allowing WLAN authentication and encryption between the UE and WLAN access.

RAN2 would like SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for WLAN having connectivity to a CN node (such as AAA) is feasible and to evaluate its security impacts. Such a mechanism should not have any impact to the existing 802.11 specifications.  

RAN2 has agreed that authentication for LTE-WLAN aggregation operation can alternatively use the existing EAP/AKA mechanisms. 

Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation operation, as the UE is already authenticated in LTE and PDCP security is used for all data transferred over WLAN between the eNB and the UE.

2. Actions:

To SA3 group:

ACTION: 
RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.


Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.“ 

2. Discussion

Architecture alternatives 2C and 3C described in TR 36.842 are quoted below.
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Figure 8.1.1.4-1: Alternative 2C


                             Figure 8.1.1.8-1: Alternative 3C

   

In the LWA case the offload point becomes a WiFi AP instead of an SeNB. So the architecture becomes slightly different as shown below,
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Alternative 3C with WFA
In both architectures, on the DL S1 packets are terminated and encrypted by the eNB PDCP and then offloaded to the WiFi AP via a new Xw interface. The UE receives the WiFi packets and need to give the packets to the LTE PDCP stack for decryption and further mapping based on RB/SN. 

On the UL in the UE, packets are encrypted in the PDCP layer and offload to the WiFi chip set for transmission. The eNB on the UL receives the UL PDCP packets, decrypts them and map them to appropriate DRB or SRB flows.
Security impact for the Offload Bearer: Since the PDCP points remain same between the eNB and the UE and the encryption/decryption still happens at the LTE PDCP layer in both architectures, there is no security impact to the oddloaded radio bearer.
Security of the Xw interface: During the development of Dual Connectivty solution SA3 had pointed out that the Xn interface need to be secured to the level of X2 using NDS/IPSec. This recommendation is still valid for Xw interface between the eNB and a WiFi AP for LWA.
2.1 WiFi AP Security 
The radio bearers offloaded to WiFi AP for transport are already protected by the PDCP layer; hence these flows are not dependent on the security of the WiFi link between the UE and the AP. But if the WiFi AP is run in Open access mode without any security, there is a potential danger of spurious traffic coming in to eNB. In that case eNB PDCP layer would face extra load to filter out unwanted traffic. 
One way to address this potential threat is to use the the 802.11 AP pre-filtering of the uplink packets before they reach the eNB, instead of post-filtering them at the PDCP layer of the eNB. This could be achieved by 802.11i authentication of the WiFi Clent by the AP during theattach, and then only allow in the AP for traffic on the Xw interface from the authenticated WiFi Client towards the eNB. Encryption of the WiFi flows is not essential. The AP should attach the UEs based on an authentication key which can be derived and delivered similar to the security mechanism defined for Dual Connectivity. The eNB can derive an LWA key for the AP, S-KAP similar to the S-KeNB and deliver it to the AP over the Xw interface. The UE would derive the S-KAP based on an offload counter maintained per AP-SSID per KeNB.  In the LWA scenario, the S-KAP can be the key equivalent to the MSK in IWLAN, eNB and the UE can generate a PSK to be used for the UE authentication by the AP. A message sequence for this is given below,
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3. Conclusions on Analysis
1. It is possible to secure the LTE-WLAN aggregation without using CN elements such as AAA.

2. If LTE AS security is enabled between UE and eNB, additional encryption on the WiFi link between UE-AP may be beneficial to address potential vulnerability outlined in item 3, specifically, to allow prefiltering of malicious uplink traffic at the WiFi AP
3. Depending on the security mode of the AP, eNB and PDCP may become prone to malicious attacks. To protect eNB PDCP stack from any malicious attack, it is recommended to secure the LWA, using a solution similar to dual connectivity. 
· A separate key S-KAP needs to be derived, to be used for UE authentication in the 802.11i attach procedure between the UE and the WiFi AP. 
· S-KAP can be used as equivalent to the MSK in IWLAN solution and a PSK derived from this MSK may be exchanged as authentication key during the UE-AP attach. 
· On the Xw interface, AP should allow traffic only from UEs authenticated using PSK derived from S-KAP. 
4. Xw interface need to be protected based on NDS/IP TS 33.310 in order to secure the transport of the MSK from the eNB to the AP.

5. A proposed reply LS to RAN2 is attached as S3-151753.
The expected benefits of this alternative are:


-	SeNB mobility hidden to CN;


-	no security impacts with ciphering being required in MeNB only;


-	no data forwarding between SeNBs required at SeNB change;


-	offloads RLC processing from MeNB to SeNB;


-	little or no impacts to RLC.


The expected drawbacks of this alternative are:


-	need to route, process and buffer all dual connectivity traffic in MeNB (also for an EPS bearer transmitted only by the SeNB, MeNB required to buffer and process packets at PDCP level);


-	utilisation of radio resources across MeNB and SeNB for the same bearer not possible;


-	for the bearers handled by SeNB, handover-like interruption at SeNB change;


-	in the uplink, logical channel prioritisation impacts for the transmission of uplink data (radio resource allocation is restricted to the eNB where the Radio Bearer terminates);


-	no support of local break-out and content caching at SeNB for dual connectivity UEs.





The expected benefits of this alternative are:


-	SeNB mobility hidden to CN;


-	no security impacts with ciphering being required in MeNB only;


-	no data forwarding between SeNBs required at SeNB change;


-	offloads RLC processing of SeNB traffic from MeNB to SeNB;


-	little or no impacts to RLC;


-	utilisation of radio resources across MeNB and SeNB for the same bearer possible;


-	relaxed requirements for SeNB mobility (MeNB can be used in the meantime).


The expected drawbacks of this alternative are:


-	need to route, process and buffer all dual connectivity traffic in MeNB;


-	PDCP to become responsible for routing PDCP PDUs towards eNBs for transmission and reordering them for reception;


-	flow control required between MeNB and SeNB;


-	in the uplink, logical channel prioritisation impacts for handling RLC retransmissions and RLC Status PDUs (restricted to the eNB where the corresponding RLC entity resides);


-	no support of local break-out and content caching at SeNB for dual connectivity UEs.
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RRC Message: WiFi SSID, UE-WiFi MAC etc


1)  eNB decides WiFi Offload
2) eNB derives S-KAP to be used as MSK and further derives PSK


Xw Message: UE-WiFi MAC, PSK


RRC Message:WiFi SSID, WiFi Offload Counter


PSK, Asso Req


Xw  Response Msg


Data flow over Offloaded WiFi bearer


WiFi Association/Authentication using PSK


Asso Resp


UE computes S-KAP to be used as MSK and further computes PSK


LWA: WiFi bearer setup


S-KAP = KDF(KeNB, SSID, WiFi Offload Counter)
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