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Abstract of the contribution: This discussion paper addresses the security challenges for IOPS and proposes a two stage solution.
1 Introduction
In IOPS mode the eNBs function as temporary isolated network for Public Safety personnel till the back haul connection to the regular Macro network is re-established. To function as temporary networks, a local EPC core network consisting of MME, SGW, PGW and HSS provides sufficient functionality to support communication within the group of Public Safety personnel. The level of security for the UE- Network interactions has to be of the same level as that of regular LTE networks.
This poses many challenges in coming up a practical security solution without radical changes to the current security procedures. Some of these challenges are listed below,
1)  Pre-provisioning a local HSS with subscription records for all the public safety UEs belonging to different agencies and to keep it up to date is a huge task involving synchronization between a central/national database and all the local HSSs. A dynamic synchronization of the national and local databases is not practical when the backhaul is lost.
2)  In the IOPS mode of operation, the local HSS may not have a prior subscription record of all public safety UEs which may potentially appear in the service area and request service.

3)  It is difficult to estimate or list all the public safety agencies and their devices that may appear in a public safety event. To support different agencies, which are needed on the spot based on the involvement, the solution needs to scalable.
4)  Different public safety agencies use different credentials so the requirement to have a common credential may increase the risk and impact of a compromise.
5)  Introduction of new or modified security establishment procedures/call flow may introduce new security threats.
An evaluation of these requirements shows, following key points need to be considered in arriving at the solution,
a) In addition to pre-provisioning subscription records in the local HSS, it is important to have a solution to support dynamic creation of a temporary, short-lived subscription record in the local HSS, when UEs demand service but subscription records are absent.
b) On the UE, subscription record can be created as another USIM application on the UICC using a different set of credentials dedicated to IOPS application only.

c) Creation of local subscription record for the public safety personnel needs to be done in a reliable and secure manner for the subsequent authentication and authorization. 
d) Both network and UE can use a certificate based scheme to validate each other in the subscription creation process.
e) The Public Safety devices (UEs)  being LTE and the isolated EUTRAN being LTE,  it is preferred to follow the LTE AKA scheme for authentication and authorization of UE credentials, and follow the security key hierarchy defined for LTE security framework. 
Below a security solution is presented for IOPS considering these points. 

2 IOPS Security based on USIM/Certificates
Basic idea of the solution: In the IOPS mode, Public Safety UEs does initial attach normally. The Local EPC checks whether a subscription record exists for the UE and it is able to authenticate the UE. If a subscription record exists, UE authentication proceeds as defined in TS33.401. If the Local EPC doesn’t have a subscription record for the UE, a local subscription record is established in the Local HSS. This local subscription is used for a current and subsequent access to the IOPS Local EPC using conventional LTE authentication procedures. Relying on national centralized main subscription databases and synchronization with Local EPCs are avoided.Solution involves a two stage process to setup security in isolated UETRAN networks.

1) First stage involves creation of a local EPC subscription for the public safety UEs. 
a. The Local HSS and the UICC are both provisioned with Certificates which contain their respective Identities (IOPS-IMSI and PLMN_Id), their Public key (PuUICC and PuPLMN), and their Validity period. The certificates are signed in advance by a Higher Level Root CA such as the Industry/3GPP Root key which the UE and the HSS trust. 
b. The Private Keys associated with the Public Keys included in certificates are used to digitally sign the certificates presented to the peer for validation. 
c. Validation by the receiving peer of the CA signature is done by using pre-provisioned Public Key of the CA, and signifies that presented content of the certificate can be trusted.

d. Once contents of the certificate is trusted, the presenter’s ID and Public Key can be used by the receiver for validating and processing the information provided by the presenter. 
e. Especially, the UICC uses the validated trusted Public Key of the PLMN and its own Private Key to generate the encryption secret that is then used to encrypt the randomply generated temporary subscription key Ki. The HSS use the same process to decrypt the received key, and provision it into the temporary subscription record associated with the reported IOPS-IMSI.
2)  Once the subscription record and secret key are established for the temporary EUTRAN identified by the specific PLMNid, regular LTE AKA as described in TS33.401 takes place.

When the backhaul link to the regular macro network core is re-established, IOPS mode ends. Local HSS may clean up the temporary subscription record, or may retain it for some time based on a local policy in anticipation of another loss of a backhaul. 
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1. 1.UE requests access to the EUTRAN being aware that the backhaul is severed by the IOPS mode indication broadcasted by the system. The UE temporary subscription with an IOPS PLMN, may be even with the same PLMN_id, has been established before, and an IOPS-specific USIM already exists. But UE does not know whether or not this subscription is active in a local HSS associated with advertised PLMN_id. This is a normal, conventional Access Request. The UE reports its UE_id, such as either a currently active GUTI, or IOPS-IMSI. This special IMSI is preconfigured in the IOPS-specific USIM of the Public Safety UE.

2. If MME is not able to resolve the IMSI due to severed backhaul, it requests the IOPS-specific IMSI from the UE. This special IMSI is preconfigured in the IOPS-specific USIM of the Public Safety UE.

3. The MME accesses the local HSS located in the Local EPC, and requests the Authentication Vector to authenticate the UE. The special IOPS-specific IMSI is sent to the HSS.

4. The HSS checks its local database for the subscription associated with the IOPS-specific IMSI. If the record is found, the IOPS – specific temporary subscription has already being established, and the Authentication vector can be computed. The HSS proceeds to the step 16 to return the requested AV for authenticating the UE. If there is no HSS record associated with the IOPS IMSI, the temporary subscription has to be established. HSS proceeds to step 5.

5. The HSS is provisioned with a Certificate which contains the HSS Identity (PLMN_Id), its Public key (PuPLMN), and Validity period of this certificate. The certificate is signed by a Higher Level Root CA such as the Industry/3GPP Root key which UE trusts. The associated HSS Private Key (PrPLMN) is used to digitally sign the Message 6. 


Note: The Public Key of the HSS (PuPLMN) is computed as a Product of multiplication of the randomly generated and secret Private Key of the HSS (PrPLMN) by the common publicly known coordinate on an elliptic curve chosen for the IOPS application (F). That is, PuPLMN = PrPLMN*F. Given the known point of elliptic curve F and the Public Key PuPLMN it is mathematically difficult to compute the Private Key (PrPLMN) due to the hardness of discrete logarithm problem. 

6. The HSS responds to the MME with the AV Reject, containing an indication to the UE that a Temporary Local Subscription needs to be established. The message contains the HSS certificate, and is signed using the Private Key (PrPLMN) associated with the HSS Public Key (PuPLMN). The message also contains a Timestamp assuring replay protection of the provisioning process.  

7. MME forwards the message to the UE with the command to establish a Temporary Local Subscription for the IOPS IMSI.


Note: Only IOPS-specific MME and IOPS-capable UE have to support this new NAS indication to invoke establishment of the Temporary Subscription. This indication is added as a new Cause Code to Authentication Failure Indication sent to the UE by the MME.

8. UE forwards the Subscription establishment indication to UICC along with the received HSS Certificate and parameters 

9a. The UICC validates the received HSS certificate using provisioned CA Root (Public Key of the CA), and uses the PuPLMN key contained in it to validate the SIGN.

9b. UICC creates the random subscription key Ki.

9c. The UICC is provisioned with a combination of a Public and Private keys – PuUICC and PrUICC. The Public Key of the UICC is pre-computed using the secret Private Key of the UICC (PrUICC) multiplied by the point on the elliptic curve publicly known and selected for the IOPS. That is, PuUICC = PrUICC*F. The UICC is provisioned with the UICC Certificate which contains the UICC Identity (IOPS_IMSI), its Public key (PuUICC), and Validity period. The certificate is signed by a higher level Root CA such as the Industry/3GPP Root key which UE trusts. The UICC generates the transient secret KS that will be used to compute the key KE for encrypting the Ki. The KS is the product of multiplication of the UICC Private Key (PrUICC) by the HSS Public Key (PuPLMN). To generate the encryption key KE the UICC computes the hash of KS and the received Timestamp. The UICC encrypts the Ki with the resulting KE.


Note: The accuracy of Timestamp can be relatively coarse, as it is also included in the message 10 to the HSS, and may be verified with the policy-specific accuracy by the HSS. 

9d. The UICC uses its Private Key PrUICC to digitally sign the UICC Certificate combined with the same Timestamp and encrypted payload created in step 9c. 

10. UICC forwards the signed package to the UE.

11. UE responds to the MME with the Subscription Acknowledgement, and forwards the signed package created in step 9d. 

12. MME sends the Subscription Request to the HSS. It contains the signed package from message 11. This is a new Diameter transaction specific for establishment of the Temporary local subscription with the IOPS HSS.

13a. The HSS validates the UICC Certificate, and if valid, the HSS uses the PuUICC contained in it to validate the signature of the received message. HSS also verifies that the received Timestamp is acceptable according to the local policy. If signature is valid, the HSS is assured that subscription request is received from legitimate UICC claiming to have the indicated IOPS-IMSI.

13b. The HSS derives the Transient Key TS = PrPLMN * PuUICC, and the decryption key KE = HASH(TS, Timestamp). The HSS uses the KE to decrypt the received encrypted payload and obtain the Ki chosen by the UICC for this temporary subscription.

13c. HSS creates a temporary subscription record using IOPS-IMSI, Ki, and initiating the SQN to 1.

14. The HSS responds to the MME with Subscription Response indicating successful establishment of the temporary local subscription.

15. The MME requests an AV from the HSS, as in step 3.

16. The HSS responds with the AV.

17. The MME proceeds with conventional LTE AKA authentication.
3 Solution Evaluation

The solution described above address the problem of IOPS security by establishing a temporary subscription with a local isolated EPC when needed (to address scalability). Once subscription record is generated regular LTE security procedures as defined TS 33.401 are performed avoiding introduction of new security threats.
Solution has the benefit of concealing the established Root Key Ki from the MME, leaving the knowledge of it to only the USIM and the HSS. 

 The established Ki is concealed from the UE, and is retained in secrecy by the UICC. This aspect complies with basic security expectations of LTE security framework. The Ki never leaves the UICC platform: it is encrypted within UICC using a simple symmetric algorithm e.q. AES The key for this encryption is generated using ECC multiplication followed by a Hash, which is a relatively simple processs expected to be quite doable for the modern UICC platform.
Solution also preserves a stateless nature of the HSS operation. It removes the need for nested processes and HSS-initiated transaction, which is more in-line with current HSS operation.

Solution relies on support for certificates and Public Key Infrastructure instead of the Identity-Based cryptography. This allows provisioning long-lived certificates in the HSS and UICC instead of time-limited Private Keys associated with these node’s Identities. Frequent re-provisioning of the short-lived Identity-based Private Keys, although providing benefits of not needing revocation, may prove troublesome for managing IOPS-specific UICC.

4 Proposal

We kindly ask SA3 to accept the above solution for IOPS security presented in the pCR S3-151750
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