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Introduction 
This contribution proposes an alternative for the agreed type of requirements envelope in ch. 5.3.4 of TS 33.117, on Web server hardening (and also for ch. 5.2.5 in TS 33.117). Namely, to instead follow benchmarks according to CIS [1], of type: ‘Level 1’ and ‘Scored’.
Advantages to use an external source for this topic include:
· Better availability of automatic testing tools, minimizing the need of own scripting / tool adaptions. 
· Testing process will probably be in a higher conformance to ISO17025 requirements, regarding assessment of test house competence or test-case level of detail.
· Improving the general shape of TS 33.117. E.g., one style-issue detail: now hard to understand why certain 33.117 requirements have been placed in 5.2.5 (Functional) instead of in 5.3.5 (Hardening).
· Maintenance, coverage, quality assurance
The possibility of external source was discussed already at SA3#75 (then discussing UNIX). Various sources were mentioned: CIS, FIPS, NSA, etc. Internally at TeliaSonera, CIS is since long recognised as the wanted source for these purposes. 
Imagined disadvantages of using an external source may be:
· Less in 3GPP control
· Missing out some operator-specific internal catalogue-requirement
· 3GPP TS formal referencing issues (?)
· CIS requirements type may appear as “too tough” (?)
Regarding 2nd bullet, the exercise given by S3-151646 of SA3#79bis shows that this risk will be the case for any requirements-list used, when applying a “Level 1 only” (a “medium security level”). However, the quality of an individual requirement from one operator is less likely to be questioned than one in a reference such as CIS.
Regarding 3rd bullet, CIS core benchmark documents are publicly available [1]. Only certain test tools need membership (as do e.g. Nessus, referenced elsewhere in the SCAS). In comparison, note that e.g. GSMA SECAG, on which the 3GPP SCAS work relies to a large extent, is referencing non-public documents (ISO). 
When working on test cases (see S3-151476) for the current setup of 13 hardwired requirements from essentially DT catalogue, and when using test case handbooks from TeliaSonera catalogue, to instead propose an external source as an alternative for this area becomes highly appealing. Also, regarding 4th bullet, we feel that the level is not harder in CIS (Level 1) than in the current requirements setup in ch. 5.3.4 (or in ch. 5.2.5).  
CIS – Center for Internet Security 
CIS (Center for Internet Security) is a non-profit collaboration organisation founded in 2000 and based in New York, US. Home page: https://benchmarks.cisecurity.org/ , Wikipedia: https://en.wikipedia.org/wiki/Center_for_Internet_Security .
0. CIS benchmark classifications 
CIS uses two dimensions for classifying benchmarks:
· Scored vs Not Scored
· Level 1 vs Level 2
These are described as follows (cited from example ‘CIS Microsoft IIS 7 Benchmark’ under [1]):
“Scored : Failure to comply with "Scored" recommendations will decrease the final benchmark score. Compliance with "Scored" recommendations will increase the final benchmark score.
Not Scored: Failure to comply with "Not Scored" recommendations will not decrease the final benchmark score. Compliance with "Not Scored" recommendations will not increase the final benchmark score.”

Level 1 in CIS “intends to:
· be practical and prudent; 
· provide a clear security benefit; and 
· not inhibit the utility of the technology beyond acceptable means. “

Whereas CIS Level 2 “exhibit one or more of the following characteristics:
· are intended for environments or use cases where security is paramount 
· acts as defense in depth measure 
· may negatively inhibit the utility or performance of the technology. “
  
CIS Level 1 or Level 2, for SCAS 
It may be found that some of existing requirements in 5.3.4 (and in 5.2.5) are matched to only a Level 2 benchmark in CIS, i.e. not covered by Level 1. However, a philosophy to limit the SCAS topic to only Level 1 in CIS may argued as:
· 3GPP SECAM program uses only one Level, meaning to represent a “baseline level”
· A “soft launch” for the referencing of CIS, by 3GPP, and in TS 33.117
· Choosing which Level 2 requirements (if not all) should also be included seem to require further analysis. We suggest that this instead may be studied for future SCAS releases.
· Similar arguments, as above, apply for using now only so-called ‘Scored’ items. 
AS an example of a current requirement in Sec. 5.3.4 of TS 33.117 which seems only partially covered when taking Level 1 only in CIS:
· TS 33.117,  5.3.4.11:  Web server information in error pages
· Requirement description:  User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
· Correspondance in TeliaSonera catalogue, see S3-151646: “Make sure Error-documents do not expose too much information.”   
On the other hand, the CIS labelling is more specific, and probably less dependent on chosen Test Case descriptions if defined 3GPP TS only or by testing house.
	CIS, example Microsoft IIS 7
(ASP.NET configurations)
	CIS Rationale
	CIS Level

	1.3.2 Turn Debug Off 
	Setting <compilation debug> to false ensures that detailed error information does not inadvertently display during live application usage, mitigating the risk of application information leakage falling into unscrupulous hands.
	Level 2

	1.3.3 Ensure Custom Error Messages are not Off 
	customErrors can be set to On or RemoteOnly without leaking detailed application information to the client. Ensuring that customErrors is not set to Off will help mitigate the risk of malicious persons learning detailed application error and server configuration information.
	Level 2

	1.3.9 Hide IIS HTTP Detailed Errors from Displaying Remotely
	The information contained in custom error messages can provide clues as to how applications function, opening up unnecessary attack vectors. Ensuring custom errors are never displayed remotely can help mitigate the risk of malicious persons obtaining information as to how the application works.
	Level 1



As another example, the now listed TS 33.117 requirement 
· 5.3.4.9 No directory listings
is indeed well mapped to the Level 1 CIS benchmark (example Microsoft IIS 7), 
· 1.1.4 Disable Directory Browsing.

  CIS benchmark Versions
A CIS benchmark document, for a certain Web server product version, is normally issued in different releases, following time. This is illustrated in the table below, showing Web server product examples for ‘Microsoft IIS 7’ and Apache ‘HTTP Server 2.2’: 
	Product version example
	CIS benchmark version
	CIS Release date
	
	Product version example
	CIS benchmark version
	CIS Release date

	
Microsoft IIS 7
	v1.6.0
	2014-10-31
	
	
Apache HTTP Server 2.2
	v3.2.1
	2015-04-23

	
	v1.5.0
	2014-09-07
	
	
	v3.2.0
	2012-09-28

	
	v1.4.0
	2014-02-20
	
	
	v3.1.0
	2012-06-11

	
	v1.3.0
	2012-09-25
	
	
	v3.0.0
	2010-05-18

	
	v1.2.0
	2011-12-16
	
	

	
	V1.1.0
	2011-06-22
	
	

	
	V1.0.0
	2010-12-29
	
	



[bookmark: _GoBack]We propose that for a SCAS, and for TS 33.117, the following principle shall apply:
· The network product should conform to the latest CIS benchmark version, that was issued no later than when the applicable 3GPP SCAS TS was Approved. 

CIS also replacing 5.2.5 in TS 33.117 
Ch. 5.2.5 in TS 33.117 (v0.1.1) is currently empty. Note: S3-151673 was also agreed at SA3#79bis and should be included in TS 33.117 v0.1.1. Nevertheless, if S3-151673 is disregarded, TS 33.117 point at the following requirements in TR 33.806 (included in agreed S3-151673):
· B 3.6.1 “HTTPS”:  The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:
· TLS 1.2 as specified in RFC 5246 shall be supported and should be used.
· Support of TLS 1.1 is not required.
· Support for cipher suites with NULL encryption is not required. 
· A cipher suite with non-NULL encryption should be used. 
· Fallback to TLS 1.0 is not allowed. “
· B 3.6.2 “Logging”: Access to the webserver shall be logged. The web server log shall contain the following information:
· Access timestamp
· Source (IP address)
· Account (if known)
· URL
· Status code of web server response “

In addition, the agreed S3-151673 also maps into TS 33.117, the requirement:
“5.2.5.3	User sessions
Requirement Name: User sessions
Requirement Reference: TBA
Requirement Description: 
To protect user sessions the Network Product shall support the following session ID and session cookie requirements:
1. The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2. The session ID shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 
3. The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc).
4. The session ID shall not persist for excessively long periods of time.
5. Session ID’s shall be regenerated for each new session (e.g. each time a user logs in).
6. The session ID shall not be reused or renewed in subsequent sessions.
7. Where session cookies are used the attribute ‘HttpOnly’ shall be set to true.	Comment by Magnus Aldén: This seems to be a product-specific requirement. It seems to refer to Microsoft IIS only, not Apache.
8. Where session cookies are used the ‘domain’ attribute shall be set to ensure that the cookie can only be sent to the specified domain.	Comment by Magnus Aldén: These seem also product-specific. Or do they apply to both Microsoft IIS and Apache?
9. Where session cookies are used the ‘path’ attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.
10. The Network Product shall not accept session identifiers from GET/POST variables.
11. The Network Product shall be configured to only accept server generate session ID’s.
In the addition the Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.”


The corresponding CIS Level 1 requirements read – here for example Microsoft IIS 7 unless otherwise stated:
· With respect to B 3.6.1 / ‘5.2.5.1 HTTPS’, the CIS benchmarks include:
· 1.7.1 Disable PCT 1.0
· 1.7.2 Disable SSLv2
· 1.7.3 Disable SSLv3
· 1.7.4 Configure TLS 1.0
· 1.7.5 Configure TLS 1.1  (Note:  a ‘Not Scored’ benchmark)
· 1.7.6 Enable TLS 1.2
· 1.7.7 Disable NULL Cipher Suites
· 1.7.8 Disable DES Cipher Suites
· 1.7.9 Disable RC2 Cipher Suites
· 1.7.10 Disable RC4 Cipher Suites
· 1.7.11 Configure Triple DES Cipher Suites  (Not Scored)
· 1.7.12 Configure AES 128/128 Cipher Suites  (Not Scored)
· 1.7.13 Enable AES 256/256 Cipher Suite
· With respect to B 3.6.2 / ‘5.2.5.2 Logging’, the CIS benchmarks include:
· 1.5.1 Move Default IIS Web Log Location
· 1.5.2 Enable Advanced IIS Logging
· With respect to ‘5.2.5.3 User sessions’, CIS the benchmarks include:
· 1.1.6 Ensure Application Pools Run Under Unique Identities
· 1.1.7 Ensure Unique Application Pools for Sites
· 1.1.8 Configure Anonymous User Identity to Use Application Pool
· 1.1.9 Configure Application Pools to Run As Application Pool Identity (Not Scored)
· 1.3.6 Ensure Cookies Are Set With HttpOnly Attribute  (Level 2)
· (& a few more Benchmarks for Cookies exist for Level 2)
· 1.2.5  Configure Cookie Protection Mode for Forms Authentication
· 1.5.7 Limit HTTP Request Methods   (Note: an Apache 2.x benchmark, not seen for Microsoft IIS, in CIS)

Note that to find the matching CIS benchmark, one may need to check all product types, and versions, better than was done in this schematic matching exercise. We nevertheless conclude that also ch. 5.2.5 appears sufficiently covered by CIS Level 1 and Scored. Although for best coverage, then CIS Level 2 should also be applied. 

In conjunction with proposed Changes #1-3 for ch. 5.3.4, we propose for ch. 5.2.5 also the Change #4a/4b in which ch. 5.2.5 is simply deleted.

References 
[1] CIS Benchmarks:  https://benchmarks.cisecurity.org/index.cfm , https://benchmarks.cisecurity.org/downloads/multiform/index.cfm . Example, case Microsoft IIS 7: https://benchmarks.cisecurity.org/downloads/multiform/index.cfm?do=download&download=/iis/CIS_Microsoft_IIS_7_Benchmark_v1.6.0.pdf&first=&last=&org=&email1=&industry=Please select one&numemployees=Please select one&member=NO&info=NO&consensus=NO .
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[bookmark: _Toc423614562][bookmark: OLE_LINK10][bookmark: OLE_LINK11]5.3.4	Web Servers
 
5.3.4.1	CIS Level 1 for Web Servers
Requirement Name: CIS Level 1 for Web server
Requirement Reference: TBA 
Requirement Description: 
All Web server components of the system shall comply against the CIS security benchmarks [X] for the applicable Web server product type, under ‘Operating Systems’ in [X]. The CIS Level 1 and Scored benchmarks shall apply.  Product examples under [X] are ‘Microsoft IIS 7’ (see [Y]), ‘Apache HTTP Server 2.2’, etc.
NOTE 1: 	If a CIS benchmark is in conflict with any requirement elsewhere in this Technical Specification, the requirement in this Technical Specification shall take precedence.
NOTE 2:  The version of CIS benchmark document to be used is the latest CIS benchmark version, issued no later than the Approval date of the applicable version of this Technical Specification.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Test Name: TC_CIS_LEVEL_1_FOR_WEB_SERVER
Purpose:
To verify that all Web server components adhere to the applicable CIS benchmarks, of type Level 1 and Scored.
Procedure and execution steps:
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available.
· Recommended, but not mandatory: an automatic assessment tool has been setup.
Execution Steps
1. Check that benchmarks according to CIS, of type Level 1 and Scored, are adhered to.  
2. Check for each item the ‘Audit’ description in the applicable CIS document, especially if an automatic script/tool is not used for the verifications.

Expected Results:
· There are no findings of non-compliant benchmarks according to CIS Level 1 and Scored.
· That an automatic tool or script, e.g. as provided by CIS or using Nessus, has been used to verify, in combination with manual checking when needed.
· Non-compliant benchmark items should be clearly reported.
Expected format of evidence:
A testing report provided by the testing agency, which will consist of the following information:
· Log files and screen shots of test executions. Alternatively, or in combination, log reports of well documented testing tools.
· Test result (Pass, Partial Pass, or Failed). If a Partial Pass, all non-compliant CIS benchmark items need to be clearly reported and documented.

5.3.4.1	No system privileges for web server
Requirement Name: No system privileges for web server. 
Requirement Reference: TBA 
Requirement Description: 
No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.2	No unused HTTP methods
Requirement Name: Unused HTTP methods shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE.
Threat References: TBA
Security Objective
5.3.4.3	No unused add-ons
Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.4	No compiler, interpreter, or shell via CGI or other server-side scripting
Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Reference: TBA 
Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.5	No CGI or other scripting for uploads
Requirement Name: No CGI or other scripting for uploads. 
Requirement Reference: TBA 
Requirement Description: If CGI or other scripting technology is used, the associated CGI/script directory shall not be used for uploads.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.6	No execution of system commands with SSI
Requirement Name: No execution of system commands with SSI. 
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.7	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges.
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.8	No default content
Requirement Name: Default content shall be removed.
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.9	No directory listings
Requirement Name: No directory listings / Directory Browing.
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) / “Directory browsing” shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.10	Web server information in HTTP headers
Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.11	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. 
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.12	Minimised file type mappings
Requirement Name: File type- or script-mappings that are not required shall be deleted.
Requirement Reference: TBA 
Requirement Description: File type- or script-mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4.13	Restricted file access
Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
***	END OF 1st CHANGE	***


***	BEGIN OF 2nd CHANGE	***
[bookmark: _Toc423614542]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 41.001: "GSM Release specifications".
[3]	3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products"
[X]	CIS Benchmarks:  https://benchmarks.cisecurity.org/index.cfm , https://benchmarks.cisecurity.org/downloads/multiform/index.cfm . 
[Y]	CIS Benchmark example, for Web servers products.  Microsoft IIS 7, CIS version 1.6.0: https://benchmarks.cisecurity.org/downloads/multiform/index.cfm?do=download&download=/iis/CIS_Microsoft_IIS_7_Benchmark_v1.6.0.pdf&first=&last=&org=&email1=&industry=Please select one&numemployees=Please select one&member=NO&info=NO&consensus=NO 
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".


***	END OF 2nd CHANGE	***

***	BEGIN OF 3rd CHANGE	***
[bookmark: _Toc423614546]3.2    Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>CIS	Center for Internet Security<Explanation>

***	END OF 3rd CHANGE	***

 ***	BEGIN OF 4ath CHANGE	(when referring to TS 33.117 v0.1.1) ***
[bookmark: _Toc425432237][bookmark: _Toc425432292]5.2.5	Web Servers
Editor's Note: starting from Annex B.3.6
[bookmark: _Toc425429329][bookmark: _Toc425429447][bookmark: _Toc425432293]5.2.5.1	Logging
[bookmark: _Toc425429330][bookmark: _Toc425429448][bookmark: _Toc425432294]5.2.5.1.1	Webserver logging
[bookmark: _Toc425429331][bookmark: _Toc425429449][bookmark: _Toc425432295]5.2.5.2	User sessions

***	END OF 4ath CHANGE (when referring to TS 33.117 v0.1.1) ***

***	BEGIN OF 4bth CHANGE	(when referring to TS 33.117 v0.1.1 plus S3-151673) ***
[bookmark: _Toc421893072]5.2.5	Web Servers
5.2.5.1	HTTPS
Requirement Name: HTTPS

Requirement Reference: to be done later

Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:
-	TLS 1.2 as specified in RFC 5246 shall be supported and should be used.
-	Support of TLS 1.1 is not required.
-	Support for cipher suites with NULL encryption is not required. 
-	A cipher suite with non-NULL encryption should be used. 
-	Fallback to TLS 1.0 is not allowed. 

Threat References: tba
Security Objective references: tba.
Test case: Annex D “Traffic protection mechanisms on OAM interface” in clause D.3.6.1.
Editor’s note: the list of items in the requirement above needs to be re-visited when Annex E of TS.33.310 has been reviewed.
5.2.5.2	Logging

5.2.5.2.1	Webserver logging
Requirement Name: Webserver logging
Requirement Reference: TBA
Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:
-	Access timestamp
-	Source (IP address)
-	Account (if known)
-	URL
-	Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.5.3	User sessions
Requirement Name: User sessions
Requirement Reference: TBA
Requirement Description: 
To protect user sessions the Network Product shall support the following session ID and session cookie requirements:
1. The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2. The session ID shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 
3. The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc).
4. The session ID shall not persist for excessively long periods of time.
5. Session ID’s shall be regenerated for each new session (e.g. each time a user logs in).
6. The session ID shall not be reused or renewed in subsequent sessions.
7. Where session cookies are used the attribute ‘HttpOnly’ shall be set to true.
8. Where session cookies are used the ‘domain’ attribute shall be set to ensure that the cookie can only be sent to the specified domain.
9. Where session cookies are used the ‘path’ attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.
10. The Network Product shall not accept session identifiers from GET/POST variables.
11. The Network Product shall be configured to only accept server generate session ID’s.
In the addition the Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
***	END OF 4bth CHANGE	(when referring to TS 33.117 v0.1.1 plus S3-151673) ***

