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Technical framework for countering mobile messaging spam

Summary
Mobile messaging spam is proliferating dramatically along with the fast development of mobile messaging services. Unfortunately, no single measure has proved to be the silver bullet against mobile messaging spam. Therefore, it is necessary to establish a practical framework for countering mobile messaging spam. This Recommendation gives an overview of mobile messaging anti-spam works and proposes a technical framework for countering mobile messaging spam. In this framework, entity functions and processing procedures are specified. In addition, this Recommendation provides information sharing mechanisms against mobile messaging spam within anti-spam domain and between among anti-spam domains.
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[bookmark: _Toc363135184][bookmark: _Toc363136491][bookmark: _Toc365472654][bookmark: _Toc365513345][bookmark: _Toc365513567][bookmark: _Toc365666399]Introduction
Mobile messaging, including short message service and multimedia message service, is developing very fast due to its low price, high flexibility and simple usageease to use. However, mobile messaging spam are causing disturbing disturbance topeople’s normal customers’ daily life and bringing many negative effects.
It is difficult to counter mobile messaging spam effectively through a single measure;however, when anumber of mobile messaginganti-spam technologies are effectively used in collaboration with each other, the level of mobile messaging spam impacting a system can be significantly reduced.  Since mobile messaging spam are widespread in the world, joint working and collaboration mechanisms between anti-spam domains can significantly reduce cost and improve efficiency. 
It is difficult to mitigate mobile messaging spam effectively using one solution. When a number of anti-spam technologies are applied to mobile messaging with cooperation, the harm caused by mobile messaging spam could be significantly reduced. Besides, considering that mobile messaging spam is widely spread all over the world, the cooperation among multiple anti-spam domains could lead to much lower cost and higher efficiency. Therefore, it is necessary to establish an open framework which accommodates various solutions and supports collaboration mechanisms. The framework should be compatible with most anti-spam technologies, and not be limited to particular technical details.





















Draft Recommendation ITU-T X. tfcmm
Technical framework for countering mobile messaging spam
1. [bookmark: _Toc290897465][bookmark: _Toc363132165][bookmark: OLE_LINK7][bookmark: OLE_LINK8][bookmark: _Toc417080494]Scope
This Recommendation provides a technical framework for countering mobile messaging spam. In this framework, entity functions and processing procedures are specified. In addition, this Recommendation provides information sharing mechanisms against mobile messaging spam between entities within anti-spam domain and between among anti-spam domains.
This recommendation is applicable for short message service (SMS) and multimedia message service (MMS).
2. [bookmark: _Toc363132166][bookmark: _Toc417080495]Reference
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
<TBD>
3. [bookmark: _Toc363132167][bookmark: _Toc399060646][bookmark: _Toc417080496]Definitions
[bookmark: _Toc363132168][bookmark: _Toc399060647][bookmark: _Toc417080497]3.1 Terms defined elsewhere
3.1.1 SMS spam [b-ITU-T X.1242]: Spam sent via SMS.
3.1.2 spam [b-ITU-T X.1240]: The meaning of the word “spam” depends on each national perception of privacy and what constitutes spam from the national technological, economic, social and practical perspectives. In particular, its meaning evolves and broadens as technologies develop, providing novel opportunities for misuse of electronic communications. Although there is no globally agreed definition for spam, this term is commonly used to describe unsolicited electronic bulk communications over e-mail or mobile messaging for the purpose of marketing commercial products or services.
3.1.3spammer[b-ITU-T X.1240]: An entity or a person creating and sending spam.
[bookmark: _Toc363132169][bookmark: _Toc399060648][bookmark: _Toc417080498]3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1  anti-spam domain: An independent system which includes anti-spam management function, anti-spam monitoring function, anti-spam processing function and mobile message client.
Note: Functions in domain are subject to an operator’s unified management.
3.2.2   anti-spam filtering entity: Equipment or system which applies anti-spam measures to filter mobile messages. It determines whether the mobile message is suspicious spam with filtering rules, blocks the spam as well as sends legitimate message to recipient. 
3.2.3  anti-spam management functions: A group of functions the role of which is to administrate and supervise the anti-spam domain, including communicating with other anti-spam domains to share spam information, generating new filtering rules from spam statistic data and delivering them to anti-spam processing functions.
3.2.4  anti-spam processing functions: A group of functions the role of which is to process mobile messages with filtering rules and policies, including blocking spam, delivering the suspicious spam messages to Anti-spam monitoring function and receiving user reports from subscriber.
3.2.5  anti-spam monitoring functions: A group of functions the role of which is to monitor and analyze the filtering result of anti-spam processing domain, including validating the suspicious spam and user reports, analyzing spam samples and generating spam statistics.
3.2.6   false positive: A result that is erroneously positive when a situation is negative.
Editor’s note: Add “false negative”, as it has appeared in the context. 
3.2.7 filtering rules: A set of rules of countering algorithms which are deployed by the anti-spam filtering entitysystem, such as blacklists/whitelists, similarity threshold and statistics threshold. The filtering rules may also include user-specified filtering rules.
3.2.8 mobile message client: The mobile message service subscriber.
3.2.9	mobile messaging spam: Spam send via mobile message, including Short Message Service spam and Multimedia Message Service spam. Unsolicited electronic communications over mobile messaging services, typically consisting of SMS spam and MMS spam.
3.2.10 MMS spam: Spam sent via MMS.
3.2.11 user report: A complaint from subscriber receiving spam mobile message. In general, the report may include content of message, the receiving time of spam, the MSISDN of sender and recipient, etc.
3.2.12 spam samples: A group of  messages which have been identified, complained or verified  as spam after data deduplication.
3.2.13 spam statistics: The analysed spam data under certain constraint condition, such as a time interval in an anti-spam domain. It may include the amount of message spam, proportion of different types of spam, spam sources, user complaint analysis and false positive reason.
Editor’s note: Check this section again for alphabetical order.

4. [bookmark: _Toc363132170][bookmark: _Toc416421610][bookmark: _Toc417080499]Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
AO                    Application Originated
GGSN               Gateway GPRS Supporting Node
HPLMN            Home Public Land Mobile Network
HTTP      		Hypertext Transport Protocol
ISP                     Internet Service Provider
ISDN	          Integrated Services Digital Network
MMS		           Multimedia Message Service
MMSC			Multimedia Message Service Center
MSC			Message Service Center
MSISDN           Mobile Subscriber international ISDN number
MO                    Mobile Oriented
MT                     Mobile Terminated
SMPP 			       Short Message Peer to Peer
SMS      		Short Message Service
SMSC     		Short Message Service Center
UICC                 Universal Integrated Circuit Card
[bookmark: OLE_LINK23][bookmark: OLE_LINK24]WAP	             Wireless Application Protocol
VPLMN            Visited Public Land Mobile Network
5. [bookmark: _Toc363132171][bookmark: _Toc416421611][bookmark: _Toc417080500]Conventions
None

6. [bookmark: _Toc363132172][bookmark: _Toc417080501]Overview of anti-spam mobile messaging
As shown in Figure 6-1, short message service (SMS) spam can be created mostly in two ways. One way is that the spammers may use spam tools to send bulk messages through sending normal point to point short messages with many acquired or duplicated universal integrated circuit cards (UICC), which sends normal point to point short messages. Another wayThe other one is that the spammers may make use of bulk message sending services from offered by service providersby  through using operator’s short message gateway interfaces. Since operators have no effective technical and managerial supervision mechanism on the short message gateway interface, it can easily be easily utilized by spammers.
According to messaging forwarding direction, there are two procedures for SMS spam created by the spammers to create SMS spam, namedcalled Mobile Oriented (MO)/Application Originated(AO) procedure and Mobile Terminated (MT) procedure. In MO procedure, the spam generated by spam tools is sent to SMSC through relative entities of sender's core network. In AO procedure, the short message injected with into spam from operator’s short message gateway is forwarded to SMSC. Afterwards, SMSC queries the recipients’ serving MSC and then forwards the message to this MSCit. Eventually the short message is forwarded to the recipients’ through his/her their visiting core network which is called MT procedure. 
Anti-spam filtering entities could be deployed in MO/AO procedure, MT procedure or both. In order forFor spam filtering in MO procedure, anti-spam filtering entities may collect short messages from SMSC. If there is non-trust between sender and recipient, in In order for spam filtering in recipients' network, communication between MSC and anti-spam filtering entity is also needed.
[bookmark: _GoBack][image: ]
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[bookmark: OLE_LINK40][bookmark: OLE_LINK41][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK78][bookmark: OLE_LINK79]Figure 6-1—SMS Spam in mobile network
[image: ]
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Figure 6-2— MMS Spam in mobile network
As shown in Figure 6-2, the multimedia message service (MMS) messaging procedure is similar to SMS except that MSC is replaced by gateway GPRS supporting node(GGSN) replacing MSC and SMSC is replaced by multimedia service center (MMSC) replacing SMSC. Please note the difference that the MMS message will be forwarded to MMSC of recipients’ network after which SMSC will send a SMS to the recipients. The recipients will then download the MMS message from MMSC. For that reason, Anti-spam filtering entities of MMS can be deployed adjacent to MMSC.
7. [bookmark: _Toc363132175][bookmark: _Toc417080502]Structure for anti-spam mobile messaging functions
[bookmark: OLE_LINK25][bookmark: OLE_LINK26][bookmark: OLE_LINK9][bookmark: OLE_LINK10][bookmark: OLE_LINK17][bookmark: OLE_LINK18][bookmark: OLE_LINK32][bookmark: OLE_LINK33]The structure forof anti-spam mobile messaging functions includes Anti-spam mobile messaging Management function (AMgmt), Anti-spam mobile messaging Monitoring function (AMon), Anti-spam mobile messaging Processing function (APr) and mobile message clients. These functions define an anti-spam mobile messaging domain. 
Different anti-spam mobile messaging domains may be federatedassociated; they can coordinate with each other according to rules or policies defined by relevant federationagreements.
These functions can communicate with each other usingthrough existing messaging protocols. The and their characteristics of these functions are described as follows.

[bookmark: _Toc363132176][bookmark: _Toc417080503]7.1 General structure


Figure 7-1–General structure
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]AMgmt receives spam reports statistics from AMon and updates filtering rules to all APr in its domain. AMgmt also communicates with the other AMgmts in federation.
AMon collects suspicious mobile messaging spam from APr, analyses them  and verifies whether they are spam. AMon also reports the spam and generates the spam statistics to AMgmt. 
Editor’s note: Use “report” instead of “suspicious” is better. Check the whole document for similar issues.
Editor’s note: The following two situations need to be identified throughout the document.
1. If a spam is submitted by user, then it is a real spam.
2. If a spam is accumulated from honey pot or similar platforms, then it is only a suspicious spam.

[bookmark: OLE_LINK22][bookmark: OLE_LINK52][bookmark: OLE_LINK12][bookmark: OLE_LINK21]APr applies the rules to mobile messages, and then APr will report the results to the AMon and send legitimate messages to the recipients, no matter it is deployed in MO/AO procedure or MT procedure. APr can receive orders from both AMgmt and mobile messaging clients.
AMoncollects reports of mobile messagingspamfrom APr and analyses the reported dataand verifieswhether it is a spam. AMon also reports the spam and generates the spam statistics to AMgmt. 
The mobile message client may contribute to anti-spam mobile messaging process by sending spam user reports to APr.
[bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK51]FederationInter-domain agreements enables anti-spam mobile messaging domains to share spam information.
[bookmark: _Toc363132177][bookmark: _Toc417080504]7.2 Reference model





Figure 7-2–Reference model
Interface A: is a logical interface between AMgmt and AMon. Interface A is used to transmit the userspam reports and spam statistics.
Interface B: is a logical interface between AMon and APr. Interface B is used to transmit the suspicious spam reports from AprAPr.
Interface C: is a logical interface between APr and the mobile message client. Interface C is used by mobile message client to send user spam report to APr. According to different kinds of mobile message client, various protocols should be supported at interface C, such as MAP/WAP, HTTP and SMPP.
[bookmark: OLE_LINK48][bookmark: OLE_LINK19][bookmark: OLE_LINK20]Interface D: is a logical interface between AMgmt and APr. Interface D is used to transmit filtering rules.
Interface E: is a logical interface between AMgmts with infederationother domains. Interface E is used to exchange spam information between different anti-spam mobile messaging domains. 
In this reference model, Interface A, Interface B, Interface C and Interface to D are intra-domain interfaces, Interface E is inter-domain interface.
[bookmark: _Toc363132178][bookmark: _Toc417080505][bookmark: _Toc362935288][bookmark: _Toc362936889][bookmark: _Toc363119023][bookmark: _Toc363131879][bookmark: _Toc363132179]7.3 Functions of components
[bookmark: _Toc417080506]7.3.1Mobile message clients
The functions of the mobile message client include:
· Provides Providing a mechanisms to help users send user spam reports to APr.
· Filters Filtering messages by specific filtering rules. 
[bookmark: _Toc417080507]7.3.2 APr
The functions of APr include:
· Applies Applying countering spam rules from AMgmt.
· Collects Collecting user spam reports from mobile message client.
· Issues Issuing and delivers delivering suspicious spam to AMon.
· Delivering spam samples to AMon periodically.
Editor’s note: Somewhere in the context need to talk about user grants the right to examine them. Please refer to MAAWG and GSMA recommendations for rephrase wherever necessary in this document.
[bookmark: _Toc362935290][bookmark: _Toc362936891][bookmark: _Toc363119025][bookmark: _Toc363131881][bookmark: _Toc363132181][bookmark: _Toc417080508]7.3.3 AMon
The functions of AMon include:
· [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Collects Collecting user spam reports and the suspicious spam  from APr.
· [bookmark: OLE_LINK64][bookmark: OLE_LINK65][bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Validates Validating the user spam reports forwarded by APr which obtains the reportsincoming  from clients 
· Analyzes Analyzing the reported data from APr to summarize characteristics of new spam samples and reports to AMgmt.
· [bookmark: OLE_LINK27][bookmark: OLE_LINK28][bookmark: OLE_LINK29]Reports Reporting spam statistics to AMgmt. which also include false positive reasons analysing.
[bookmark: _Toc417080509]7.3.4 AMgmt
The functions of AMgmt include:
· Receives Receiving spam reports statistics from AMon.
· Analyses Analyzing the reported data from AMon to generate filtering rules.
· Sends Sending filtering rules to APr, the filtering rules will be applied to mobile messaging clients.
· [bookmark: OLE_LINK62][bookmark: OLE_LINK63]Communicates Communicating with the other AMgmtin federation to exchange and share spam information, such as the amount of spam, resource and characteristic of spam, new spammer list and samples, etc.
· [bookmark: _Toc363138595][bookmark: OLE_LINK42][bookmark: OLE_LINK68]Provides mobile message clients with settinguser-specific filtering rulesProviding the ability of setting user-specific filtering rules to subscriber. And , and sending the rules to APr after verifiesverifying its validity and sends the rules to APr.
8. [bookmark: _Toc417080510]Technologies of anti-spam mobile messaging
Editor’s note: Not all technologies introduced here are from administration, so please describe clearer.
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]In this clause, technologies of countering mobile message spam are categorized by different characteristics.
[bookmark: _Toc417080511]8.1 Identification method
[bookmark: OLE_LINK16][bookmark: OLE_LINK30]Identification methods abstract the characteristics of spam to apply spam filtering. it The characteristics of spam need to be updated frequently.
· Blacklist/whitelist of sender's MSDN MSISDN number
MSDN MSISDN number is the most basic information to distinguish a message from a legitimate subscriber or spammer. Black/whitelists use sender’s MSDN number MSISDN to suspend/accept messages.Mobile operators could block the well-known or recognized spammers, while the end subscriber users could define their unique own blacklists/whitelists to block or accept messages from particular senders.
· Fuzzy recognition
In order to evade the spam filtering, some confusion works are used by spammers. For example, some specific characters, such as "*","^", etc, are arbitrarily inserted into the text of the messages. Letters are replaced by similar characters, for example "porn" may be changed to "p0rn". Images may be enlarged or rotated. Fuzzy recognition means tois in charge ofrecognize  recognizing this circumvention and to filter itfiltering it. 
[bookmark: _Toc417080512]8.2 Pattern of sending mobile messaging
The spammers could be identified by making use of some patterns of senders. All of these methods rely on a threshold of some sending characteristics.
· Sending frequency limitation
To quickly spread spam, spammers may send messages to a large proportion of recipients a mobile phone number segment in a short time. So the total amount of spammers' messaging is greater than normal sender while the time interval between two messages is shorter. When a user's sending frequency exceeds the preset threshold, it will be identified as highly suspicious spammer.
· Successful rate of messaging sending
Messaging spam is sent to unknown recipients, for that reason spammer chooses the recipients randomly. So it is common that there are some non-existent called numbersdon't exist. The successful messaging sending rate of spam is remarkably lower than the normal mobile messaging.
· Sender's call record
User's call record can help operator to analyse the sending pattern. The record should include at least sender’s phone number, recipient’s phone number, sending receiving time. If the message is sent to many subscribers, and has a very low rate of respond or reply, the sender may be suspected as a spammer.Spammers seldom use other services (such as voice call)provided by the operator  other than the message service.
[bookmark: _Toc417080513]8.3 Additional enhancement
There are some mechanisms to enhance spam countering and to supplement the verification of the countering result.
· Complaint platform
[bookmark: OLE_LINK70][bookmark: OLE_LINK71]Complaint platform is a system to collect user report from recipient, which may be set up by management entities including governments, operators, etc. Complaint platformIt can be hotline, website or short message spam collection center. Through thus complaint platform, operators can collect short message spam and adjust the filtering rules. In general, the record of complained short message spam should include the content of spam messaging, receiving time, as well as the senders' MSDN numberMSISDN etc. 
· Manual identification
To keep the accuracy of spam filtering and reduce the false positive rate, manual identification is a way for operators to check the filtered short messaging. The messaging spam filtered by the system and the spam reported by recipients need to be stored and verified. Suspicious recognition information needs to be verified manually before it is used to generate new filtering rules.
· User-specific rules configuration
User-specific rules configuration mechanism enables recipients to define and inform the filtering system what kinds of message that recipients unwilling to receive. Filtering message according to user-specific rules can be accomplished by operator or /software installed by recipients.
· Route Routing back to recipient's HPLMN (Home Public Land Mobile Network)
Operators may apply different anti-spam processes for the client who are roaming outside of HPLMN. Thus the messages sent to the clients who roaming outside of HPLMN, have to route back to anti-spam entities in HPLMN instead of relying on visiting network. are filtering The process of route routing message back to HPLMN is optional, so it may incur that roaming recipients receive message without spam filtering. Thus the messages sent to the roaming clients, have to route back to anti-spam filtering entities in HPLMN instead of relying on visiting network.  Before arriving at the visited public land mobile network(VPLMN), the recipient’s HPLMN need to receive and filter the messages with relevant anti-spam measures. Specific measures are described in 3GPP TR 23.840.
[bookmark: _Toc417080514]8.4 Comprehensive method
Comprehensive method is capable to increase the accuracy of spam recognition. It integrates   countering mobile message technologies/mechanisms into one solution. For example, successful rate of sending, sender's record and manual identification can be combined to perform analysis of suspicious spammer.
9. [bookmark: _Toc363132183][bookmark: _Toc417080515]Relationship between anti-spam domains
In this framework, the mobile messaging anti-spam domain is a network subject to an operator’s unified management policies and strategies. 
The performance of standalone anti-spam measures in a single anti-spam domain is limited both technically and economically. Between ISPs, interconnections and interworking are required; collaboration mechanisms between their anti-spam domains are also required. Collaboration mechanisms can help on improving the efficiency and enhancing the performance of their anti-spam systems.
There are two types of relationships between anti-spam domains, namely trust relationship and non-trust relationship (Figure 9-1). The default relationship between anti-spam domains would be non-trust relationship, in which case all messages from un-trusted peers will be filtered. Under co-operative agreements the trust relationship may be built between peer anti-spam domains during connection establishment; for this relationship operators may choose not to filter messages from trusted peers based on their policies and filtering rules.


Figure 9-1Trust relationship and non-trust relationship

The trust relationship is non-transitive. For example, if domain A trusts domain B and domain B trusts domain C, then domain A may not trust domain C unless they have directly negotiated and established the trust relationship. The trust relationship is bidirectional which means that the trusted peers treat each other equally.
After trust relationship is established, the following coordination mechanisms may be implemented.
· Spam information sharing
Certain spam information is shared through the AMgmt connection. The shared information may include blacklists, keywords, undisciplined SPs, complaint reports, and new spam characteristics. These information will be consulted during the trust relationship establishing process. 
· Message source authentication
The message from a trusted peer will be considered authentic only if the message source is authenticated. Protocols such as TCAPsec should be implemented to ensure that no message tampering is introduced
· Dispense with filtering
The messages from a trusted domain can be sent directly to the recipient so that duplicate duplication of message-processing is avoided. 
· User complaint report feedback
If spam reports are received on messages from trusted peers, they should be sent to the trusted peers for improving their filtering rules.
In order to satisfy different coordination mechanisms, APr and AMon should carry out different procedures when dealing with mobile messages. APr will decide whether it filters the message or not. According to the agreement, AMon will forward/ block the message, or send feedback to trusted peers. Figure 9-2 and 9-3 describe the operation flows of APr and AMon.
[image: ]
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Figure 9-2 Flows of dealing mobile messaging in APr
[image: ]
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Figure 9-3 Flows of dealing mobile messaging in AMon
10. [bookmark: _Toc363132186][bookmark: _Toc417080516]Mobile message anti-spam processing
In the mobile messaging anti-spam process, adaptive mechanism should be introduced to accommodate the constantly emerging new spam and their new variations. In general, it can be considered that the anti-spam process consists of 10 procedures as shown in Figure 310-1. These procedures constitute an adaptive system which contributes to the optimization of system performance.


Figure 10-1 Anti-spam processing procedures 
Proc.1：Message filtering 
Based on policies and filtering rules, APr filters and intercepts spam messages before sending legitimate messages to the recipient. These filtering rules can be set by operators, or beset by user customization. 
Proc.2：User sSpam reporting
Mobile message client If users think that they received spam they can sends user’s complaints to APr to report the unfiltered spam. This will help operators to improve their filtering rules. The user reports may include information such as sender’s phone number, time of reception, and the content of the spam.
Proc.3：Suspicious spam reportingforwarding
Editor’s note: Make sure that “suspicious” is the proper word here. If necessary, rephrase it to avoid confusion.
If APr suspects that a message is a spam, it will be sent to AMon for verification. The suspicious spam can be either detected by the filtering system or from user reports.
Proc.4：Spam verification
AMon tackles all these suspicious spam reporting by verifying these messages. The verifying of a spam includes verifying if the content is really spam and validatesthe sending behaviour is intended. This procedure maybe complex and based on manual intervention. Some information can be supplement to this judgement, e.g. the suspicious spammer's and reporter’s reputation.
Proc.5：System performance monitoring
AMon is also responsible for monitoring the performance of the spam filtering system. It collects data from APr to generate performance reports from Apr and analyzes them. The performance report may include real-time performance, false positive rate and false negative rate, etc.
Proc.6：Spam analysis
The confirmed spam will be stored as spam samples in spam databases. Periodically, AMon may analyze them and identify new patterns and characteristics from these spam samples. This will help on improving the filtering rules and performance of the system. 
Proc.7：Spam statistics reporting
AMon is also responsible for generating statistic reports of its anti-spam domain and reports them to AMgmt. The reports may include identified new patterns and characteristics of spam, as well as the performance of APrs.
Proc.8：Information sharing 
AMgmt exchanges spam information with trusted peers.Complying with the consensus of the negotiation, the information may include complaint feedback, new characteristics of spam, malicious spammer and performance of the filtering system.
Proc.9：Statistic feedback
AMon analyzes the feedbacks from AMgmt, which include exchanged shared information on new spams, complaint feedbacks from other domains, etc. AMon then updates its spam database with the new spam samples.
Proc.10：Countering measures adjusting
Comparing the statistics report of  itself and information feedback from trusted peers, AMgmt evaluates the anti-spam performance of the spam filtering system for possible improvements. Based on the evaluation result, measures and policies may be adjusted and collaboration mechanisms with other domains may be changed. Relative Relevant measures will be carried out, such as establish or disestablish trusted relationship and distributing new filtering rules and policies to APrs.
Editor’s note: Add reference section in this document by referring to MAAWG, GSMA, etc.

_______
	Attention: This is not a publication made available to the public, but an internal ITU-T Document intended only for use by the Member States of ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of ITU-T.
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