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This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG
1. Trusted Mobility Solutions (TMS)
· ETSI NFV Collaboration – March 2015 – ongoing

· Active participation in NFVSEC meetings and biweekly teleconferences aiming on specifying NFV platform integrity

· TCG / OMA Collaboration – May 2015 – ongoing

· Joint teleconference on August 3, 2015 to define opportunities and technical scope of collaboration  between TCG TMS and OMA DM

· Consensus – Provisioning of TCG components is suitable for OMA DM

· Consensus – TNC monitoring of mobile devices is out-of-scope for OMA DM
· ACTION – OMA DM leadership to forward appropriate OMA DM documents to TCG to guide in preparing new XML schema for provisioning TCG components, including examples of XML schema from other SDOs outside OMA.

· ACTION – TCG TMS WG to research TCG APIs for provisioning of TCG components.

· ACTION – TCG TMS WG to sketch new XML schema for provisioning of TCG components.

· Mobile device management, posture assessment, device compliance

· Device identity attestation, device provisioning, device runtime integrity

· Potential – TNC Client/Server over OMA LWM2M (DTLS over SMS)

· Potential – IETF Posture Concise Encoding in CBOR (PC-TNC)

· TCG / SAE Collaboration – December 2014 – ongoing

· Secure automotive requirements, protocols, and solutions

· SAE Vehicle Electrical System Security Committee – TCG members

· SAE Vehicle Electrical Hardware Security Task Force – TCG members

· TCG / RSA USA – 20 April 2015

· 11th Annual TCG Monday Seminar at RSA

· Keynote and panels on Roots-of-Trust, IoT, and Mobile topics

· Over 20 demos w/ 26 companies using TCG technologies

· TCG / SAE World Congress – 22 April 2015

· Secure remote automotive software update prototype demonstration

· TCG TPM 2.0 Auto Thin Profile 1.0 – March 2015
http://www.trustedcomputinggroup.org/resources/tcg_tpm_20_library_profile_for_automotivethin
TCG – Published deliverables
· Trusted Platform Module (TPM) 2.0 Library – October 2014
http://www.trustedcomputinggroup.org/resources/tpm_library_specification
· Roots-of-trust, key creation/management, attestation, signatures, multi-factor authentication, audit trail, sessions, roll-back protection

· TPM 1.2 and TPM 2.0 specs are ISO 11889:2009/2015 and are implemented in more than two billion devices

· Servers, PCs, tablets, smartphones, printers, kiosks, industrial systems, embedded systems, and more

· TPM 2.0 Library Errata 1.2 – February 2015
http://www.trustedcomputinggroup.org/resources/errata_for_tpm_library_specification_20
· TCG Algorithm Registry 1.22 – February 2015
http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry
· RSA, ECC Curves, Hash Algorithms, Symmetric Ciphers, etc.

· A Practical Guide to TPM 2.0 – February 2015
http://www.trustedcomputinggroup.org/resources/a_practical_guide_to_tpm_20 http://www.apress.com/9781430265832
· Will Arthur (Intel) and David Challener (Johns Hopkins University) with Ken Goldman (IBM)

· eBook version is FREE for download

· TNC IF-TNCCS TLV Binding 2.0 – May 2014 – also RFC 5793
http://www.trustedcomputinggroup.org/resources/tnc_iftnccs_specification
· Posture Broker – endpoint integrity measurement (IETF NEA PB-TNC)

· TNC IF-M TLV Binding 1.0 – May 2014 – also RFC 5792
http://www.trustedcomputinggroup.org/resources/tnc_ifm_tlv_binding_specification
· Posture Attribute – endpoint standard attributes (IETF NEA PA-TNC)

· TNC IT-T TLS Binding 2.0 – February 2013 – also RFC 6876
http://www.trustedcomputinggroup.org/resources/tnc_ift_binding_to_tls
· Posture Transport – endpoint attribute transport (IETF NEA PT-TLS)

· Storage Security Subsystem: Enterprise 1.0 – January 2011
http://www.trustedcomputinggroup.org/resources/storage_work_group_storage_security_subsystem_class_enterprise_specification
· Core specification for enterprise self-encrypting drives (servers)

· Storage Security Subsystem: Opal 2.0 – February 2012
http://www.trustedcomputinggroup.org/resources/storage_work_group_storage_security_subsystem_class_opal
· Core specification for Opal self-encrypting drives (desktops/laptops)

· TPM 2.0 Mobile Reference Architecture – December 2014
http://www.trustedcomputinggroup.org/resources/tpm_20_mobile_reference_architecture_specification
· Secure boot, measured boot, protected environment, security requirements, and implementation examples for all mobile devices

Meetings: 
TCG Members Meeting, October 20-23, 2015 in Montreal, CA
TCG Members Meeting, February 22-26, 2016 in TBD location (North America)
TMS WG meets every Monday and Friday at 12-13 ET

2. Conclusion

It is proposed to add the contents of this contribution in the Section 6.7 (Reports and Liaisons from other Groups – TCG) of SA3#80 meeting report
