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Abstract of the contribution: 
This contribution proposes to add a test case related to the requirement 5.2.4.1.1.2 of TS 33.117.

Introduction 
This contribution proposes to add a test case related to the requirement 5.2.4.1.1.2 of  TS 33.117.
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since  in TS 33.117 the test case immediately follows the requirement.
Proposed pCR 
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[bookmark: _Toc423614557][bookmark: _Toc425429321][bookmark: _Toc425429439][bookmark: _Toc425432287]5.2.4.1.1.2	Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 
Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:
-	Destination Unreachable [Type 3 (v4), Type 1 (v6)]
-	Parameter Problem [Type 12 (v4), Type 4 (v6)]
-	Packet Too Big [Type 2 (only v6)]
-	Neighbour Solicitation [Type 135 (only v6)]
[bookmark: EDM_Bookmark_]-	Neighbour Advertisement [Type 136 (only v6)]
The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):
-	Echo Request [Type 8 (v4), Type 128 (v6)]
-	Echo Reply [Type 0 (v4), Type 129 (v6) ]
-	Time Exceeded [Type 11 (v4), Type 3 (v6)]
It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types: ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).
Threat References: TBA
[bookmark: _GoBack]Security Objective References: TBA
Test case: TBA
Test Name: TC_HANDLING_OF_ICMP
[bookmark: wp1054157]Purpose: 
To verify that the network product does not process under any circumstances, the following ICMPv4 types:  
1. "Timestamp Reply (14),"
2. "Netmask Reply (18)," 
3. "Information Reply (16)" 
4. "Redirect (5)"
To verify that the network product does not process under any circumstances, the following ICMPv6 types:  
5. "Router Solicitation" (133), 
6. "Router Advertisement" (134) 
7. "Redirect" (137).
To verify that the network product by default does not handle the following ICMP types but it permits anyway to enable these types if required (e.g. for debugging).
8. Echo Request [Type 8 (v4), Type 128 (v6)]
9. Echo Reply [Type 0 (v4), Type 129 (v6) ]
10. Time Exceeded [Type 11 (v4), Type 3 (v6)]
Procedure and execution steps:
Pre-Conditions:
· The manufacturer declares in the documentation accompanying the network product at least the following information: 
· The handling of the unused ICMP types (e.g. no responses are generated to)
· The permitted ICMP types for both ICMPv4 and ICMPv6
· Guidelines on how to change default settings for the ICMPv4 and ICMPv6  Type handling.
· The network product has at least one physical interfaces named if1.
· A network traffic analyser on the network product (e.g. TCPDUMP) is available.
· The tester has administrative privileges.
· A tester machine is available and equipped with a packets generator tool (e.g. hping).

Execution Steps

1. The tester logs in the network product.
2. For each ICMPv4 type “Timestamp Reply (14)," "Netmask Reply (18),"  "Information Reply  (16)" and "Redirect (5)":
a. [bookmark: GUID-FF673799-175B-41BB-8309-2ACF7528D1B]Using the tester machine the tester sends an ICMPv4 packet to the if1 interface of the network 
b. Using the network traffic analyser on the network product, the tester verifies that for each ICMPv4 Type a packet is received by the network product but it is dropped and no answer is sent back.
3. For each ICMPv6 type  "Router Solicitation" (133), "Router Advertisement" (134) and "Redirect" (137):
a. Using the tester machine the tester sends an ICMPv6 packet to the if1 interface of the network product
b. Using the network traffic analyser on the network product, the tester verifies that the ICMP packet is received by the network product but it is dropped and no answer is sent back.
4. For each ICMPv4/v6 type " Echo Request" (8/128), " Echo Reply " (0/129) and " Time Exceeded" (11/3):
a. Using the tester machine the tester sends an ICMPv4/ICMPv6 packet to the if1 interface 
b. Using the network traffic analyser on the network product, the tester verifies that the ICMPv4/ICMPv6 packet is received by the network product but it is dropped as expected according to the default configuration.
5. For each ICMPv4/v6 type that is " Echo Request" (8/128), " Echo Reply " (0/129) and " Time Exceeded" (11/3):
a. The tester changes the (default) configuration setting to enable the use of the specific ICMPv4/ICMPv6  type (e.g. Echo Reply)
b. Using the tester machine the tester sends to the if1 interface an ICMPv4/ICMPv6 packet of the enabled type 
c. Using the network traffic analyser on the network product, the tester verifies that the ICMPv4/ICMPv6 packet is received by the network product and it is processed, that is a response is generated. 
d. Using the tester machine the tester sends to the if1 interface an ICMPv4/ICMPv6 packet of a type different from the enabled one. 
e. Using the network traffic analyser on the network product, the tester verifies that the ICMPv4/ICMPv6 packet is received by the network product but it is dropped as expected according to the default configuration. 
Expected Results:
For step 2 the network product discards the ICMPv4 packets with type “Timestamp Reply” (14), "Netmask Reply” (18),  "Information Reply” (16) and  "Redirect” (5)
For step 3 the network product discards the ICMPv6 packets with type "Router Solicitation" (133), "Router Advertisement" (134) and "Redirect" (137).
For step 4 the network product correctly drops ICMPv4/v6 packets with  type "Echo Request" (8/128), " Echo Reply" (0/129) and “Time Exceeded" (11/3) according to the default configuration. 
For step 5 the network product accepts/drops ICMPv4/v6 packets with  type " Echo Request" (8/128), " Echo Reply" (0/129) and "Time Exceeded" (11/3) according to the performed configuration. 
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Tools used and their configuration
· Settings and configurations used
· Pcap trace
· Screenshot
· Test result (Passed or not)
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