3GPP TSG SA WG3 (Security) Meeting #80                                                         S3-151706
24-28 August 2015, Tallinn (Estonia)
	
Source:	Telecom Italia
Title:	Editorial Changes to TS 33.117 v011
Document for:	Discussion/approval
Agenda Item:	
Work Item / Release:	SCAS / Rel-13 
Abstract of the contribution: This contribution proposes some editorial changes to TS 33.117 v011.
Introduction 
This contribution proposes to:
· replace the “TOE” and the system term with the term “network product” as agreed during the past conference calls.
· Update the reference to the correct clauses of the TS 33.117 v011.
Proposed pCR
[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF FIRST CHANGE	***
5.2.3.4.2.2	Predefined accounts shall be deleted or disabled.
Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login. In any case disabled or locked accounts shall be configured with a complex password as specified in clause 5.2.3.4.3.1 Password StructureB.3.3.4.3.1. This is necessary to prevent unauthorized use of such an account in case of mis-configuration.
Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA
***	END OF THE CHANGE	***
***	BEGIN OF THE NEXT CHANGE	***
[bookmark: _Toc425429344][bookmark: _Toc425429462][bookmark: _Toc425432308]5.3.2.2	Restricted reachability of services
Requirement Name: The network productTOE shall restrict the reachability of services
Requirement Reference: TBA 
Requirement Description: 
The network productTOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network productsystem itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause 5.2.6.2.1 B.3.7.2.1 Packet Filtering.
EXAMPLE:	Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
***	END OF THE CHANGE	***
***	BEGIN OF THE NEXT CHANGE	***
[bookmark: _Toc425429345][bookmark: _Toc425429463][bookmark: _Toc425432309]5.3.2.3	No unused software
Requirement Name: Unused software shall not be installed or shall be uninstalled.
Requirement Reference: TBA 
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the network productsystem shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc425429346][bookmark: _Toc425429464][bookmark: _Toc425432310]5.3.2.4	No unused functions
Requirement Name: Unused functions of the network productTOE's software and hardware shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause “5.3.2.3 No unused software” B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the network productsystem permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after the network productsystem reboot.
EXAMPLE: 	A debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the network productTOE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc425429347][bookmark: _Toc425429465][bookmark: _Toc425432311]5.3.2.5	No unsupported components
Requirement Name: The network productTOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Reference: TBA 
Requirement Description: 
The network productTOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF THE CHANGE	***
***	BEGIN OF THE NEXT CHANGE	***
[bookmark: _Toc425429321][bookmark: _Toc425429439][bookmark: _Toc425432287]5.2.4.1.1.2	Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 
Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the network productTOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The network productTOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:
-	Destination Unreachable [Type 3 (v4), Type 1 (v6)]
-	Parameter Problem [Type 12 (v4), Type 4 (v6)]
-	Packet Too Big [Type 2 (only v6)]
-	Neighbour Solicitation [Type 135 (only v6)]
[bookmark: EDM_Bookmark_]-	Neighbour Advertisement [Type 136 (only v6)]
The network productTOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):
-	Echo Request [Type 8 (v4), Type 128 (v6)]
-	Echo Reply [Type 0 (v4), Type 129 (v6) ]
-	Time Exceeded [Type 11 (v4), Type 3 (v6)]
It is possible that other types will be necessary. This should be checked in each individual case. The network productTOE shall not respond to or process, under any circumstances, the following types: ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
***	END OF THE CHANGE	***
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