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Note: Hyperlinks to tdocs will work only if the present report is in a subdirectory named "report" and the tdocs themselves are in a parallel subdirectory names "docs".

1
Opening of the Meeting

Marcus Wong welcomed the attendees to Nanjing on behalf of Huawei and gave some practical hints.

2
Approval of Agenda and Meeting Objectives

3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

S3-151259
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



4
Meeting Reports

4.1
Approval of the Report from SA3 #78

S3-151262
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was approved.



4.2
Report from SA #67

S3-151260
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Decision: 

The document was noted.



4.3
Report from SA3-LI 

SA3-LI is meeting next week in Nashville (US).

5
Items for early consideration

Possible Ad-hoc meeting on SCAS: 29th-30th June

6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-151227
LS on I-WLAN specification maintenance





Source: SP-150158

Abstract: 

-

Decision: 

The document was noted.



6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

S3-151217
Reply LS on VoLTE Roaming Architecture





Source: GSMA NG

Abstract: 

-

Discussion: 

It was commented that SA3 didn't need to start any work.

Alf (NTT-Docomo) proposed an email discussion according to SA3-LI's outcome in order to get to the July deadline. 

Nokia Networks commented that there is need to implicate SA3, SA3-LI can do it on their own.

Sprint commented that there might be implications on the SA3-LI's response to this LS so SA3 may need time to address them as well. A tdoc number was given to have the email discussion.

SA3 will respond to this LS and to the LS in 221 through 417. If there are no implications for SA3's work the LS will not be answered.

Decision: 

The document was postponed..



S3-151221
Reply to LS related to Mobile VoIP IMS Roaming





Source: GSMA PSMC

Abstract: 

-

Decision: 

The document was postponed .



S3-151417
Email discussion on VoLTE roaming architecture





Source: NTT-Docomo

Discussion: 

The LS will be sent depending on the discussions in SA3-LI in the next meeting in Nashville.

Decision: 

The document was withdrawn.



6.5
3GPP2

6.6
OMA

6.7
TCG

•
Memorandum of Understanding with ETSI – signed on March 17, 2015

The agreement between TCG and ETSI identifies mutually important topics, including cloud services and platform runtime integrity for telecom infrastructure  and mobile devices.

This agreement enables cooperation between the TCG Trusted Mobility Solutions (TMS) work group and the following ETSI committees: ISG NFV (Network Functions Virtualization), TC LI (Lawful Intercept), TC CYBER (Cyber security), and TC NTECH (Network Technologies).  The agreement allows further collaboration between other TCG work groups and ETSI committees.TCG is already making contributions to ETSI ISG NFV regarding platform security and remote attestation using TCG technologies.

•
  Current Work Items:

•
  TMS Use Cases v2 - Enterprise Mobile Devices and Mobile Banking

o
    Expand scope  from TMS Use Cases v1 to all mobiles (BYOD/CYOD/COPE )

o
   Add new Mobile Payment use case – collaboration w/ Mobey Forum

o
   Q1 2015 – Draft  to be submitted for TCG Board  review

•
  TMS Presentations – Technology Talks and Demos

o
    Demos (e.g.,TNC posture) of mobile devices and enterprise networks

o
   Talks on OMA, Mobey Forum, US NIAP profiles, US NIST documents, etc.

o
   Talks on operating systems, device management, hardware architecture, etc.

o
   Q4 2015 – ongoing into the future

o
   ETSI GA presentation

•
  Collaboration with external bodies often via joint TMS WG members and formal liaisons:

•
  ETSI (NFV ISG, TC CYBER, TC LI, TC NTECH) - current

•
  Global Platform – current

•
  Mobey Forum – current (in-person participation in Mobey forum meeting and Mobey Days in September ‘2015) – presentation and Mobile Payments Panel

•
  Open Mobile Alliance – External Liaison Agreement received from OMA. Currently under TCG Board review

•
  3GPP (SA3) – informal liaisons. 

Next meeting: TCG Members Meeting, June 15-19, 2015 in Edinburgh, UK

(S3-151389 contains this text as well)

S3-151389
TCG progress report for TMS WG





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG

Discussion: 

With regards to 3GPP SA3 the relationship stays the same, exchange of work through LS.

Decision: 

The document was noted.



6.8
oneM2M

6.9
TC-CYBER

The Chairman presented the update from ETSI TC CYBER:

- Report available in CYBER(15)003029

- There was progress in all work items

- New work item on “Structured threat information sharing” was agreed.

6.10
ETSI NFV security

The Chairman gave an update on the security work in ETSI ISG NFV:

Report available in NFVSEC(15)000050

NFV Security group is working on 7 informative WIDs as listed below:

SEC002: Cataloguing security features in management software relevant to NFV 

SEC004: Report on Lawful Interception Implications  

SEC005: Report on Certificate Management 

SEC006: Report on Security Aspects and Regulatory Concerns

SEC007: Report on Attestation Technologies and Practices for Secure Deployments 

SEC008: Security Monitoring Report

SEC009: Report on use cases and technical approaches for multi-layer host administration – New work item

All WIDs are on track

Alex (BT) encouraged companies to attend ETSI ISG NFV meetings and participate in their work. He pointed out that NFV security work in 3GPP will be much more limited.

It was clarified that their conference calls are official meetings as well.

Nokia Networks pointed out that there should be no overlap with what ETSI is doing. Huawei commented that they have a SCAS-NFV document for the current meeting.

6.11
Other Groups

S3-151216
LS on TLS and DTLS terminology





Source: ITU-T SG16

Abstract: 

-

Discussion: 

The LS information is directed to CT groups.

Decision: 

The document was noted.



S3-151222
Liaison about the creation of ETSI ISG QSC (Quantum Safe Cryptography)





Source: ETSI ISG QSC

Abstract: 

-

Decision: 

The document was noted.



7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

7.1.2
Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

The Chairman commented that the TR should have been sent in the previous SA Plenary and for approval for the next SA plenary in June. An exception sheet is needed.

S3-151224
Reply LS on end-to-end WebRTC-IMS security





Source: S1-150212

Abstract: 

-

Decision: 

The document was replied to in S3-151499.



S3-151499
Reply to: Reply LS on end-to-end WebRTC-IMS security





Source: Ericsson

Decision: 

The document was approved.



S3-151286
pCR: Section 6.3.4: Assessment and conclusion on candidate solutions for TURN authentication





TR 33.872 v..





Source: Alcatel Lucent Huawei HiSilicon

Abstract: 

This contribution provides assessment of the two candidate solutions for TURN authentication.

Discussion: 

Nokia Networks commented that whatever information we bring into will not be normative but informative text for the options.

Decision: 

The document was revised to S3-151462.



S3-151462
pCR: Section 6.3.4: Assessment and conclusion on candidate solutions for TURN authentication





TR 33.872 v..





Source: Alcatel Lucent Huawei HiSilicon

(Replaces S3-151286)

Decision: 

The document was approved.



S3-151287
pCR: Editorial corrections and clarifications for OAuth based TURN authentication





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

This contribution provides editorial corrections to section 6.3.2 and also expands section 6.3.2.1 by providing more introductory text about the proposed TURN protocol enhancements for third party authorization using OAuth.

Decision: 

The document was approved.



S3-151288
pCR: Clarification of TURN credential provision flow using eP-CSCF





TR 33.872 v..





Source: Huawei, Hi-Silicon, Alcatel-Lucent

Abstract: 

This contribution updates Figure 6.3.3-1 in the TR

Decision: 

The document was approved.



S3-151289
CR to TS 33.203 - Solutions for TURN credential provisioning and authentication





33.203
  CR-0233  (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

Abstract: 

Solutions for TURN credential provisioning and authentication

Decision: 

The document was withdrawn.



S3-151314
WebRTC e2e security





Source: Ericsson

Abstract: 

-

Discussion: 

Sprint considered that this is an incorrect extension of the regulatory framework. It is still in scope of 3GPP.

NTT-Docomo agreed with Sprint. There are cases when the LI requirements are more relaxed.

Sprint didn't agree with the text since it implies that all regulatory frameworks require LI in all cases. This is not true.

It was agreed to remove the last sentence and reword the other paragraphs.

It was agreed to have an editor's note for the e2e aspects.

Nokia Networks wanted another editor's note on being be more specific about the inclusion of fingerprints in 3GPP or not. This editor's note would be removed by next meeting.

Decision: 

The document was revised to S3-151463.



S3-151463
WebRTC e2e security





Source: Ericsson

(Replaces S3-151314)

Decision: 

The document was approved.



S3-151330
Discussion of End-to-End WebRTC-IMS Security





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

As opposed to Ericsson's view, Huawei offered a possible solution.

Ericsson commented that IMS is involved in the key management. The operator is involved in the key management, then the LI regulations apply.

ORANGE: the solution shall apply to LI requirements and this solution is outside LI regulation.

BT: the LI regulations don't apply to some service scenarios. Specifying end-to-end is going to be a problem for operators very quickly.

Nokia Networks: is there a business for 3GPP with providing end-to-end security?

The document was decided to be discussed in the next meeting and noted for this one.

Decision: 

The document was noted.



S3-151464
draft TR 33.872





Source: Rapporteur

Decision: 

The document was approved.



S3-151465
Exception  sheet iWebRTC





Source: Rapporteur

Decision: 

The document was approved.



S3-151466
Presentation sheet TR 33.872





Source: Rapporteur

Decision: 

The document was approved.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

S3-151290
CR to TS 33.223: change to AUTN length





33.223
  CR-0024  (Rel-12) v12.0.0





Source: Gemalto, Ericsson

Abstract: 

Change to AUTN length

Decision: 

The document was agreed.



S3-151291
Change to AUTN length





33.223
  CR-0025  (Rel-11) v11.0.0





Source: Gemalto, Ericsson

Abstract: 

Change to AUTN length

Decision: 

The document was agreed.



S3-151292
Change to AUTN length





33.223
  CR-0026  (Rel-10) v10.0.0





Source: Gemalto, Ericsson

Abstract: 

Change to AUTN length

Decision: 

The document was agreed.



S3-151293
Change to AUTN length





33.223
  CR-0027  (Rel-9) v9.1.0





Source: Gemalto, Ericsson

Abstract: 

Change to AUTN length

Decision: 

The document was agreed.



S3-151294
Change to AUTN length





33.223
  CR-0028  (Rel-8) v8.6.0





Source: Gemalto, Ericsson

Abstract: 

Change to AUTN value

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-151271
Update on Security Procedure for Data Transfer to UE





33.401
  CR-0547  (Rel-12) v12.14.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia Networks commented that we usually leave failure cases for stage 3. There is no need for this. Ericsson supported this.

Huawei commented that this is coming directly from implementation. This is better needed in stage 2.

BT commented that this is correcting Rel-12, but it's been here for a while, since previous releases and there haven't been implementation problems.

Decision: 

The document was noted.



7.7.2
Dual Connectivity for LTE (earlier Small Cell Enhancement)

7.7.3
TS 33.402 Issues

7.7.4
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects of Proximity-based Services

S3-151373
Clarification on PC3ch (charging interface) security





33.303
  CR-0067  (Rel-12) v12.3.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-151400
CR_ProSe NAF Key Indication





33.303
  CR-0057  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

This CR addresses the current EN is clause 5.3.3 of TS33.303

Decision: 

The document was revised to S3-151468.



S3-151468
CR_ProSe NAF Key Indication





33.303
  CR-0057  rev 1 (Rel-12) v12.3.0





Source: Alcatel-Lucent

(Replaces S3-151400)

Decision: 

The document was agreed.



S3-151375
Correction of standalone BSF term





33.303
  CR-0068  (Rel-12) v12.3.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-151211
draft_CR ProSe Sec Annex F





33.303
  CR-0060  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

Annex F corrections to show KMS and PC8

Discussion: 

Ericsson: The correct name is Prose Key Management Function, not KMS.

Decision: 

The document was revised to S3-151469.



S3-151469
Annex F correction to show ProSe Key Management Function KMS and PC8





33.303
  CR-0060  rev 1 (Rel-12) v12.3.0





Source: Alcatel-Lucent

(Replaces S3-151211)

Decision: 

The document was agreed.



S3-151249
Correction of the hash input parameters for proximity request





33.303
  CR-0062  (Rel-12) v12.3.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia networks commented that there is an inconsistency between the picture and the text in step 4. Step 3 and step 4 needed to be updated.

Decision: 

The document was revised to S3-151470.



S3-151470
Correction of the hash input parameters for proximity request





33.303
  CR-0062  rev 1 (Rel-12) v12.3.0





Source: Huawei, HiSilicon

(Replaces S3-151249)

Decision: 

The document was agreed.



S3-151232
Section 6.3.1.2 - Mechanism for replay protection in EPC-level discovery





33.303
  CR-0061  (Rel-12) v12.3.0





Source: Alcatel Lucent

Abstract: 

Mechanism for replay protection of Proximity Request messages in EPC-level discovery

Discussion: 

The Chairman pointed out that this category of CRs is not allowed anymore for rel-12.

Vodafone commented that they don’t see the possibility of replay attacks.

Decision: 

The document was noted.



S3-151284
ProSe: Discussion on using uni-directional versus bi-directional mode of communication for ProSe Bearer layer security





Source: Alcatel Lucent

Abstract: 

Unidirectional versus Bidirectional mode of communication for ProSe Bearer level security

Discussion: 

Qualcomm didn't agree with the proposal of the document.

Decision: 

The document was noted.



S3-151285
ProSe: Discussion paper comparing HTTP/TLS with MIKEY/UDP for PC8 communication





Source: Alcatel Lucent

Abstract: 

Comparing HTTP/TLS with MIKEY/UDP for PC8 communication

Discussion: 

CESG commented that the MIKEY solution is useful with a large group, better than TLS solution.

Ericsson: we cannot change anything in Rel-12 unless it is broken. I haven't seen any argumentation for having MIKEY not working.

ALU asked if this could be considered for Rel-13 instead.

Ericsson: we would have to see how this would interwork with a Rel-12 UE.

Decision: 

The document was noted.



S3-151274
draft_CR ProSe Sec 6 2 3





33.303
  CR-0059  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

Clarifications to clause 6.2.3 to use only TLS between UE and PKMF

Decision: 

The document was noted.



S3-151250
Correction on PTK ID handing





33.303
  CR-0063  (Rel-12) v12.3.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151522.



S3-151522
Correction on PTK ID handing





33.303
  CR-0063  rev 1 (Rel-12) v12.3.0





Source: Huawei, HiSilicon

(Replaces S3-151250)

Decision: 

The document was agreed.



S3-151322
CR on PGK expiration of TS 33.303





33.303
  CR-0064  (Rel-12) v12.3.0





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-151471.



S3-151471
CR on PGK expiration of TS 33.303





33.303
  CR-0064  rev 1 (Rel-12) v12.3.0





Source: ZTE Corporation, China Unicom

(Replaces S3-151322)

Discussion: 

Qualcomm didn’t agree with the text on the PGK (that hasn’t expired).

China Mobile supported the contribution.

Only the first change stayed, then the contribution was agreed.

Decision: 

The document was agreed.



S3-151369
UE obtaining the current time UTC from the BSF





33.303
  CR-0066  (Rel-13) v12.3.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-151385
Clarifying MIC Calculation is based on parameters, not the discovery message itself





33.303
  CR-0065  (Rel-12) v12.3.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was agreed.



S3-151401
CR_ProSe Clause 6 1 3 3 VPLMN clarification





33.303
  CR-0058  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

This CR proposes clarification text in TS33.303 clause 6.1.3.3 description.

Decision: 

The document was revised to S3-151472.



S3-151472
CR_ProSe Clause 6 1 3 3 VPLMN clarification





33.303
  CR-0058  rev 1 (Rel-12) v12.3.0





Source: Alcatel-Lucent,Nokia Networks
(Replaces S3-151401)

Decision: 

The document was agreed.



7.10 
Security Aspects of Group Communication System Enablers for LTE

S3-151218
LS on Enable MB2 authorization





Source: C3-150424

Abstract: 

-

Decision: 

The document was replied to in S3-151480.



S3-151480
Reply to: LS on Enable MB2 authorization





Source: Ericsson,Nokia Networks

Decision: 

The document was approved.



7.11
Security Assurance Specification for 3GPP Network Products

S3-151327
SCAS: Revision of critical assets





Source: China Mobile

Abstract: 

-

Discussion: 

Ericsson commented that this is already covered by the software before.

China Mobile disagreed with this. 

Alcatel-Lucent wanted to know about the nature of the files they were referring to. Ericsson agreed.

Decision: 

The document was revised to S3-151420.



S3-151420
SCAS: Revision of critical assets





Source: China Mobile

(Replaces S3-151327)

Decision: 

The document was approved.



S3-151264
Threats T9 and T10





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-151266
Threats T30, T36, and T43





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Telia Sonera wanted to detail better the human error aspect and offered to work on the last clause to reflect this for the next meeting.

Decision: 

The document was revised to S3-151421.



S3-151421
Threats T30, T36, and T43





Source: Huawei, HiSilicon, Telia Sonera

(Replaces S3-151266)

Discussion: 

It removes the last clause

Decision: 

The document was approved.



S3-151268
Threat T44





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Telecom Italia: no need to add a new category and there's an overlap with contribution 326.Merged with 326.

Decision: 

The document was revised to S3-151422.



S3-151324
SCAS: Add Malware to Annex A





Source: China Mobile

Abstract: 

-

Discussion: 

Telecom Italia commented that this doesn't follow the agreement from the last SA3 meeting.

Telia Sonera asked if it should have their own category since it is affecting several things.

This was discussed offline.

Decision: 

The document was revised to S3-151423.



S3-151423
SCAS: Add Malware to Annex A





Source: China Mobile

(Replaces S3-151324)

Decision: 

The document was approved.



S3-151326
SCAS: Add security threats caused by lack of MME traffic isolation to Annex A





Source: China Mobile

Abstract: 

-

Discussion: 

Commented together with 268 and merged.

Decision: 

The document was revised to S3-151422.



S3-151422
SCAS: Add security threats caused by lack of MME traffic isolation to Annex A





Source: China Mobile,Huawei,HiSilicon

(Replaces S3-151326)

Discussion: 

Merge of 326 and 268

Decision: 

The document was approved.



S3-151325
SCAS: Add a threat to Annex A





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-151475.



S3-151475
SCAS: Add a threat to Annex A





Source: China Mobile

(Replaces S3-151325)

Decision: 

The document was approved.



S3-151265
SCAS: Discussion on handling of requirements 6.7 from main body of TR and DT catalogue requirements 3.01-20 to 3.01-22 in Annex C of TR 33.806





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was noted.



S3-151267
SCAS: pCR to TR 33.806 on merging requirements on Protecting Sessions





Source: Alcatel-Lucent

Abstract: 

-

Discussion: 

Huawei on B.3.3.5.2 clarified that it should be an user session, not " a session". There may be processes that will be terminated and not showing apparent activity.

It was proposed to refer to an O&M session instead.

Decision: 

The document was revised to S3-151424.



S3-151424
SCAS: pCR to TR 33.806 on merging requirements on Protecting Sessions





Source: Alcatel-Lucent

(Replaces S3-151267)

Decision: 

The document was approved.



S3-151269
SCAS: pCR to TR 33.806 on merging requirements on Protecting User Sessions





Source: Alcatel-Lucent

Abstract: 

-

Discussion: 

Nokia Networks queried about "session ID data" and session ID". ALU replied that there is no difference and that they would remove the "data" word.

This and other proposed changes were addressed in the revision.

Decision: 

The document was revised to S3-151425.



S3-151425
SCAS: pCR to TR 33.806 on merging requirements on Protecting User Sessions





Source: Alcatel-Lucent

(Replaces S3-151269)

Decision: 

The document was approved.



S3-151339
Proposed handling of privacy-related requirements in SCAS (TR 33.806)





Source: Nokia Networks, Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151341
pCR to TR 33.806 on merging requirements on HTTPS





Source: Nokia Networks

Abstract: 

-

Discussion: 

Orange why TLS 1.1 is not required. Nokia replied that everybody is supporting 1.2.

Decision: 

The document was approved.



S3-151343
pCR to TR 33.806 on test case for requirements on HTTPS





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151238
SCAS: Clarification/Improvements protection management data in transit requirements





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151349
pCR to TR 33.806 on GTP-C filtering requirements





Source: Nokia Networks

Abstract: 

-

Discussion: 

It will take changes proposed in 409 plus addressing companies' comments.

Decision: 

The document was revised to S3-151426.



S3-151426
pCR to TR 33.806 on GTP-C filtering requirements





Source: Nokia Networks,Telecom Italia, Telia Sonera

(Replaces S3-151349)

Decision: 

The document was approved.



S3-151409
Comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)





TR 33.806 v..





Source: Telecom Italia S.p.A, Telia Sonera

Abstract: 

The present contribution provides Telecom Italia and Telia Sonera comments on the TD S3-151349 and proposes some changes accordingly

Discussion: 

Vodafone: these requirements look like 3GPP functionality. Are we sure we want to mandate this? It should be conditional. BT agreed.

Telia Sonera wanted to keep the white list on NOTE3. Vodafone disagreed with this. Aguibou wanted to remove the whole NOTE 3 note, it is an implementation issue. Nokia Networks agreed.

The Chairman proposed to move NOTE3 as proposed by Telecom Italia.

Decision: 

The document was noted.



S3-151236
SCAS: Clarification/Improvements of packet filtering requirements





Source: Ericsson, Telecom Italia

Abstract: 

-

Discussion: 

Nokia Networks: Login of accepted messages should not mandated. Dropping and discarding are the same, we should stick to one term.

Huawei wanted to address the outgoing packets. Dropping them from the first requirement in B.3.7.2.1.

These and other changes were addressed in the revision.

Decision: 

The document was revised to S3-151427.



S3-151427
SCAS: Clarification/Improvements of packet filtering requirements





Source: Ericsson, Telecom Italia

(Replaces S3-151236)

Decision: 

The document was approved.



S3-151237
SCAS: Clarification/Improvements of packet filtering test cases





Source: Ericsson

Abstract: 

-

Discussion: 

Huawei: second test case should go away according to the previous contribution results.

China Mobile wanted to clarify the precondition on MME having two different physical Ethernet ports.

These were addressed in the revision.

Decision: 

The document was revised to S3-151428.



S3-151428
SCAS: Clarification/Improvements of packet filtering test cases





Source: Ericsson

(Replaces S3-151237)

Decision: 

The document was approved.



S3-151338
pCR to TR 33.806 on Security Functional Requirements deriving from 3GPP specifications





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151239
SCAS: Basic Vulnerability Testing requirements





Source: Ericsson

Abstract: 

-

Discussion: 

Telia Sonera wanted more clarification on the scope of vulnerability testing.

Nokia Networks added that false positives should be documented as well.

Huawei asked for more examples of testing tools.Ericsson commented that is more in GSMA's scope, but it was agreed to add more in a future contribution for next meeting.

Decision: 

The document was revised to S3-151429.



S3-151429
SCAS: Basic Vulnerability Testing requirements





Source: Ericsson

(Replaces S3-151239)

Decision: 

The document was approved.



S3-151337
Basic UNIX/Linux hardening





TR 33.806 v..





Source: TeliaSonera

Abstract: 

-

Discussion: 

Deutsche Telekom commented that being this specific would be better accommodated in a test case specific for LINUX.

It was agreed to put this in another location.

Decision: 

The document was revised to S3-151430.



S3-151430
Basic UNIX/Linux hardening





TR 33.806 v..





Source: TeliaSonera

(Replaces S3-151337)

Decision: 

The document was approved.



S3-151345
pCR to TR 33.806 on UNIX-related requirements





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151347
pCR to TR 33.806 on test case for requirements on Unique UID





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151245
Improving requirement B.4.3.2





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution proposes to improve the requirement B.4.3.2  Minimised kernel network functions as agreed during the SCAS conference call held on 1st April 2015.

Decision: 

The document was revised to S3-151432.



S3-151432
Improving requirement B.4.3.2





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151245)

Decision: 

The document was approved.



S3-151246
Adding test cases D.4.3.2.x related to Minimised kernel network functions





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution proposes to add to annex D of TR 33.806 the test cases D.4.3.2.x related to the requirement B.4.3.2 on Minimised kernel network functions.

Discussion: 

Huawei proposed to have separate test case for off-the-shelf equipment. This wasn't agreed.

Decision: 

The document was revised to S3-151433.



S3-151433
Adding test cases D.4.3.2.x related to Minimised kernel network functions





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151246)

Decision: 

The document was approved.



S3-151247
Adding 4.3.x Syn Flood Prevention requirement





TR 33.806 v..





Source: Telecom Italia S.p.A.

Abstract: 

This contribution proposes to add B.4.3.x Syn Flood Prevention requirement to TR 33.806

Decision: 

The document was revised to S3-151434.



S3-151434
Adding 4.3.x Syn Flood Prevention requirement





TR 33.806 v..





Source: Telecom Italia S.p.A.

(Replaces S3-151247)

Decision: 

The document was approved.



S3-151248
Adding test case D.4.3.x related to Syn Flood Prevention





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution proposes to add to annex D of TR 33.806 the test case D.4.3.x, related to the new requirement B.4.3.x on Syn Flood Prevention (see companion pCR TD S3-151247)

Decision: 

The document was revised to S3-151435.



S3-151435
Adding test case D.4.3.x related to Syn Flood Prevention





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151248)

Decision: 

The document was approved.



S3-151407
Web Server Hardening Requirements





TR 33.806 v..





Source: Deutsche Telekom AG

Abstract: 

Contents for Annex B.4.5

Discussion: 

Telia Sonera asked this document to be sent for email approval since it is a late document.

It was clarified that this was a copy and paste from a previous agreed document.

Decision: 

The document was revised to S3-151436.



S3-151436
Web Server Hardening Requirements





TR 33.806 v..





Source: Deutsche Telekom AG

(Replaces S3-151407)

Decision: 

The document was approved.



S3-151403
Fixing normative shalls and musts in 33.916





Source: NTT DOCOMO

Abstract: 

There are many SHALLs and MUSTs in TR33.916, which SHOULD not be there.

Decision: 

The document was approved.



S3-151351
Update of WID on Security Assurance Specification for





Source: Nokia Networks, Ericsson

Abstract: 

-

Discussion: 

China Mobile wanted to continue as Rapporteurs. 

Nokia Networks opposed to having another Rapporteur since they preferred to have someone who has worked in SCAS all along.

NTT-Docomo didn't have a problem with adding other names.

Decision: 

The document was revised to S3-151439.



S3-151439
Update of WID on Security Assurance Specification for





Source: Nokia Networks, Ericsson

(Replaces S3-151351)

Decision: 

The document was revised to S3-151532.



S3-151532
Update of WID on Security Assurance Specification for





Source: Nokia Networks, Ericsson,NTT-Docomo

(Replaces S3-151439)

Decision: 

The document was agreed.



S3-151352
Skeleton for TS 33.116 on Security Assurance Specification for 3GPP network product classes





Source: Nokia Networks

Abstract: 

-

Discussion: 

It was agreed to change the title of the spec with "MME product class" instead of 3GPP network class. This will be included in the revised WID.

It was agreed to remove the yellow highlighted sentence from the scope because it has been addressed already.

Decision: 

The document was revised to S3-151440.



S3-151440
Skeleton for TS 33.116 on Security Assurance Specification for 3GPP network product classes





Source: Nokia Networks

(Replaces S3-151352)

Decision: 

The document was approved.



S3-151353
Skeleton for TS 33.sas on Catalogue of General Security Assurance Requirements





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151441.



S3-151441
Skeleton for TS 33.sas on Catalogue of General Security Assurance Requirements





Source: Nokia Networks

(Replaces S3-151353)

Decision: 

The document was approved.



S3-151414
Discussion of way forward for SCAS - update





Source: Nokia Networks

Abstract: 

-

Discussion: 

Conference calls every two weeks.

Possible ad-hoc on SCAS.

Work split to be done offline.

It was proposed to do an ad-hoc meeting only for SCAS: 29-30th June in Sophia Antipolis, ETSI premises. No LS will be treated.

This document was endorsed by the group.

Decision: 

The document was noted.



S3-151415
List of open SCAS requirements in TR 33.806, Annex B





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-151258
NFV Security Assurance Discussion paper





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Huawei will bring a SID proposal for the next meeting.

Nokia Networks agreed with the proposal but had concerns on when to start the work given the current workload. Huawei commented that the end of 2015/ November could be a good start.

Ericsson warned against overlaps with ETSI NFV. We need to make clear what parts belong to us.

BT: NFV specifies the platform but not what it does. Anything regarding a specific element like MME is for 3GPP. 

Deutsche Telekom didn’t see a clear split of responsibility for the guest OS on top of a virtual platform, it's not clear who (ETSI or 3GPP) does this work. At least for the MME functions, there is no change in our specs needed when moving the application from a physical to a virtual platform.

CESG: this should be looked at the NFV level.

Nokia Networks commented that we will have to change some specs as a result of working in the Cloud.

The Chairman commented that the scope is clear for 3GPP. Applications like MME are on top of the platform defined by NFV.SCAS is entirely under our scope.

Telia Sonera supported this contribution.

Vodafone commented that we should study whether there is impact or not of NFV in SA3, e.g. in the architecture. The Chairman commented that this could be included in the scope of the SID.

China Mobile commented that there is no need to consider SCAS in the NFV world.

ORANGE commented that there are no guidelines coming from SA as to allow SA3 to start work on NFV.

The Chairman concluded that we will see where we stand once we have the SID on the table. He commented that we are allowed to do NFV work if it affects any of our current work items.

Huawei proposed to start email discussions on the SID in May. This was agreed.

Decision: 

The document was noted.



S3-151406
Telecom Italia comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

The present contribution provides Telecom Italia's comments on the TD S3-151349 and proposes some changes accordingly

Decision: 

The document was withdrawn.



S3-151408
Comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)





TR 33.806 v..





Source: Telecom Italia S.p.A, Telia Sonera

Abstract: 

The present contribution provides Telecom Italia and Telia Sonera comments on the TD S3-151349 and proposes some changes accordingly

Decision: 

The document was withdrawn.



S3-151431
Note for UNIX





Source: Telia Sonera

Decision: 

The document was approved.



S3-151437
draft TR 33.806





Source: Rapporteur

Decision: 

The document was approved.



S3-151438
draft  TR 33.916





Source: Rapporteur

Decision: 

The document was approved.



S3-151473
List of SCAS requirements vs test cases in TR 33.806





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-151523
Presentation sheet TR 33.916





Source: Rapporteur

Decision: 

The document was approved.



7.12
Specification of the TUAK Algorithm Set

S3-151413
Correction of clause title and text referring to wrong subject





35.936
  CR-0001  (Rel-12) v12.0.0





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-151482.



S3-151482
Correction of clause title and text referring to wrong subject





35.936
  CR-0001  rev 1 (Rel-12) v12.0.0





Source: Vodafone

(Replaces S3-151413)

Decision: 

The document was agreed.



7.13
Security Aspects related to Machine-Type Communication

S3-151312
Discussion of IMSI/IMPI exposure at the SCEF





TR33.889 v..





Source: Nokia Networks, Microsoft Corporation

Abstract: 

This contribution intends to discuss the risk of IMSI exposure on the SCEF and the consequent actions to be taken in SA3

Discussion: 

Telecom Italia: how can we enforce a non 3GPP network operator take care of the 3GPP private user's identity?

It was decided to refer to the 3GPP operator's domain instead and send the LS to SA2.

Ericsson: all MTC features can be used by any device.

Decision: 

The document was revised to S3-151476.



S3-151476
Discussion of IMSI/IMPI exposure at the SCEF





TR33.889 v..





Source: Nokia Networks, Microsoft Corporation

(Replaces S3-151312)

Decision: 

The document was approved.



S3-151382
AESE: Clarification of authorization mechanism in SCEF





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151478.



S3-151478
AESE: Clarification of authorization mechanism in SCEF





Source: Ericsson

(Replaces S3-151382)

Decision: 

The document was approved.



S3-151323
Modifications for location management





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was approved.



S3-151333
[MTCe] Key derivation clarification about group authentication mechanism





Source: China Mobile

Abstract: 

-

Discussion: 

Discussed together with 334 and 335.

ORANGE didn’t see the network authenticated by the Uei. 

China Mobile: Uei and Ueagent have mutual authentication before this procedure. Uei and network have the same secure parameters at the end.

Nokia Networks agreed with ORANGE. Going forward with this solution implies that the whole security model needs to be reviewed again.

Microsoft needed some clarification on the use of same sequence number for all Uei. 

Nokia Networks: HSS has nothing to do with the Kci. This is incorrect.

China Mobile replied that this is in 33.402.

Nokia Networks commented that the Ueis are forced to attach to the IMSI. China Mobile agreed.

There were many queries from ORANGE, Nokia Networks and Microsoft. The Chairman advised to address these comments offline.

Finally, for group based authentication mechanism, there were issues raised offline that couldn't be solved in this meeting. . The three documents 333,334, and 335 were noted.

Decision: 

The document was noted.



S3-151334
[MTCe] Synchronization analysis about group authentication mechanism





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



S3-151335
[MTCe] revised group authentication mechanism





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



S3-151477
LS on risk of IMSI exposure to an SCEF





Source: Nokia Networks

Decision: 

The document was approved.



S3-151519
TR 33.889





Source: Rapporteur

Decision: 

The document was approved.



7.13.1
Architecture Enhancements for Service capability Exposure

7.13.2
Monitoring Enhancements

7.13.3
Group based Enhancements

S3-151313
Conclusion on solutions for Group Message Protection





TR33.889 v..





Source: Nokia Networks

Abstract: 

This contribution proposes to conclude on Group Message Protection based on SA2 conclusion in TR 23.769

Decision: 

The document was revised to S3-151481.



S3-151481
Conclusion on solutions for Group Message Protection





TR33.889 v..





Source: Nokia Networks

(Replaces S3-151313)

Discussion: 

Taking the agreed change from 405

Decision: 

The document was approved.



S3-151405
Comments on S3-151313:Conclusion on solutions for Group Message Protection





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



7.14
Mission Critical Push to Talk over LTE

S3-151416
LS on MCPTT security aspects





Source: S6-150284

Discussion: 

We will have User authentication and then whatever security solution we want to apply.

Decision: 

The document was replied to in S3-151444.



S3-151444
Reply to: LS on MCPTT security aspects





Source: CESG

Discussion: 

Authentication processes: some questions on why there are two IMS cores; one for MCPTT services and the other one for PLMN services.

MCPTT gateway would take care of ensuring that only authorized users of MCPTT services are allowed to register there.

Decision: 

The document was approved.



S3-151225
LS on MCPTT core items selection





Source: S1-150340

Abstract: 

-

Decision: 

The document was noted.



S3-151358
[MCPTT] Key issue: Configuration & Service Access





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-151359
[MCPTT] Key issue: Group Key Management





Source: CESG

Abstract: 

-

Discussion: 

China Mobile: in the last requirement,  if the group security context is revoked it must be updated.

This was agreed.

Decision: 

The document was revised to S3-151446.



S3-151446
[MCPTT] Key issue: Group Key Management





Source: CESG

(Replaces S3-151359)

Decision: 

The document was approved.



S3-151297
MCPTT: Key issue on denial of service





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to denial of service as a key issue for on-network MCPTT operation

Discussion: 

BT considered that there is nothing to do about radio jamming in SA3. This was removed.

Decision: 

The document was revised to S3-151447.



S3-151447
MCPTT: Key issue on denial of service





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151297)

Decision: 

The document was approved.



S3-151336
MCPTT TR 33.879 Definition of Ambient and Discreet Listening and Potential System Security Requirements





MCPTT TR 33.879 Study on Security Enhancements for Mission Critical Push To Talk (MCPTT) over LTE v..





Source: BT Group

Abstract: 

The original definition of Ambient Listening was

Discussion: 

BT clarified that this is not lawful interception. It's not about intercepting a call in progress but about listening to ambient noise.

Vodafone: is this an application? What kind of functionality is it? BT replied that SA1 can decide which module is responsible for this.

Motorola Solutions pointed out that ambient listening is something that SA3 needs to take care of so it cannot be questioned.

Telecom Italia commented that MCPTT is also for commercial purposes. This raises a privacy problem with regards to ambient listening. Motorola Solutions clarified that MCPTT is for public safety use only, so no need to have such functionality enabled in commercial products. 

Ericsson believed that MCPTT can be used for non public safety purposes.

BT commented this functionality will not be deployed in commercial products. The operator will not implement this for the public.

The Chairman advised to take these queries on MCPTT functionalities offline.

Decision: 

The document was noted.



S3-151410
[MCPTT] Comment on S3-151336: Key Issue for Ambient Listening





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-151362
[MCPTT] Key issue: Data Communication Security





Source: CESG

Abstract: 

-

Discussion: 

ALU: MCPTT network -UE interface is under our scope. Within the MCPTT itself is not under scope.

BT: as long as we refer to 3GPP MCPTT it will be under our scope.

Decision: 

The document was revised to S3-151448.



S3-151448
[MCPTT] Key issue: Data Communication Security





Source: CESG

(Replaces S3-151362)

Decision: 

The document was approved.



S3-151299
MCPTT: Key issue on impersonation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to impersonation as a key issue for on-network MCPTT operation

Discussion: 

Qualcomm: MCPTT service should be replaced by MCPTT applications in the first security requirement.

Telecom Italia: Application authentication should be optional.

Vodafone: How does the user authenticates the service itself? Are we sure that this authentication is optional for a mission critical service?

Decision: 

The document was revised to S3-151449.



S3-151449
MCPTT: Key issue on impersonation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151299)

Decision: 

The document was approved.



S3-151300
MCPTT: Key issue on manipulation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to manipulation as a key issue for on-network MCPTT operation

Decision: 

The document was revised to S3-151450.



S3-151450
MCPTT: Key issue on manipulation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151300)

Decision: 

The document was approved.



S3-151301
MCPTT: Key issue on traffic analysis





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to traffic analysis as a key issue for on-network MCPTT operation

Discussion: 

China Mobile found the "shall" too strong and opted for "should", but Motorola Solutions considered important for safety issues to have strong security requirements for issues like confidentiality.

BT: the users have no choice of what they are given. For public safety this would be a Shall, but for commercial purposes this would be a Should.

BT proposed to have contributions for the next meeting dealing with the distinction between commercial and MCPTT core services.

The Chairman commented that according to SA1 MCPTT could be used for commercial purposes.

ORANGE: What features are for public safety and what aren't according to SA1? We don’t know. 

CESG: we don’t need clarification from SA1, they say what MCPTT is but don't mention what the functionalities are for.

BT: SA1 has mentioned that we might use all these public safety features for commercial use, but there are no defined use cases.

The Chairman proposed to work with the assumption that everything is for Public Safety, and a sentence will be written in the scope to clarify this.

Vodafone: optional to use, mandatory to implement, on the first requirement.

Telecom Italia: mandate to use or not is not feasible since some countries requirements on public safety are different.

Decision: 

The document was revised to S3-151451.



S3-151451
MCPTT: Key issue on traffic analysis





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151301)

Decision: 

The document was approved.



S3-151298
MCPTT: Key issue on eavesdropping





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to eavesdropping as a key issue for on-network MCPTT operation

Discussion: 

Telecom Italia didn't agree with having the second requirement as mandatory for both implementation and use. Motorola was flexible with reformulating the second requirement as the first requirement.

Decision: 

The document was revised to S3-151453.



S3-151453
MCPTT: Key issue on eavesdropping





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151298)

Decision: 

The document was approved.



S3-151357
[MCPTT] Key issue: Key Stream Reuse





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-151360
[MCPTT] Key issue: Late Entry to Group Communications





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-151361
[MCPTT] Key issue: Private Call Confidentiality





Source: CESG

Abstract: 

-

Decision: 

The document was revised to S3-151454.



S3-151454
[MCPTT] Key issue: Private Call Confidentiality





Source: CESG

(Replaces S3-151361)

Decision: 

The document was approved.



S3-151302
MCPTT: Off network: Key issue on denial of service





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to denial of service as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation

Discussion: 

Removing the two threats on jamming as agreed in a previous document.

Decision: 

The document was revised to S3-151455.



S3-151455
MCPTT: Off network: Key issue on denial of service





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151302)

Decision: 

The document was approved.



S3-151303
MCPTT: Off-network: Key issue on eavesdropping





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to eavesdropping as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation

Decision: 

The document was revised to S3-151456.



S3-151456
MCPTT: Off-network: Key issue on eavesdropping





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151303)

Decision: 

The document was approved.



S3-151304
MCPTT: Off-network: Key issue on impersonation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to impersonation as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation

Decision: 

The document was revised to S3-151458.



S3-151458
MCPTT: Off-network: Key issue on impersonation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151304)

Discussion: 

Changing shoulds to shalls in the second requirement as proposed by Ericsson.

Decision: 

The document was approved.



S3-151305
MCPTT: Off network: Key issue on manipulation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to manipulation as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation

Decision: 

The document was revised to S3-151457.



S3-151457
MCPTT: Off network: Key issue on manipulation





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151305)

Decision: 

The document was approved.



S3-151306
MCPTT: Off-network: Key issue on traffic analysis





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

Abstract: 

This contribution proposes threats relating to traffic analysis as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation

Discussion: 

BT clarified that LI is not relevant here.

BT proposed an editor's note on the need to confirm how the charging requirements would apply in this case.

Decision: 

The document was revised to S3-151459.



S3-151459
MCPTT: Off-network: Key issue on traffic analysis





Source: Motorola Solutions, Sepura, Airbus, Thales, UK Home Office

(Replaces S3-151306)

Decision: 

The document was approved.



S3-151397
Security mechanism for IMS based Architecture for MCPTT Applications





Source: Samsung

Abstract: 

-

Discussion: 

BT: we cannot mandate anything since this is a TR.

Qualcomm: UE authentication after the service authentication.

Motorola was concerned about limiting the options of authentication mechanisms.

Telecom Italia: why do they two mechanisms and one is better than the other?

Qualcomm: the user authentication with SIP digest is one of the options.

The Chairman commented that the UE and user authentication can be different.

The document was revised to address these issues.

Decision: 

The document was revised to S3-151460.



S3-151460
Security mechanism for IMS based Architecture for MCPTT Applications





Source: Samsung

(Replaces S3-151397)

Decision: 

The document was approved.



S3-151412
MCPTT: Registration and User Authentication Flow





Source: Motorola Solutions

Abstract: 

-

Decision: 

The document was revised to S3-151419.



S3-151419
MCPTT: Registration and User Authentication Flow





Source: Motorola Solutions

(Replaces S3-151412)

Discussion: 

Motorola pointed out that this information was approved in SA6 is provided for information.

The diagram represents both IMS and non-IMS environments.

Qualcomm wanted to have a more detailed information on how the user authentication is performed.

Decision: 

The document was noted.



S3-151452
Clarification of the MCPTT scope





Source: CESG

Discussion: 

Telecom Italia: does this mean all contributions will have to be for public safety?

CESG: public safety is the priority.

Blackberry: we cannot exclude commercial use.

BT: some of the features may be used for commercial use. 

Nokia Networks: it should be clear that for this Release the focus is on Public Safety.

Telecom Italia: is this restricted to Public Safety in SA1?

ORANGE: SA1 is not restricted to Public Safety.

Telecom Italia: this document should contain both cases then.

The Chairman asked to check the minutes of SA#66 to find out about the prioritization. According to SA#66, the public safety case was a priority.

BT: there are no SA1 use cases for commercial use.

Telecom Italia: if the SA3 document is only for Public Safety, it should be written.

BT: there's nothing that stops us from using some of the features for non public-safety use. Telecom Italia thought that this would be a problem (e.g. ambient listening, discreet listening).

Telecom Italia: which group decides what use cases are non public safety? TI suggested an editor's note on the use cases. This was approved.

Decision: 

The document was approved.



S3-151461
draft TR 33.879





Source: Rapporteur

Decision: 

The document was approved.



7.15
Other areas

8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-151377
TR 33.895: Proposed conclusions





Source: Ericsson

Abstract: 

-

Discussion: 

Merged with 404

Decision: 

The document was revised to S3-151483.



S3-151483
TR 33.895: Proposed conclusions





Source: Ericsson,Interdigital

(Replaces S3-151377)

Discussion: 

Ericsson commented that the work is done and the intention is to convert it into a 900 series TR to be referenced by other WIDs like MCPTT.

Decision: 

The document was approved.



S3-151404
Comments on S3-151377, TR 33.895: Proposed conclusions





33.895 v..





Source: Interdigital

Abstract: 

This contribution provides comments on S3-151377, TR 33.895: Proposed conclusions, and proposes modified text

Discussion: 

Merged with 377

Decision: 

The document was revised to S3-151483.



S3-151379
TR 33.895: Resolving editor's notes on local user authentication





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151381
TR 33.895: Clean-up of TR





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151525
Presentation sheet TR 33.895





Source: Rapporteur

Decision: 

The document was approved.



S3-151526
draft TR 33.895





Source: Rapporteur

Decision: 

The document was approved.



S3-151527
revised WID SSO





Source: Rapporteur

Discussion: 

Made to change the TR to 900 series.

Decision: 

The document was agreed.



8.2 
Security Assurance Methodology for 3GPP Network Elements

8.3 
Subscriber Privacy Impact in 3GPP

S3-151340
Scope of TR 33.849





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-151528.



S3-151528
Scope of TR 33.849





Source: China Unicom, ZTE Corporation

(Replaces S3-151340)

Decision: 

The document was approved.



S3-151342
Condensed threats





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

Lot of changes were required, so it was decided to come back next meeting with a more consolidated contribution after discussions with the interested companies.

Decision: 

The document was noted.



S3-151344
Mitigation technology for privacy consideration





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

Nokia Networks had lot of comments on this contribution; The Chairman advised to come back the next meeting with the interested companies working together for a more consolidated contribution.

Nokia Networks commented that the purpose of this spec is to have a document that other 3GPP groups can use and refer to.

Decision: 

The document was noted.



S3-151346
Privacy identification process





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

The Chairman commented that this document shows what we are saying to other groups, but ORANGE and Nokia Networks had issues with it. He encouraged more offline work.

Nokia Networks commented that there were 18 supporting companies on the SID and that only China Unicom and ZTE, with comments from Nokia, are only participating. Is this the message that we are giving to the rest of the World? This has the risk of turning into an useless document.

Telia Sonera commented that it's an issue of prioritization.

BT commented the focus of the work could have been on the downloaded applications and collaborating with GSMA. It's difficult to do this at protocol level.

Decision: 

The document was noted.



S3-151348
Guidance for privacy considerations





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

Nokia Networks disagreed with the content of this contribution.

The Chairman asked the Rapporteur to start an email discussion with the 18 companies who signed up for this SID to ask for input from everyone for the next contributions.

Decision: 

The document was noted.



S3-151529
new draft TR 33.849





Source: Rapporteur

Decision: 

The document was approved.



8.4 
IMS Enhanced Spoofed Call Prevention and Detection

S3-151307
FS_ESCAPADES: Previous spoofed call detection solutions





TR 33.832 v..





Source: NEC

Abstract: 

This document introduces previous spoofed call detection solutions to TR 33.832.

Discussion: 

Nokia Networks supported the document.

Decision: 

The document was approved.



S3-151295
Spoofed call actor definitions





TR 33.832 v..





Source: Sprint

Abstract: 

-

Decision: 

The document was approved.



S3-151296
Valid and invalid (spoofed) call scenarios





TR 33.832 v..





Source: Sprint

Abstract: 

-

Decision: 

The document was approved.



S3-151309
Summary of IETF STIR group active drafts on spoofed call detection





TR 33.832 v..





Source: Alcatel-Lucent

Abstract: 

summary of IETF STIR group active drafts on spoofed call detection

Decision: 

The document was approved.



S3-151308
FS_ESCAPADES: Consideration on verifier behaviour against detected spoofed call





TR 33.832 v..





Source: NEC

Abstract: 

This document identifies a consideration regarding the verifier behaviour against detected spoofed call and then proposes a corresponding contribution to sub clause 8.1 of TR 33.832.

Decision: 

The document was revised to S3-151533.



S3-151533
FS_ESCAPADES: Consideration on verifier behaviour against detected spoofed call





TR 33.832 v..





Source: NEC

(Replaces S3-151308)

Decision: 

The document was approved.



S3-151534
TR 33.832





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.5
Proximity-based Services

S3-151226
LS on public safety discovery





Source: S2-150691

Abstract: 

-

Decision: 

The document was replied to in S3-151244.



S3-151223
Response LS on public safety discovery





Source: R1-150948

Abstract: 

-

Decision: 

The document was noted.



S3-151328
ProSe:delete an EN of DOS attack solution in registration procedure





Source: China Mobile

Abstract: 

-

Discussion: 

BT: You avoid the blacklist by changing the ID.

TNO: it's not clear what ID is in the blacklist. DoS is not happening, the user is not able to communicate eventually since it is included in the black list.Nokia Networks agreed.

Offline discussions were needed.

Decision: 

The document was revised to S3-151493.



S3-151493
ProSe:delete an EN of DOS attack solution in registration procedure





Source: China Mobile

(Replaces S3-151328)

Decision: 

The document was approved.



S3-151321
key issue on Restricted Discovery with application-controlled extension





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

Qualcomm didn’t agree with the paragraph in 7.3.3.1.

Discussed together with 388.

Decision: 

The document was revised to S3-151474.



S3-151474
key issue on Restricted Discovery with application-controlled extension





Source: ZTE Corporation, China Unicom

(Replaces S3-151321)

Discussion: 

Merge containing proposals of both 321 and 388.

Decision: 

The document was approved.



S3-151388
Key Issue for structured Restricted Discovery ProSe Codes





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-151474.



S3-151411
Comments to TD S3-151388 (Key issue for structured Restricted Discovery ProSe Codes)





Source: Ericsson

Abstract: 

-

Discussion: 

The group wasn't really against the requirement, but it needed some further discussions. This was reflected in 474.

Decision: 

The document was noted.



S3-151386
Need for Match Report for ProSe Query Codes





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-151315
Discussion of optimized security solutions for ProSe Restricted Direct Discovery using Model B





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-151316
ProSe Restricted Discovery in Model B with Match Report procedure initiated by Discoverer UE only





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151317
ProSe Restricted Discovery in Model B with local MIC Checking





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151319
Security of ProSe Restricted Discovery





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was approved.



S3-151320
Security of ProSe Restricted Discovery (Model B)





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was approved.



S3-151374
Correction to Solution 8.3.3 ProSe Restricted Discovery in Model B





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151391
Obtaining the security parameters to perform restricted discovery





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Qualcomm (ProSe Rapporteur) commented that the following three issues seem to be the key ones in determining the security flows for restricted discovery:

•
Is there a need for a Match Report to allow a network check of the MIC for ProSe Query Codes

•
When there is a MIC check in the network, is it OK for more than one ProSe Function to have the discovery key

•
What are security parameters used to protection the transmission of a discovery message bound to, e.g. bound to the ProSe Code in the sending UE and discovery filter in the receiving UE.

Decision: 

The document was approved.



S3-151370
Clarification to solution 8.3.2: Security for restricted discovery





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151387
Enhancement to the Restricted Discovery solution 8.3.2





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-151383
Solution for protecting the confidentiality of ProSe Codes in Restricted Discovery





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151390
Solution for structured Restricted Discovery ProSe Codes





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-151484.



S3-151484
Solution for structured Restricted Discovery ProSe Codes





Source: Qualcomm Incorporated

(Replaces S3-151390)

Decision: 

The document was approved.



S3-151376
Threats on PC2 interface in Restricted Discovery





Source: Ericsson

Abstract: 

-

Discussion: 

Huawei commented that we cannot give requirements to third party servers, this is outside 3GPP.

Ericsson commented that for the Ts interface we defined device triggering for a third party entity.

It was agreed to apply the requirements to the PC2 interface.

Decision: 

The document was revised to S3-151485.



S3-151485
Threats on PC2 interface in Restricted Discovery





Source: Ericsson

(Replaces S3-151376)

Decision: 

The document was approved.



S3-151380
Security solution for PC2 interface in Restricted Discovery





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151486.



S3-151486
Security solution for PC2 interface in Restricted Discovery





Source: Ericsson

(Replaces S3-151380)

Decision: 

The document was approved.



S3-151329
ProSe:add  a definition of Remote UE





Source: China Mobile

Abstract: 

-

Discussion: 

China Mobile clarified that this definition comes from another spec. Ericsson clarified that it would be better to sync with SA1,SA2 if they have defined this already.

Decision: 

The document was revised to S3-151492.



S3-151492
ProSe:add  a definition of Remote UE





Source: China Mobile

(Replaces S3-151329)

Decision: 

The document was approved.



S3-151251
Key issue of UE-to-UE relay discovery





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151487.



S3-151487
Key issue of UE-to-UE relay discovery





Source: Huawei, HiSilicon

(Replaces S3-151251)

Decision: 

The document was approved.



S3-151331
ProSe: Key Issue on ProSe discovery in out of coverage scenario





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson commented that this is already covered, no need for a key issue for this.

This had to be discussed offline.

Merged with 251

Decision: 

The document was revised to S3-151487.



S3-151332
Discussion on secure discovery in out of coverage scenario (Public Safety use)





Source: Huawei, Hisilicon

Abstract: 

-

Decision: 

The document was noted.



S3-151392
Update of the key issue for group member discovery (public safety)





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

TNO: tracking of a public safety device is a no-go for a country like the Netherlands.

Decision: 

The document was revised to S3-151488.



S3-151488
Update of the key issue for group member discovery (public safety)





Source: Qualcomm Incorporated

(Replaces S3-151392)

Decision: 

The document was approved.



S3-151242
Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use





TR 33.833 v..





Source: Intel corporation

Abstract: 

This contribution proposes an identity-based Authentication & Key Agreement solution for Proximity-based services (ProSe) direct discovery for Public Safety use.

Discussion: 

Qualcomm: are we defining the group case or another case that SA2 hasn’t defined?

Motorola: we need to be flexible with the multigroups that the user can belong to. CESG agreed; groups are separate from discovery.

It was agreed to add an editor's note.

Decision: 

The document was revised to S3-151489.



S3-151489
Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use





TR 33.833 v..





Source: Intel corporation

(Replaces S3-151242)

Decision: 

The document was approved.



S3-151243
Security for one-to-one Proximity-based services (ProSe) Direct communication for Public Safety Use





TR 33.833 v..





Source: Intel corporation

Abstract: 

This contribution proposes an identity-based Authentication & Key Agreement solution for one-to-one Proximity-based services (ProSe) direct communication for Public Safety use.

Discussion: 

Motorola Solutions: the keys are tied to the UE. The user can move from UE to UE.This was addressed in an editor's note.

Ericsson: LI issues in this case? If so, it needs to be taken into account.

Intel:I havent seen any requirements.

BT: the whole public safety framework has to be LI capable.

Motorola Solutions: LI is not applied since this is UE-UE communication without having the network involved. Lawful interception would be very difficult this way.

Offline discussions were needed between Qualcomm and Intel.

Decision: 

The document was revised to S3-151502.



S3-151502
Security for one-to-one Proximity-based services (ProSe) Direct communication for Public Safety Use





TR 33.833 v..





Source: Intel corporation

(Replaces S3-151243)

Decision: 

The document was approved.



S3-151393
Group member discovery based on commercial discovery solutions





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-151394
Generic framework for the establishment of security between two ProSe UEs





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

How and when UE identities are exchanged? We need an editor's note.

Decision: 

The document was revised to S3-151490.



S3-151490
Generic framework for the establishment of security between two ProSe UEs





Source: Qualcomm Incorporated

(Replaces S3-151394)

Decision: 

The document was approved.



S3-151396
One-to-one communications using the group key





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Huawei: it only works if both UEs belong to the same group, if they belong to different groups they need to be pre-provisioned with keys.

Decision: 

The document was revised to S3-151491.



S3-151491
One-to-one communications using the group key





Source: Qualcomm Incorporated

(Replaces S3-151396)

Decision: 

The document was approved.



S3-151371
Updates on the solution for ProSe one-to-one security





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151372
Updates on the solution for ProSe UE-to-network relay security





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151212
ProSe: pCR to add EN to Relay Solutions





TR33.833 v..





Source: Alcatel-Lucent

Abstract: 

proposes addition of an Editor Note for current Remote UE and UE-to-Network Relay Solutions.

Discussion: 

There was confusion on the absence of  the SA1 requirements for this. Ericsson objected against this contribution.

The Chairman commented that an LS to SA1 was not necessary and that a better understanding was needed.

It was discussed offline the need for creating an editor's note. 

ALU will come back with an informative clause for the next meeting.

Decision: 

The document was noted.



S3-151282
pCR: UE-to-Network Relay security for ProSe using PC4a





TR 33.833 v..





Source: Alcatel Lucent

Abstract: 

This contribution proposes solutions for mutual authentication and key establishment between the Remote UE and UE-to-Network Relay using PC4a

Discussion: 

This is an update based on a previous contribution from Ericsson.Ericsson will come back the next meeting with an update of this one as well.

Decision: 

The document was revised to S3-151495.



S3-151495
pCR: UE-to-Network Relay security for ProSe using PC4a





TR 33.833 v..





Source: Alcatel Lucent

(Replaces S3-151282)

Decision: 

The document was approved.



S3-151395
Solution for UE-network relay based on a shared key





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Huawei: The limitation is that it needs the network before you do this, some planning is needed.

Ericsson commented that it is needed to study the situation when the remote UE and relay have different PKMFs. An editor's note will capture this.

Ericsson clarified that step one needed to have the remote UE in coverage, so an editor's note would be necessary for this. Huawei didn’t consider this necessary. Offline discussions between Huawei, Qualcomm, Samsung and Nokia Networks and ALU was necessary to find appropriate phrasing for the editor's note.

Decision: 

The document was revised to S3-151497.



S3-151497
Solution for UE-network relay based on a shared key





Source: Qualcomm Incorporated

(Replaces S3-151395)

Decision: 

The document was approved.



S3-151398
Solution for key establishment between the Remote UE and UE-to-Network Relay





Source: Samsung

Abstract: 

-

Discussion: 

It was clarified that the UE and relay can belong to different groups.

Decision: 

The document was revised to S3-151496.



S3-151496
Solution for key establishment between the Remote UE and UE-to-Network Relay





Source: Samsung

(Replaces S3-151398)

Decision: 

The document was approved.



S3-151283
pCR: Expanding section 8.1.1 on UE-to-Network relay discovery





TR 33.833 v..





Source: Alcatel Lucent

Abstract: 

This pCR proposes correction of section numbering (8.1.2 to 8.1.1) and update to address the Editor's Note

Decision: 

The document was revised to S3-151498.



S3-151498
pCR: Expanding section 8.1.1 on UE-to-Network relay discovery





TR 33.833 v..





Source: Alcatel Lucent

(Replaces S3-151283)

Decision: 

The document was approved.



S3-151244
LS reply on Public Safety discovery





N/A v..





Source: Intel corporation

Abstract: 

N/A

Discussion: 

Qualcomm didn’t think this was necessary. Better to get an understanding of what SA2 wants us to do.

Intel: it's about the overhead that SA3 foresees.

Qualcomm: I don’t believe we need the digital signature in here.

Qualcomm: the solutions we have already are good enough.

Ericsson: we haven't agreed on the solutions yet, so we will respond when SA3 agrees on an outcome. This is premature. We can send an LS saying that we will send an LS later when we have a general agreement on the solution.

Nokia Networks: SA2 would like at least an estimation for their next meeting in June. Qualcomm still preferred to wait until SA3 had a clear solution.

Samsung: write the alternatives to SA2 and ask about any issues they may have (performance, battery life, etc). Intel supported this.

CESG: let's add questions for clarifying what SA2 wants from us. Alternatives are useful.

Nokia Networks commented that SA2 is quite limited in time.

It was agreed to send the LS but offline discussions were needed.

Decision: 

The document was revised to S3-151524.



S3-151524
LS reply on Public Safety discovery





N/A v..





Source: Intel corporation,Qualcomm

(Replaces S3-151244)

Decision: 

The document was approved.



S3-151272
draft_CR ProSe Sec 5 3 3 2





33.303
  CR-0057  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

  Addresses EN in clause 5.3.3.2

Decision: 

The document was withdrawn.



S3-151273
draft_CR ProSe Sec 6 1 3 3





33.303
  CR-0058  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

Unclear description of steps 2/3 in clause 6.1.3.3.1

Decision: 

The document was withdrawn.



S3-151530
draft TR 33.833





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.6
Security Aspects of Isolated E-UTRAN Operation for Public Safety

S3-151443
LS on support of public safety services over an IOPS network





Source: S2-151424

Decision: 

The document was noted.



S3-151270
pCR to TR 33.997: Text proposals for maintenance of the IOPS Technical Report





TR33.997 v..





Source: Rapporteur

Abstract: 

This contribution proposes text for inclusion in the outline TR33.997. The text proposals are administrative and editorial in nature.

Discussion: 

The Chairman clarified that this is editorial work that doesn’t need a pCR.

Decision: 

The document was approved.



S3-151252
Scope and references





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

merged with 275

Decision: 

The document was revised to S3-151494.



S3-151494
Scope and references





Source: Huawei, HiSilicon,General Dynamics UK Ltd.

(Replaces S3-151252)

Decision: 

The document was approved.



S3-151275
pCR to TR 33.997: Text proposal for the Scope section (IOPS)





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in the Scope section of the outline TR33.997.

Discussion: 

Merged with 252

Decision: 

The document was revised to S3-151494.



S3-151276
pCR to TR 33.997: Text proposal for the Introduction section (IOPS)





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in the Introduction section of the outline TR33.997.

Discussion: 

Paul (General Dynamics) clarified that this is taken from SA1 text and Work Item description.

It was agreed to add editor's notes and use the definition for Nomadic eNodeB that SA2 is using.

Decision: 

The document was revised to S3-151500.



S3-151500
pCR to TR 33.997: Text proposal for the Introduction section (IOPS)





TR33.997 v..





Source: General Dynamics UK Ltd.

(Replaces S3-151276)

Decision: 

The document was approved.



S3-151277
pCR to TR 33.997: Text proposal for the List of Assets section (IOPS)





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in the List of Assets section of the outline TR33.997.

Discussion: 

Discussions on adding security structure as an asset, and the local EPC where the UE resides.

Decision: 

The document was revised to S3-151501.



S3-151501
pCR to TR 33.997: Text proposal for the List of Assets section (IOPS)





TR33.997 v..





Source: General Dynamics UK Ltd.

(Replaces S3-151277)

Decision: 

The document was approved.



S3-151310
Security credentials in IOPS network





Source: Nokia Networks

Abstract: 

Key issue and security requirement on security credentials for authentication and key agreement in the attachment procedure to the IOPS network that shall not be usable in non-IOPS procedures.

Discussion: 

The Chairman commented that this is a 900 series TR, so no "shalls" are allowed. It was commented that these could be called "potential requirements" instead. MCC will investigate whether it is necessary to use "should" or whether it is possible to use "shalls" in some other way.

Nokia networks mentioned that VF proposed offline that in the security requirement “Security credentials for authentication and key agreement in the attachment procedure to the IOPS network shall not be usable in non-IOPS procedures.” the words “usable” should be replaced by “the same”. But others have no problem with current wording, therefore it was not changed.
Decision: 

The document was revised to S3-151506.



S3-151506
Security credentials in IOPS network





Source: Nokia Networks

(Replaces S3-151310)

Decision: 

The document was approved.



S3-151311
IOPS security requirements





Source: Nokia Networks

Abstract: 

The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Thus, requirements for security, authorization and privacy equally to existing LTE security needed and detailed in this pCR. Further it suggests requirements applicable for the architecture under discussion (IOPS networks connected to macro EPC). Note more requirements may be needed to fully cover TS 22.346 expectations.

Discussion: 

It was discussed whether to give additional security requirements apart from the key issues, or to refer to the LTE security requirements given in 33.401.

Decision: 

The document was revised to S3-151507.



S3-151507
IOPS security requirements





Source: Nokia Networks

(Replaces S3-151311)

Decision: 

The document was approved.



S3-151213
IOPS: pCR to add Key issue Authentication





TR33.997 v..





Source: Alcatel-Lucent

Abstract: 

adds keys issue on authentication

Discussion: 

Discussions on when having one or multiple MMEs. The Chairman proposed to refer just to EPC.

Telecom Italia: we don’t need this level of detail, distinguishing between large and small number of Public Safety UEs.

Decision: 

The document was revised to S3-151508.



S3-151508
IOPS: pCR to add Key issue Authentication





TR33.997 v..





Source: Alcatel-Lucent

(Replaces S3-151213)

Decision: 

The document was approved.



S3-151253
Key issue on security between UEs and Isolated EUTRAN without backhaul





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Merge the requirement part with 507.

Decision: 

The document was revised to S3-151507.



S3-151278
pCR to 33.997: Discussion of IOPS AKA and Key Issues text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution discusses IOPS AKA and introduces the idea of IOPS security based upon a secondary USIM application. Text, concerning Key Issues, is proposed for inclusion in the IOPS Study Report TR 33.997.

Discussion: 

Qualcomm agreed with having two USIMs, and there was also the option of two physical UICC’s  but having two USIMs forces to make a PLMN selection (which is defined by other 3GPP groups and not SA3).

BT didn't like the  idea of two physical UICC’s  because it would bring more complexity and cost ( dual UICC Slot phones, cost of two UICC’s,  distribution logistics etc) but supported the concept of a secondary USIM application on the SAME Physical  UICC.

Qualcomm commented that two UICC  phones can be bought nowadays. It is up to the regulator and operator to see into this option.

Vodafone: the USIM structure proposes to use one or another . The understanding is that they belong to the same operator.

Paul commented that it is one operator who provides with the USIMs.

Decision: 

The document was revised to S3-151509.



S3-151509
pCR to 33.997: Discussion of IOPS AKA and Key Issues text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

(Replaces S3-151278)

Decision: 

The document was approved.



S3-151279
pCR to TR 33.997: IOPS AKA - security threats text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in TR 33.997. Following discussion, text concerning security threats is suggested for inclusion to the section discussing Key Issues for IOPS AKA based upon a secondary USIM application.

Decision: 

The document was approved.



S3-151280
pCR to TR 33.997: IOPS AKA - security requirements text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in TR 33.997. Following discussion, text concerning security requirements is suggested for inclusion to the section discussing Key Issues for IOPS AKA based upon a secondary USIM application.

Decision: 

The document was revised to S3-151510.



S3-151510
pCR to TR 33.997: IOPS AKA - security requirements text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

(Replaces S3-151280)

Decision: 

The document was approved.



S3-151241
Security for IOPS with Local EPC and no backhaul





TR 33.997 v..





Source: Intel corporation

Abstract: 

This contribution proposes an identity-based Authentication & Key Agreement solution for IOPS with Local EPC and no backhaul (public safety use).

Discussion: 

Questioning whether a public safety member could use his own device for public safety when the UICC doesn't work. ORANGE objected, we must stick to the architecture and requirements defined in SA1 and SA2.

ALU supported the contribution in principle.

BT supported ORANGE, he couldn’t see special devices for the off-network case.

Intel commented that for non-backhaul case it would be possible to use other credentials, but outside that case the UE would work normally.

A question was raised by Intel if the group agreed to make only UICC based solutions for IOPS and the answer was Yes (Orange, TI...). Intel requested to put this in the report.

Eventually there wasn't much support for this contribution and it was noted.

Decision: 

The document was noted.



S3-151255
Discussion on authentication between UE and Isolated E-UTRAN for IOPS





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ORANGE and Telecom Italia didn't agree with the first solution.

ORANGE didn't agree with the second solution either, they said we are not using existing solutions.

ALU supported this with conditions on an editor's note.

Deutsche Telekom found too many loose ends.

The document was noted.

Decision: 

The document was noted.



S3-151281
pCR to TR 33.997: IOPS AKA - solution text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

Abstract: 

Following discussion, text concerning a proposed solution for IOPS AKA based upon a secondary USIM application is suggested for inclusion in TR 33.997.

Discussion: 

Ericsson queried whether the Inter IOPS mobility is coming from a SA1 requirement. Paul answered that yes.

Paul clarified that 7.1.2.2 is not taken from SA2 text. ALU wanted to focus on initial attachment scenarios. An editor's note will be added to address this.

ALU wanted to address the scalability of the solution with an editor's note as well.

Decision: 

The document was revised to S3-151511.



S3-151511
pCR to TR 33.997: IOPS AKA - solution text proposal





TR33.997 v..





Source: General Dynamics UK Ltd.

(Replaces S3-151281)

Decision: 

The document was approved.



S3-151399
Authentication Mechanism for IOPS No Backhaul Case





Source: Samsung

Abstract: 

-

Discussion: 

Vodafone wanted to address the storage of the keys with an editor's note. He didn’t see major security issues with the rest.

ORANGE didn't understand the solution and didn’t support the contribution.

There were too many concerns from companies regarding this proposal so it was eventually noted. Samsung was invited to continue offline discussions and come back with another proposal if they wished.

Decision: 

The document was noted.



S3-151214
IOPS: pCR to add Key issue Inter node security





TR 33.997 v..





Source: Alcatel-Lucent

Abstract: 

adds key issue for inter node security

Discussion: 

ORANGE: these requirements are already in 33.401. Do we need to repeat them?

ALU: these are requirements for this special case.

Huawei wanted to have clarified whether we use one or more MMEs.

ALU: any network node interaction should be secure.

merged with 254

Decision: 

The document was revised to S3-151512.



S3-151512
IOPS: pCR to add Key issue Inter node security





TR 33.997 v..





Source: Alcatel-Lucent

(Replaces S3-151214)

Discussion: 

merge of 214 and 254

Decision: 

The document was approved.



S3-151254
Key issue on security between (N)eNBs





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Vodafone: same operators or not?

Huawei: same operator scenario.

Vodafone: What happens with security when we switch off and on the IOPS network in a part of the country?

BT: when all the UEs come back they request a security context at the same time and leads to overload. This has to be handled somehow.

This contribution seemed to be related to the previous one from ALU. There was general agreement on the text and the Chairman advised to merge this with 214 in 512.

Decision: 

The document was revised to S3-151512.



S3-151513
Draft TR 33.997





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.7
Cellular IoT

S3-151219
Reply LS on Security Framework for Cellular IoT





Source: GPC150120

Abstract: 

-

Decision: 

The document was noted.



S3-151220
Response LS on work split for Study on Cellular IoT





Source: GPC150122

Abstract: 

-

Decision: 

The document was noted.



S3-151228
Reply LS on work split for Study on Cellular IoT





Source: SP-150170

Abstract: 

-

Discussion: 

China Mobile: what is end to end security model?

The Study Item from GERAN was opened to clarify the objectives from SA3.

Decision: 

The document was noted.



S3-151229
Reply LS on ITU-T SG17 WI on Simple Encryption for IoT





Source: oneM2M WG4

Abstract: 

-

Decision: 

The document was noted.



S3-151378
DRAFT LS to GERAN2 to confirm security data transmission targets for CIoT devices





Source: Vodafone

Abstract: 

-

Discussion: 

Vodafone asked to take this early in the meeting.

Nokia Networks commented that SA3 needs to study the implications of this information and come back later during the meeting with a more meaningful response.

Decision: 

The document was revised to S3-151418.



S3-151418
LS to GERAN2 to confirm security data transmission targets for CIoT devices





Source: Vodafone

(Replaces S3-151378)

Decision: 

The document was left for email approval and approved.



S3-151442
Response to Reply LS on Security Framework for Cellular IoT





Source: S2-151382

Decision: 

The document was noted.



S3-151445
Response to Reply LS on Security Framework for Cellular IoT





Source: S1-151528

Discussion: 

Deutsche Telekom noted that some of the answers differ from GERAN's. Who do we follow?

Nokia Networks: we follow service requirements.

Decision: 

The document was noted.



8.7.1
EGPRS access security enhancements with relation to Cellular IoT

S3-151233
TR skeleton proposal for FS_ EASE_IoT





Source: Rapporteur

Abstract: 

-

Decision: 

The document was approved.



S3-151235
Proposed scope for EASE_IoT





Source: Ericsson, Nokia

Abstract: 

-

Decision: 

The document was approved.



S3-151234
Proposed introduction for EASE_IoT





Source: Ericsson, Nokia

Abstract: 

-

Decision: 

The document was revised to S3-151514.



S3-151514
Proposed introduction for EASE_IoT





Source: Ericsson, Nokia

(Replaces S3-151234)

Decision: 

The document was approved.



S3-151363
Proposed baseline architecture for EASE_IoT





Source: Ericsson

Abstract: 

-

Discussion: 

Ericsson clarified that there are no changes from the GPRS architecture.

Decision: 

The document was revised to S3-151515.



S3-151515
Proposed baseline architecture for EASE_IoT





Source: Ericsson

(Replaces S3-151363)

Decision: 

The document was approved.



S3-151354
Proposed key issue on entity authentication and key agreement for EASE_IoT





Source: Ericsson, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151503.



S3-151503
Proposed key issue on entity authentication and key agreement for EASE_IoT





Source: Ericsson, Nokia Networks

(Replaces S3-151354)

Discussion: 

Long storage of key credentials was a point raised by BT. This can be addressed in future contributions.

Decision: 

The document was approved.



S3-151355
Proposed key issue on eavesdropping for EASE_IoT





Source: Ericsson, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151504.



S3-151504
Proposed key issue on eavesdropping for EASE_IoT





Source: Ericsson, Nokia Networks

(Replaces S3-151355)

Discussion: 

Telia Sonera didn't support the use of upper layer protection. This was agreed.

Nokia Networks commented that "local" refers to policy requirements that are in the UE. Ericsson commented that this part is part of the living document that captured working proposals and this was agreed a couple of meetings ago.

Vodafone didn't understand the need for this local policy. Better to agree on minimal security requirements and leave for further study whether we need this.

Nokia Networks commented that link layer security is needed. Vodafone and Telia Sonera disagreed.

Vodafone: Nowadays is not enough to use End-to-end confidentiality of privacy sensitive user information? Nokia Networks replied that there is no reason not to say that link layer security will not be needed in the future.

Vodafone: Could it be specified what within the LLC procedure needs to be protected?

Nokia Networks: we won’t keep everything we have and add something on top. The point is having to protect the link layer so everything on top is protected.

Ericsson: we are re-using Gb interface, but this is about potential enhancements of Gb security. We need to see threats and requirements. We are not building on top of what is existing, we are re-evaluating the whole security.

Finally, the application related sentence was agreed to be removed.

Decision: 

The document was approved.



S3-151384
Proposed EASE_CIoT Key Issue 'Unauthorized modification of signalling data'





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151505.



S3-151505
Proposed EASE_CIoT Key Issue 'Unauthorized modification of signalling data'





Source: Nokia Networks

(Replaces S3-151384)

Decision: 

The document was approved.



S3-151256
key issue on integrity protection for signalling





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

merge of 384,256 and 356

Decision: 

The document was revised to S3-151505.



S3-151356
Proposed key issue on unauthorized modification of data for EASE_IoT





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151505.



S3-151257
Solution of integrity protection for signalling





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151467.



S3-151467
Solution for EASE_IoT





Source: Huawei, HiSilicon,Ericsson

(Replaces S3-151257)

Discussion: 

Vodafone had an issue with allowing 64 bits in the system in the Editor's note. There's no need to study that. The sentence was removed.

Decision: 

The document was approved.



S3-151368
Proposed solution for EASE_IoT





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151467.



S3-151520
TR 33.860





Source: Rapporteur

Decision: 

The document was approved.



8.7.2
Battery Efficient Security for very low Throughput Machine Type Communication Devices

S3-151230
Proposing Draft TR skeleton for FS_ BEST_MTC_Sec





Source: Rapporteur

Abstract: 

-

Discussion: 

Nokia Networks found the structure different from the usual way SA3 makes the CRs. This was modified to adapt to the usual structure.

Decision: 

The document was revised to S3-151516.



S3-151516
Proposing Draft TR skeleton for FS_ BEST_MTC_Sec





Source: Rapporteur

(Replaces S3-151230)

Decision: 

The document was approved.



S3-151402
Adding Conclusion clause Title to FS_BEST_MTC_Sec draft Skeleton





Source: Vodafone

Abstract: 

It is proposed to add a conclusion clause title to FS_BEST_MTC_Sec draft Skeleton

Decision: 

The document was approved.



S3-151240
Defining scope for Draft TR FS_ BEST_MTC_Sec





Source: Vodafone, ORANGE

Abstract: 

The present pCR proposes a text for the scope for the draft TR FS_ BEST_MTC_Sec.

Discussion: 

It was decided to copy the objectives from the SID.

Decision: 

The document was revised to S3-151517.



S3-151517
Defining scope for Draft TR FS_ BEST_MTC_Sec





Source: Vodafone, ORANGE

(Replaces S3-151240)

Decision: 

The document was approved.



S3-151365

pCR to FS_ BEST_MTC_Sec: Adding Background Information





Source: Vodafone

Abstract: 

-

Discussion: 

ORANGE commented that V.6 reference to the draft SA report should be gone since we are still waiting response from the LS.

Deutsche Telekom commented that fort clause V.5 there are different answers from SA1,SA2 and GERAN in their LS and that we should choose the right one.

Decision: 

The document was revised to S3-151518.



S3-151518

pCR to FS_ BEST_MTC_Sec: Adding Background Information





Source: Vodafone

(Replaces S3-151365)

Decision: 

The document was approved.



S3-151364
pCR FS_ BEST_MTC_Sec: NEW Key Issue: AKA procedures impact in very low throughput condition and on battery efficient batteries





Source: Vodafone

Abstract: 

-

Discussion: 

Nokia Networks didn’t think that the tables were a fair comparison.

The Chairman asked Vodafone to bring in more information to support this data for the next meeting.

Decision: 

The document was noted.



S3-151366
pCR to FS_ BEST_MTC_Sec: Proposing new requirement on AKA procedure efficiency





Source: Vodafone

Abstract: 

-

Discussion: 

ORANGE wanted some more info from GERAN before putting this requirements.

Ericsson and Nokia Networks asked for more study before using these requirements.

The Chairman commented that companies didn’t have the background and understanding of this issue and that's why they ask for editor's notes.

Vodafone commented that this info is in TR 45.820.

Qualcomm commented that this study also has MTC in scope, so there could be requirements for both.

The document was noted. 

It was agreed that more analysis should be performed to validate latency requirements of the AKA procedure related to the GERAN IoT and MTC Release 13 traffic models.

Decision: 

The document was noted.



S3-151367
pCR to FS_BEST_MTC_Sec: Adding UE to GGSN security solutions





Source: Vodafone

Abstract: 

-

Discussion: 

NTT-Docomo and Nokia Networks required more clarification and the addition of editor's notes.

Decision: 

The document was revised to S3-151531.



S3-151531
pCR to FS_BEST_MTC_Sec: Adding UE to GGSN security solutions





Source: Vodafone

(Replaces S3-151367)

Decision: 

The document was approved.



S3-151231
Defining scope for Draft TR FS_ BEST_MTC_Sec





Source: Vodafone

Abstract: 

The present pCR proposes a text for the scope for the draft TR FS_ BEST_MTC_Sec

Decision: 

The document was withdrawn.



S3-151521
TR battery efficiency





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.8
Other Study Areas

S3-151350
New study item proposal: Study on Security Aspects of RAN Sharing Enhancements





Source: China Unicom, CATR, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-151479.



S3-151479
New study item proposal: Study on Security Aspects of RAN Sharing Enhancements





Source: China Unicom, CATR, ZTE Corporation

(Replaces S3-151350)

Discussion: 

ORANGE: did RAN3 ask us to do this?

China Unicom commented that this is a very new topic and SA3 should study their security issues.

Sprint: Is this study supposed to study RAN sharing in all 3GPP groups? It doesn't reference any RAN sharing work done in the other 3GPP groups.

ORANGE: we should go to SA2 at least, we cannot start without having any work initiated in other groups.

Telia Sonera: this is not network sharing in general, it's RAN sharing enhancements.

Spring: Is this previous work or the work that SA1 has just completed? RAN sharing enhancements is more than just this.

Vodafone agreed with Sprint, we need to clarify objectives and scope.

Nokia Networks wanted to know where the security is to be done and why. A discussion paper would be helpful.

This was agreed to be brought in for the next meeting.

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-151215
Work Plan input from the Rapporteurs





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was revised to S3-151535.



S3-151535
Work Plan input from the Rapporteurs





Source: ETSI Secretariat

(Replaces S3-151215)

Decision: 

The document was noted.



S3-151263
SA3 work plan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-151261
SA3 Meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



11
Any Other Business

S3-151318
Tutorial for use of the 3G Ultimate TD allocation tools





Source: ETSI Secretariat

Abstract: 

This is the last meeting where SA3 uses old tools such as ADN. From SA3#80 3GU will be used for tdoc reservation. This contribution is a tutorial that delegates can use when tdoc reservation is open for SA3#80.

Decision: 

The document was noted.



Report prepared by: Mirko Cano
Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-151211
	draft_CR ProSe Sec Annex F
	Alcatel-Lucent
	revised
	-
	S3-151469

	S3-151212
	ProSe: pCR to add EN to Relay Solutions
	Alcatel-Lucent
	noted
	-
	-

	S3-151213
	IOPS: pCR to add Key issue Authentication
	Alcatel-Lucent
	revised
	-
	S3-151508

	S3-151214
	IOPS: pCR to add Key issue Inter node security
	Alcatel-Lucent
	revised
	-
	S3-151512

	S3-151215
	Work Plan input from the Rapporteurs
	ETSI Secretariat
	revised
	-
	S3-151535

	S3-151216
	LS on TLS and DTLS terminology
	ITU-T SG16
	noted
	-
	-

	S3-151217
	Reply LS on VoLTE Roaming Architecture
	GSMA NG
	postponed
	-
	-

	S3-151218
	LS on Enable MB2 authorization
	C3-150424
	replied to
	-
	-

	S3-151219
	Reply LS on Security Framework for Cellular IoT
	GPC150120
	noted
	-
	-

	S3-151220
	Response LS on work split for Study on Cellular IoT
	GPC150122
	noted
	-
	-

	S3-151221
	Reply to LS related to Mobile VoIP IMS Roaming
	GSMA PSMC
	postponed
	-
	-

	S3-151222
	Liaison about the creation of ETSI ISG QSC (Quantum Safe Cryptography)
	ETSI ISG QSC
	noted
	-
	-

	S3-151223
	Response LS on public safety discovery
	R1-150948
	noted
	-
	-

	S3-151224
	Reply LS on end-to-end WebRTC-IMS security
	S1-150212
	replied to
	-
	-

	S3-151225
	LS on MCPTT core items selection
	S1-150340
	noted
	-
	-

	S3-151226
	LS on public safety discovery
	S2-150691
	replied to
	-
	-

	S3-151227
	LS on I-WLAN specification maintenance
	SP-150158
	noted
	-
	-

	S3-151228
	Reply LS on work split for Study on Cellular IoT
	SP-150170
	noted
	-
	-

	S3-151229
	Reply LS on ITU-T SG17 WI on Simple Encryption for IoT
	oneM2M WG4
	noted
	-
	-

	S3-151230
	Proposing Draft TR skeleton for FS_ BEST_MTC_Sec
	Rapporteur
	revised
	-
	S3-151516

	S3-151231
	Defining scope for Draft TR FS_ BEST_MTC_Sec
	Vodafone
	withdrawn
	-
	-

	S3-151232
	Section 6.3.1.2 - Mechanism for replay protection in EPC-level discovery
	Alcatel Lucent
	noted
	-
	-

	S3-151233
	TR skeleton proposal for FS_ EASE_IoT
	Rapporteur
	approved
	-
	-

	S3-151234
	Proposed introduction for EASE_IoT
	Ericsson, Nokia
	revised
	-
	S3-151514

	S3-151235
	Proposed scope for EASE_IoT
	Ericsson, Nokia
	approved
	-
	-

	S3-151236
	SCAS: Clarification/Improvements of packet filtering requirements
	Ericsson, Telecom Italia
	revised
	-
	S3-151427

	S3-151237
	SCAS: Clarification/Improvements of packet filtering test cases
	Ericsson
	revised
	-
	S3-151428

	S3-151238
	SCAS: Clarification/Improvements protection management data in transit requirements
	Ericsson
	approved
	-
	-

	S3-151239
	SCAS: Basic Vulnerability Testing requirements
	Ericsson
	revised
	-
	S3-151429

	S3-151240
	Defining scope for Draft TR FS_ BEST_MTC_Sec
	Vodafone, ORANGE
	revised
	-
	S3-151517

	S3-151241
	Security for IOPS with Local EPC and no backhaul
	Intel corporation
	noted
	-
	-

	S3-151242
	Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use
	Intel corporation
	revised
	-
	S3-151489

	S3-151243
	Security for one-to-one Proximity-based services (ProSe) Direct communication for Public Safety Use
	Intel corporation
	revised
	-
	S3-151502

	S3-151244
	LS reply on Public Safety discovery
	Intel corporation
	revised
	-
	S3-151524

	S3-151245
	Improving requirement B.4.3.2
	Telecom Italia S.p.A
	revised
	-
	S3-151432

	S3-151246
	Adding test cases D.4.3.2.x related to Minimised kernel network functions
	Telecom Italia S.p.A
	revised
	-
	S3-151433

	S3-151247
	Adding 4.3.x Syn Flood Prevention requirement
	Telecom Italia S.p.A.
	revised
	-
	S3-151434

	S3-151248
	Adding test case D.4.3.x related to Syn Flood Prevention
	Telecom Italia S.p.A
	revised
	-
	S3-151435

	S3-151249
	Correction of the hash input parameters for proximity request
	Huawei, HiSilicon
	revised
	-
	S3-151470

	S3-151250
	Correction on PTK ID handing
	Huawei, HiSilicon
	revised
	-
	S3-151522

	S3-151251
	Key issue of UE-to-UE relay discovery
	Huawei, HiSilicon
	revised
	-
	S3-151487

	S3-151252
	Scope and references
	Huawei, HiSilicon
	revised
	-
	S3-151494

	S3-151253
	Key issue on security between UEs and Isolated EUTRAN without backhaul
	Huawei, HiSilicon
	revised
	-
	S3-151507

	S3-151254
	Key issue on security between (N)eNBs
	Huawei, HiSilicon
	revised
	-
	S3-151512

	S3-151255
	Discussion on authentication between UE and Isolated E-UTRAN for IOPS
	Huawei, HiSilicon
	noted
	-
	-

	S3-151256
	key issue on integrity protection for signalling
	Huawei, HiSilicon
	revised
	-
	S3-151505

	S3-151257
	Solution of integrity protection for signalling
	Huawei, HiSilicon
	revised
	-
	S3-151467

	S3-151258
	NFV Security Assurance Discussion paper
	Huawei, HiSilicon
	noted
	-
	-

	S3-151259
	Agenda
	WG Chairman
	approved
	-
	-

	S3-151260
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-151261
	SA3 Meeting calendar
	ETSI Secretariat
	noted
	-
	-

	S3-151262
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-151263
	SA3 work plan
	ETSI Secretariat
	noted
	-
	-

	S3-151264
	Threats T9 and T10
	Huawei, HiSilicon
	approved
	-
	-

	S3-151265
	SCAS: Discussion on handling of requirements 6.7 from main body of TR and DT catalogue requirements 3.01-20 to 3.01-22 in Annex C of TR 33.806
	Alcatel-Lucent
	noted
	-
	-

	S3-151266
	Threats T30, T36, and T43
	Huawei, HiSilicon
	revised
	-
	S3-151421

	S3-151267
	SCAS: pCR to TR 33.806 on merging requirements on Protecting Sessions
	Alcatel-Lucent
	revised
	-
	S3-151424

	S3-151268
	Threat T44
	Huawei, HiSilicon
	revised
	-
	S3-151422

	S3-151269
	SCAS: pCR to TR 33.806 on merging requirements on Protecting User Sessions
	Alcatel-Lucent
	revised
	-
	S3-151425

	S3-151270
	pCR to TR 33.997: Text proposals for maintenance of the IOPS Technical Report
	Rapporteur
	approved
	-
	-

	S3-151271
	Update on Security Procedure for Data Transfer to UE
	Huawei, HiSilicon
	noted
	-
	-

	S3-151272
	draft_CR ProSe Sec 5 3 3 2
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-151273
	draft_CR ProSe Sec 6 1 3 3
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-151274
	draft_CR ProSe Sec 6 2 3
	Alcatel-Lucent
	noted
	-
	-

	S3-151275
	pCR to TR 33.997: Text proposal for the Scope section (IOPS)
	General Dynamics UK Ltd.
	revised
	-
	S3-151494

	S3-151276
	pCR to TR 33.997: Text proposal for the Introduction section (IOPS)
	General Dynamics UK Ltd.
	revised
	-
	S3-151500

	S3-151277
	pCR to TR 33.997: Text proposal for the List of Assets section (IOPS)
	General Dynamics UK Ltd.
	revised
	-
	S3-151501

	S3-151278
	pCR to 33.997: Discussion of IOPS AKA and Key Issues text proposal
	General Dynamics UK Ltd.
	revised
	-
	S3-151509

	S3-151279
	pCR to TR 33.997: IOPS AKA - security threats text proposal
	General Dynamics UK Ltd.
	approved
	-
	-

	S3-151280
	pCR to TR 33.997: IOPS AKA - security requirements text proposal
	General Dynamics UK Ltd.
	revised
	-
	S3-151510

	S3-151281
	pCR to TR 33.997: IOPS AKA - solution text proposal
	General Dynamics UK Ltd.
	revised
	-
	S3-151511

	S3-151282
	pCR: UE-to-Network Relay security for ProSe using PC4a
	Alcatel Lucent
	revised
	-
	S3-151495

	S3-151283
	pCR: Expanding section 8.1.1 on UE-to-Network relay discovery
	Alcatel Lucent
	revised
	-
	S3-151498

	S3-151284
	ProSe: Discussion on using uni-directional versus bi-directional mode of communication for ProSe Bearer layer security
	Alcatel Lucent
	noted
	-
	-

	S3-151285
	ProSe: Discussion paper comparing HTTP/TLS with MIKEY/UDP for PC8 communication
	Alcatel Lucent
	noted
	-
	-

	S3-151286
	pCR: Section 6.3.4: Assessment and conclusion on candidate solutions for TURN authentication
	Alcatel Lucent Huawei HiSilicon
	revised
	-
	S3-151462

	S3-151287
	pCR: Editorial corrections and clarifications for OAuth based TURN authentication
	Alcatel Lucent
	approved
	-
	-

	S3-151288
	pCR: Clarification of TURN credential provision flow using eP-CSCF
	Huawei, Hi-Silicon, Alcatel-Lucent
	approved
	-
	-

	S3-151289
	CR to TS 33.203 - Solutions for TURN credential provisioning and authentication
	Alcatel-Lucent, Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151290
	CR to TS 33.223: change to AUTN length
	Gemalto, Ericsson
	agreed
	-
	-

	S3-151291
	Change to AUTN length
	Gemalto, Ericsson
	agreed
	-
	-

	S3-151292
	Change to AUTN length
	Gemalto, Ericsson
	agreed
	-
	-

	S3-151293
	Change to AUTN length
	Gemalto, Ericsson
	agreed
	-
	-

	S3-151294
	Change to AUTN length
	Gemalto, Ericsson
	agreed
	-
	-

	S3-151295
	Spoofed call actor definitions
	Sprint
	approved
	-
	-

	S3-151296
	Valid and invalid (spoofed) call scenarios
	Sprint
	approved
	-
	-

	S3-151297
	MCPTT: Key issue on denial of service
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151447

	S3-151298
	MCPTT: Key issue on eavesdropping
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151453

	S3-151299
	MCPTT: Key issue on impersonation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151449

	S3-151300
	MCPTT: Key issue on manipulation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151450

	S3-151301
	MCPTT: Key issue on traffic analysis
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151451

	S3-151302
	MCPTT: Off network: Key issue on denial of service
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151455

	S3-151303
	MCPTT: Off-network: Key issue on eavesdropping
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151456

	S3-151304
	MCPTT: Off-network: Key issue on impersonation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151458

	S3-151305
	MCPTT: Off network: Key issue on manipulation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151457

	S3-151306
	MCPTT: Off-network: Key issue on traffic analysis
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	revised
	-
	S3-151459

	S3-151307
	FS_ESCAPADES: Previous spoofed call detection solutions
	NEC
	approved
	-
	-

	S3-151308
	FS_ESCAPADES: Consideration on verifier behaviour against detected spoofed call
	NEC
	revised
	-
	S3-151533

	S3-151309
	Summary of IETF STIR group active drafts on spoofed call detection
	Alcatel-Lucent
	approved
	-
	-

	S3-151310
	Security credentials in IOPS network
	Nokia Networks
	revised
	-
	S3-151506

	S3-151311
	IOPS security requirements
	Nokia Networks
	revised
	-
	S3-151507

	S3-151312
	Discussion of IMSI/IMPI exposure at the SCEF
	Nokia Networks, Microsoft Corporation
	revised
	-
	S3-151476

	S3-151313
	Conclusion on solutions for Group Message Protection
	Nokia Networks
	revised
	-
	S3-151481

	S3-151314
	WebRTC e2e security
	Ericsson
	revised
	-
	S3-151463

	S3-151315
	Discussion of optimized security solutions for ProSe Restricted Direct Discovery using Model B
	Ericsson
	noted
	-
	-

	S3-151316
	ProSe Restricted Discovery in Model B with Match Report procedure initiated by Discoverer UE only
	Ericsson
	approved
	-
	-

	S3-151317
	ProSe Restricted Discovery in Model B with local MIC Checking
	Ericsson
	approved
	-
	-

	S3-151318
	Tutorial for use of the 3G Ultimate TD allocation tools
	ETSI Secretariat
	noted
	-
	-

	S3-151319
	Security of ProSe Restricted Discovery
	ZTE Corporation, China Unicom
	approved
	-
	-

	S3-151320
	Security of ProSe Restricted Discovery (Model B)
	ZTE Corporation, China Unicom
	approved
	-
	-

	S3-151321
	key issue on Restricted Discovery with application-controlled extension
	ZTE Corporation, China Unicom
	revised
	-
	S3-151474

	S3-151322
	CR on PGK expiration of TS 33.303
	ZTE Corporation, China Unicom
	revised
	-
	S3-151471

	S3-151323
	Modifications for location management
	ZTE Corporation, China Unicom
	approved
	-
	-

	S3-151324
	SCAS: Add Malware to Annex A
	China Mobile
	revised
	-
	S3-151423

	S3-151325
	SCAS: Add a threat to Annex A
	China Mobile
	revised
	-
	S3-151475

	S3-151326
	SCAS: Add security threats caused by lack of MME traffic isolation to Annex A
	China Mobile
	revised
	-
	S3-151422

	S3-151327
	SCAS: Revision of critical assets
	China Mobile
	revised
	-
	S3-151420

	S3-151328
	ProSe:delete an EN of DOS attack solution in registration procedure
	China Mobile
	revised
	-
	S3-151493

	S3-151329
	ProSe:add  a definition of Remote UE
	China Mobile
	revised
	-
	S3-151492

	S3-151330
	Discussion of End-to-End WebRTC-IMS Security
	Huawei, HiSilicon
	noted
	-
	-

	S3-151331
	ProSe: Key Issue on ProSe discovery in out of coverage scenario
	Huawei, HiSilicon
	revised
	-
	S3-151487

	S3-151332
	Discussion on secure discovery in out of coverage scenario (Public Safety use)
	Huawei, Hisilicon
	noted
	-
	-

	S3-151333
	[MTCe] Key derivation clarification about group authentication mechanism
	China Mobile
	noted
	-
	-

	S3-151334
	[MTCe] Synchronization analysis about group authentication mechanism
	China Mobile
	noted
	-
	-

	S3-151335
	[MTCe] revised group authentication mechanism
	China Mobile
	noted
	-
	-

	S3-151336
	MCPTT TR 33.879 Definition of Ambient and Discreet Listening and Potential System Security Requirements
	BT Group
	noted
	-
	-

	S3-151337
	Basic UNIX/Linux hardening
	TeliaSonera
	revised
	-
	S3-151430

	S3-151338
	pCR to TR 33.806 on Security Functional Requirements deriving from 3GPP specifications
	Nokia Networks
	approved
	-
	-

	S3-151339
	Proposed handling of privacy-related requirements in SCAS (TR 33.806)
	Nokia Networks, Ericsson
	approved
	-
	-

	S3-151340
	Scope of TR 33.849
	China Unicom, ZTE Corporation
	revised
	-
	S3-151528

	S3-151341
	pCR to TR 33.806 on merging requirements on HTTPS
	Nokia Networks
	approved
	-
	-

	S3-151342
	Condensed threats
	China Unicom, ZTE Corporation
	noted
	-
	-

	S3-151343
	pCR to TR 33.806 on test case for requirements on HTTPS
	Nokia Networks
	approved
	-
	-

	S3-151344
	Mitigation technology for privacy consideration
	China Unicom, ZTE Corporation
	noted
	-
	-

	S3-151345
	pCR to TR 33.806 on UNIX-related requirements
	Nokia Networks
	approved
	-
	-

	S3-151346
	Privacy identification process
	China Unicom, ZTE Corporation
	noted
	-
	-

	S3-151347
	pCR to TR 33.806 on test case for requirements on Unique UID
	Nokia Networks
	approved
	-
	-

	S3-151348
	Guidance for privacy considerations
	China Unicom, ZTE Corporation
	noted
	-
	-

	S3-151349
	pCR to TR 33.806 on GTP-C filtering requirements
	Nokia Networks
	revised
	-
	S3-151426

	S3-151350
	New study item proposal: Study on Security Aspects of RAN Sharing Enhancements
	China Unicom, CATR, ZTE Corporation
	revised
	-
	S3-151479

	S3-151351
	Update of WID on Security Assurance Specification for
	Nokia Networks, Ericsson
	revised
	-
	S3-151439

	S3-151352
	Skeleton for TS 33.116 on Security Assurance Specification for 3GPP network product classes
	Nokia Networks
	revised
	-
	S3-151440

	S3-151353
	Skeleton for TS 33.sas on Catalogue of General Security Assurance Requirements
	Nokia Networks
	revised
	-
	S3-151441

	S3-151354
	Proposed key issue on entity authentication and key agreement for EASE_IoT
	Ericsson, Nokia Networks
	revised
	-
	S3-151503

	S3-151355
	Proposed key issue on eavesdropping for EASE_IoT
	Ericsson, Nokia Networks
	revised
	-
	S3-151504

	S3-151356
	Proposed key issue on unauthorized modification of data for EASE_IoT
	Ericsson
	revised
	-
	S3-151505

	S3-151357
	[MCPTT] Key issue: Key Stream Reuse
	CESG
	approved
	-
	-

	S3-151358
	[MCPTT] Key issue: Configuration & Service Access
	CESG
	approved
	-
	-

	S3-151359
	[MCPTT] Key issue: Group Key Management
	CESG
	revised
	-
	S3-151446

	S3-151360
	[MCPTT] Key issue: Late Entry to Group Communications
	CESG
	approved
	-
	-

	S3-151361
	[MCPTT] Key issue: Private Call Confidentiality
	CESG
	revised
	-
	S3-151454

	S3-151362
	[MCPTT] Key issue: Data Communication Security
	CESG
	revised
	-
	S3-151448

	S3-151363
	Proposed baseline architecture for EASE_IoT
	Ericsson
	revised
	-
	S3-151515

	S3-151364
	pCR FS_ BEST_MTC_Sec: NEW Key Issue: AKA procedures impact in very low throughput condition and on battery efficient batteries
	Vodafone
	noted
	-
	-

	S3-151365
	
pCR to FS_ BEST_MTC_Sec: Adding Background Information
	Vodafone
	revised
	-
	S3-151518

	S3-151366
	pCR to FS_ BEST_MTC_Sec: Proposing new requirement on AKA procedure efficiency
	Vodafone
	noted
	-
	-

	S3-151367
	pCR to FS_BEST_MTC_Sec: Adding UE to GGSN security solutions
	Vodafone
	revised
	-
	S3-151531

	S3-151368
	Proposed solution for EASE_IoT
	Ericsson
	revised
	-
	S3-151467

	S3-151369
	UE obtaining the current time UTC from the BSF
	Ericsson
	agreed
	-
	-

	S3-151370
	Clarification to solution 8.3.2: Security for restricted discovery
	Ericsson
	approved
	-
	-

	S3-151371
	Updates on the solution for ProSe one-to-one security
	Ericsson
	approved
	-
	-

	S3-151372
	Updates on the solution for ProSe UE-to-network relay security
	Ericsson
	approved
	-
	-

	S3-151373
	Clarification on PC3ch (charging interface) security
	Ericsson
	agreed
	-
	-

	S3-151374
	Correction to Solution 8.3.3 ProSe Restricted Discovery in Model B
	Ericsson
	approved
	-
	-

	S3-151375
	Correction of standalone BSF term
	Ericsson
	agreed
	-
	-

	S3-151376
	Threats on PC2 interface in Restricted Discovery
	Ericsson
	revised
	-
	S3-151485

	S3-151377
	TR 33.895: Proposed conclusions
	Ericsson
	revised
	-
	S3-151483

	S3-151378
	DRAFT LS to GERAN2 to confirm security data transmission targets for CIoT devices
	Vodafone
	revised
	-
	S3-151418

	S3-151379
	TR 33.895: Resolving editor's notes on local user authentication
	Ericsson
	approved
	-
	-

	S3-151380
	Security solution for PC2 interface in Restricted Discovery
	Ericsson
	revised
	-
	S3-151486

	S3-151381
	TR 33.895: Clean-up of TR
	Ericsson
	approved
	-
	-

	S3-151382
	AESE: Clarification of authorization mechanism in SCEF
	Ericsson
	revised
	-
	S3-151478

	S3-151383
	Solution for protecting the confidentiality of ProSe Codes in Restricted Discovery
	Ericsson
	approved
	-
	-

	S3-151384
	Proposed EASE_CIoT Key Issue 'Unauthorized modification of signalling data'
	Nokia Networks
	revised
	-
	S3-151505

	S3-151385
	Clarifying MIC Calculation is based on parameters, not the discovery message itself
	Qualcomm Incorporated
	agreed
	-
	-

	S3-151386
	Need for Match Report for ProSe Query Codes
	Qualcomm Incorporated
	approved
	-
	-

	S3-151387
	Enhancement to the Restricted Discovery solution 8.3.2
	Qualcomm Incorporated
	approved
	-
	-

	S3-151388
	Key Issue for structured Restricted Discovery ProSe Codes
	Qualcomm Incorporated
	revised
	-
	S3-151474

	S3-151389
	TCG progress report for TMS WG
	Interdigital
	noted
	-
	-

	S3-151390
	Solution for structured Restricted Discovery ProSe Codes
	Qualcomm Incorporated
	revised
	-
	S3-151484

	S3-151391
	Obtaining the security parameters to perform restricted discovery
	Qualcomm Incorporated
	approved
	-
	-

	S3-151392
	Update of the key issue for group member discovery (public safety)
	Qualcomm Incorporated
	revised
	-
	S3-151488

	S3-151393
	Group member discovery based on commercial discovery solutions
	Qualcomm Incorporated
	approved
	-
	-

	S3-151394
	Generic framework for the establishment of security between two ProSe UEs
	Qualcomm Incorporated
	revised
	-
	S3-151490

	S3-151395
	Solution for UE-network relay based on a shared key
	Qualcomm Incorporated
	revised
	-
	S3-151497

	S3-151396
	One-to-one communications using the group key
	Qualcomm Incorporated
	revised
	-
	S3-151491

	S3-151397
	Security mechanism for IMS based Architecture for MCPTT Applications
	Samsung
	revised
	-
	S3-151460

	S3-151398
	Solution for key establishment between the Remote UE and UE-to-Network Relay
	Samsung
	revised
	-
	S3-151496

	S3-151399
	Authentication Mechanism for IOPS No Backhaul Case
	Samsung
	noted
	-
	-

	S3-151400
	CR_ProSe NAF Key Indication
	Alcatel-Lucent
	revised
	-
	S3-151468

	S3-151401
	CR_ProSe Clause 6 1 3 3 VPLMN clarification
	Alcatel-Lucent
	revised
	-
	S3-151472

	S3-151402
	Adding Conclusion clause Title to FS_BEST_MTC_Sec draft Skeleton
	Vodafone
	approved
	-
	-

	S3-151403
	Fixing normative shalls and musts in 33.916
	NTT DOCOMO
	approved
	-
	-

	S3-151404
	Comments on S3-151377, TR 33.895: Proposed conclusions
	Interdigital
	revised
	-
	S3-151483

	S3-151405
	Comments on S3-151313:Conclusion on solutions for Group Message Protection
	China Mobile
	noted
	-
	-

	S3-151406
	Telecom Italia comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)
	Telecom Italia S.p.A
	withdrawn
	-
	-

	S3-151407
	Web Server Hardening Requirements
	Deutsche Telekom AG
	revised
	-
	S3-151436

	S3-151408
	Comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)
	Telecom Italia S.p.A, Telia Sonera
	withdrawn
	-
	-

	S3-151409
	Comments toTD S3-151349 (pCR to TR 33.806 on GTP-C filtering requirements)
	Telecom Italia S.p.A, Telia Sonera
	noted
	-
	-

	S3-151410
	[MCPTT] Comment on S3-151336: Key Issue for Ambient Listening
	CESG
	approved
	-
	-

	S3-151411
	Comments to TD S3-151388 (Key issue for structured Restricted Discovery ProSe Codes)
	Ericsson
	noted
	-
	-

	S3-151412
	MCPTT: Registration and User Authentication Flow
	Motorola Solutions
	revised
	-
	S3-151419

	S3-151413
	Correction of clause title and text referring to wrong subject
	Vodafone
	revised
	-
	S3-151482

	S3-151414
	Discussion of way forward for SCAS - update
	Nokia Networks
	noted
	-
	-

	S3-151415
	List of open SCAS requirements in TR 33.806, Annex B
	Nokia Networks
	noted
	-
	-

	S3-151416
	LS on MCPTT security aspects
	S6-150284
	replied to
	-
	-

	S3-151417
	Email discussion on VoLTE roaming architecture
	NTT-Docomo
	withdrawn
	-
	-

	S3-151418
	LS to GERAN2 to confirm security data transmission targets for CIoT devices
	Vodafone
	approved
	S3-151378
	-

	S3-151419
	MCPTT: Registration and User Authentication Flow
	Motorola Solutions
	noted
	S3-151412
	-

	S3-151420
	SCAS: Revision of critical assets
	China Mobile
	approved
	S3-151327
	-

	S3-151421
	Threats T30, T36, and T43
	Huawei, HiSilicon, Telia Sonera
	approved
	S3-151266
	-

	S3-151422
	SCAS: Add security threats caused by lack of MME traffic isolation to Annex A
	China Mobile,Huawei,HiSilicon
	approved
	S3-151326
	-

	S3-151423
	SCAS: Add Malware to Annex A
	China Mobile
	approved
	S3-151324
	-

	S3-151424
	SCAS: pCR to TR 33.806 on merging requirements on Protecting Sessions
	Alcatel-Lucent
	approved
	S3-151267
	-

	S3-151425
	SCAS: pCR to TR 33.806 on merging requirements on Protecting User Sessions
	Alcatel-Lucent
	approved
	S3-151269
	-

	S3-151426
	pCR to TR 33.806 on GTP-C filtering requirements
	Nokia Networks,Telecom Italia, Telia Sonera
	approved
	S3-151349
	-

	S3-151427
	SCAS: Clarification/Improvements of packet filtering requirements
	Ericsson, Telecom Italia
	approved
	S3-151236
	-

	S3-151428
	SCAS: Clarification/Improvements of packet filtering test cases
	Ericsson
	approved
	S3-151237
	-

	S3-151429
	SCAS: Basic Vulnerability Testing requirements
	Ericsson
	approved
	S3-151239
	-

	S3-151430
	Basic UNIX/Linux hardening
	TeliaSonera
	approved
	S3-151337
	-

	S3-151431
	Note for UNIX
	Telia Sonera
	approved
	-
	-

	S3-151432
	Improving requirement B.4.3.2
	Telecom Italia S.p.A
	approved
	S3-151245
	-

	S3-151433
	Adding test cases D.4.3.2.x related to Minimised kernel network functions
	Telecom Italia S.p.A
	approved
	S3-151246
	-

	S3-151434
	Adding 4.3.x Syn Flood Prevention requirement
	Telecom Italia S.p.A.
	approved
	S3-151247
	-

	S3-151435
	Adding test case D.4.3.x related to Syn Flood Prevention
	Telecom Italia S.p.A
	approved
	S3-151248
	-

	S3-151436
	Web Server Hardening Requirements
	Deutsche Telekom AG
	approved
	S3-151407
	-

	S3-151437
	draft TR 33.806
	Rapporteur
	approved
	-
	-

	S3-151438
	draft  TR 33.916
	Rapporteur
	approved
	-
	-

	S3-151439
	Update of WID on Security Assurance Specification for
	Nokia Networks, Ericsson
	revised
	S3-151351
	S3-151532

	S3-151440
	Skeleton for TS 33.116 on Security Assurance Specification for 3GPP network product classes
	Nokia Networks
	approved
	S3-151352
	-

	S3-151441
	Skeleton for TS 33.sas on Catalogue of General Security Assurance Requirements
	Nokia Networks
	approved
	S3-151353
	-

	S3-151442
	Response to Reply LS on Security Framework for Cellular IoT
	S2-151382
	noted
	-
	-

	S3-151443
	LS on support of public safety services over an IOPS network
	S2-151424
	noted
	-
	-

	S3-151444
	Reply to: LS on MCPTT security aspects
	CESG
	approved
	-
	-

	S3-151445
	Response to Reply LS on Security Framework for Cellular IoT
	S1-151528
	noted
	-
	-

	S3-151446
	[MCPTT] Key issue: Group Key Management
	CESG
	approved
	S3-151359
	-

	S3-151447
	MCPTT: Key issue on denial of service
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151297
	-

	S3-151448
	[MCPTT] Key issue: Data Communication Security
	CESG
	approved
	S3-151362
	-

	S3-151449
	MCPTT: Key issue on impersonation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151299
	-

	S3-151450
	MCPTT: Key issue on manipulation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151300
	-

	S3-151451
	MCPTT: Key issue on traffic analysis
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151301
	-

	S3-151452
	Clarification of the MCPTT scope
	CESG
	approved
	-
	-

	S3-151453
	MCPTT: Key issue on eavesdropping
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151298
	-

	S3-151454
	[MCPTT] Key issue: Private Call Confidentiality
	CESG
	approved
	S3-151361
	-

	S3-151455
	MCPTT: Off network: Key issue on denial of service
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151302
	-

	S3-151456
	MCPTT: Off-network: Key issue on eavesdropping
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151303
	-

	S3-151457
	MCPTT: Off network: Key issue on manipulation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151305
	-

	S3-151458
	MCPTT: Off-network: Key issue on impersonation
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151304
	-

	S3-151459
	MCPTT: Off-network: Key issue on traffic analysis
	Motorola Solutions, Sepura, Airbus, Thales, UK Home Office
	approved
	S3-151306
	-

	S3-151460
	Security mechanism for IMS based Architecture for MCPTT Applications
	Samsung
	approved
	S3-151397
	-

	S3-151461
	draft TR 33.879
	Rapporteur
	approved
	-
	-

	S3-151462
	pCR: Section 6.3.4: Assessment and conclusion on candidate solutions for TURN authentication
	Alcatel Lucent Huawei HiSilicon
	approved
	S3-151286
	-

	S3-151463
	WebRTC e2e security
	Ericsson
	approved
	S3-151314
	-

	S3-151464
	draft TR 33.872
	Rapporteur
	approved
	-
	-

	S3-151465
	Exception  sheet iWebRTC
	Rapporteur
	approved
	-
	-

	S3-151466
	Presentation sheet TR 33.872
	Rapporteur
	approved
	-
	-

	S3-151467
	Solution for EASE_IoT
	Huawei, HiSilicon,Ericsson
	approved
	S3-151257
	-

	S3-151468
	CR_ProSe NAF Key Indication
	Alcatel-Lucent
	agreed
	S3-151400
	-

	S3-151469
	Annex F correction to show ProSe Key Management Function KMS and PC8
	Alcatel-Lucent
	agreed
	S3-151211
	-

	S3-151470
	Correction of the hash input parameters for proximity request
	Huawei, HiSilicon
	agreed
	S3-151249
	-

	S3-151471
	CR on PGK expiration of TS 33.303
	ZTE Corporation, China Unicom
	agreed
	S3-151322
	-

	S3-151472
	CR_ProSe Clause 6 1 3 3 VPLMN clarification
	Alcatel-Lucent,Nokia Networks
	agreed
	S3-151401
	-

	S3-151473
	List of SCAS requirements vs test cases in TR 33.806
	Alcatel-Lucent
	noted
	-
	-

	S3-151474
	key issue on Restricted Discovery with application-controlled extension
	ZTE Corporation, China Unicom
	approved
	S3-151321
	-

	S3-151475
	SCAS: Add a threat to Annex A
	China Mobile
	approved
	S3-151325
	-

	S3-151476
	Discussion of IMSI/IMPI exposure at the SCEF
	Nokia Networks, Microsoft Corporation
	approved
	S3-151312
	-

	S3-151477
	LS on risk of IMSI exposure to an SCEF
	Nokia Networks
	approved
	-
	-

	S3-151478
	AESE: Clarification of authorization mechanism in SCEF
	Ericsson
	approved
	S3-151382
	-

	S3-151479
	New study item proposal: Study on Security Aspects of RAN Sharing Enhancements
	China Unicom, CATR, ZTE Corporation
	noted
	S3-151350
	-

	S3-151480
	Reply to: LS on Enable MB2 authorization
	Ericsson,Nokia Networks
	approved
	-
	-

	S3-151481
	Conclusion on solutions for Group Message Protection
	Nokia Networks
	approved
	S3-151313
	-

	S3-151482
	Correction of clause title and text referring to wrong subject
	Vodafone
	agreed
	S3-151413
	-

	S3-151483
	TR 33.895: Proposed conclusions
	Ericsson,Interdigital
	approved
	S3-151377
	-

	S3-151484
	Solution for structured Restricted Discovery ProSe Codes
	Qualcomm Incorporated
	approved
	S3-151390
	-

	S3-151485
	Threats on PC2 interface in Restricted Discovery
	Ericsson
	approved
	S3-151376
	-

	S3-151486
	Security solution for PC2 interface in Restricted Discovery
	Ericsson
	approved
	S3-151380
	-

	S3-151487
	Key issue of UE-to-UE relay discovery
	Huawei, HiSilicon
	approved
	S3-151251
	-

	S3-151488
	Update of the key issue for group member discovery (public safety)
	Qualcomm Incorporated
	approved
	S3-151392
	-

	S3-151489
	Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use
	Intel corporation
	approved
	S3-151242
	-

	S3-151490
	Generic framework for the establishment of security between two ProSe UEs
	Qualcomm Incorporated
	approved
	S3-151394
	-

	S3-151491
	One-to-one communications using the group key
	Qualcomm Incorporated
	approved
	S3-151396
	-

	S3-151492
	ProSe:add  a definition of Remote UE
	China Mobile
	approved
	S3-151329
	-

	S3-151493
	ProSe:delete an EN of DOS attack solution in registration procedure
	China Mobile
	approved
	S3-151328
	-

	S3-151494
	Scope and references
	Huawei, HiSilicon,General Dynamics UK Ltd.
	approved
	S3-151252
	-

	S3-151495
	pCR: UE-to-Network Relay security for ProSe using PC4a
	Alcatel Lucent
	approved
	S3-151282
	-

	S3-151496
	Solution for key establishment between the Remote UE and UE-to-Network Relay
	Samsung
	approved
	S3-151398
	-

	S3-151497
	Solution for UE-network relay based on a shared key
	Qualcomm Incorporated
	approved
	S3-151395
	-

	S3-151498
	pCR: Expanding section 8.1.1 on UE-to-Network relay discovery
	Alcatel Lucent
	approved
	S3-151283
	-

	S3-151499
	Reply to: Reply LS on end-to-end WebRTC-IMS security
	Ericsson
	approved
	-
	-

	S3-151500
	pCR to TR 33.997: Text proposal for the Introduction section (IOPS)
	General Dynamics UK Ltd.
	approved
	S3-151276
	-

	S3-151501
	pCR to TR 33.997: Text proposal for the List of Assets section (IOPS)
	General Dynamics UK Ltd.
	approved
	S3-151277
	-

	S3-151502
	Security for one-to-one Proximity-based services (ProSe) Direct communication for Public Safety Use
	Intel corporation
	approved
	S3-151243
	-

	S3-151503
	Proposed key issue on entity authentication and key agreement for EASE_IoT
	Ericsson, Nokia Networks
	approved
	S3-151354
	-

	S3-151504
	Proposed key issue on eavesdropping for EASE_IoT
	Ericsson, Nokia Networks
	approved
	S3-151355
	-

	S3-151505
	Proposed EASE_CIoT Key Issue 'Unauthorized modification of signalling data'
	Nokia Networks
	approved
	S3-151384
	-

	S3-151506
	Security credentials in IOPS network
	Nokia Networks
	approved
	S3-151310
	-

	S3-151507
	IOPS security requirements
	Nokia Networks
	approved
	S3-151311
	-

	S3-151508
	IOPS: pCR to add Key issue Authentication
	Alcatel-Lucent
	approved
	S3-151213
	-

	S3-151509
	pCR to 33.997: Discussion of IOPS AKA and Key Issues text proposal
	General Dynamics UK Ltd.
	approved
	S3-151278
	-

	S3-151510
	pCR to TR 33.997: IOPS AKA - security requirements text proposal
	General Dynamics UK Ltd.
	approved
	S3-151280
	-

	S3-151511
	pCR to TR 33.997: IOPS AKA - solution text proposal
	General Dynamics UK Ltd.
	approved
	S3-151281
	-

	S3-151512
	IOPS: pCR to add Key issue Inter node security
	Alcatel-Lucent
	approved
	S3-151214
	-

	S3-151513
	Draft TR 33.997
	Rapporteur
	approved
	-
	-

	S3-151514
	Proposed introduction for EASE_IoT
	Ericsson, Nokia
	approved
	S3-151234
	-

	S3-151515
	Proposed baseline architecture for EASE_IoT
	Ericsson
	approved
	S3-151363
	-

	S3-151516
	Proposing Draft TR skeleton for FS_ BEST_MTC_Sec
	Rapporteur
	approved
	S3-151230
	-

	S3-151517
	Defining scope for Draft TR FS_ BEST_MTC_Sec
	Vodafone, ORANGE
	approved
	S3-151240
	-

	S3-151518
	
pCR to FS_ BEST_MTC_Sec: Adding Background Information
	Vodafone
	approved
	S3-151365
	-

	S3-151519
	TR 33.889
	Rapporteur
	approved
	-
	-

	S3-151520
	TR 33.860
	Rapporteur
	approved
	-
	-

	S3-151521
	TR battery efficiency
	Rapporteur
	approved
	-
	-

	S3-151522
	Correction on PTK ID handing
	Huawei, HiSilicon
	agreed
	S3-151250
	-

	S3-151523
	Presentation sheet TR 33.916
	Rapporteur
	approved
	-
	-

	S3-151524
	LS reply on Public Safety discovery
	Intel corporation,Qualcomm
	approved
	S3-151244
	-

	S3-151525
	Presentation sheet TR 33.895
	Rapporteur
	approved
	-
	-

	S3-151526
	draft TR 33.895
	Rapporteur
	approved
	-
	-

	S3-151527
	revised WID SSO
	Rapporteur
	agreed
	-
	-

	S3-151528
	Scope of TR 33.849
	China Unicom, ZTE Corporation
	approved
	S3-151340
	-

	S3-151529
	new draft TR 33.849
	Rapporteur
	approved
	-
	-

	S3-151530
	draft TR 33.833
	Rapporteur
	approved
	-
	-

	S3-151531
	pCR to FS_BEST_MTC_Sec: Adding UE to GGSN security solutions
	Vodafone
	approved
	S3-151367
	-

	S3-151532
	Update of WID on Security Assurance Specification for
	Nokia Networks, Ericsson,NTT-Docomo
	agreed
	S3-151439
	-

	S3-151533
	FS_ESCAPADES: Consideration on verifier behaviour against detected spoofed call
	NEC
	approved
	S3-151308
	-

	S3-151534
	TR 33.832
	Rapporteur
	approved
	-
	-

	S3-151535
	Work Plan input from the Rapporteurs
	ETSI Secretariat
	noted
	S3-151215
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-151289
	CR to TS 33.203 - Solutions for TURN credential provisioning and authentication
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0233
	-
	Rel-13
	B
	eWebRTCi
	withdrawn

	S3-151290
	CR to TS 33.223: change to AUTN length
	Gemalto, Ericsson
	33.223
	0024
	-
	Rel-12
	A
	GBAPush
	agreed

	S3-151291
	Change to AUTN length
	Gemalto, Ericsson
	33.223
	0025
	-
	Rel-11
	A
	GBAPush
	agreed

	S3-151292
	Change to AUTN length
	Gemalto, Ericsson
	33.223
	0026
	-
	Rel-10
	A
	GBAPush
	agreed

	S3-151293
	Change to AUTN length
	Gemalto, Ericsson
	33.223
	0027
	-
	Rel-9
	A
	GBAPush
	agreed

	S3-151294
	Change to AUTN length
	Gemalto, Ericsson
	33.223
	0028
	-
	Rel-8
	F
	GBAPush
	agreed

	S3-151272
	draft_CR ProSe Sec 5 3 3 2
	Alcatel-Lucent
	33.303
	0057
	-
	Rel-12
	-
	ProSe
	withdrawn

	S3-151400
	CR_ProSe NAF Key Indication
	Alcatel-Lucent
	33.303
	0057
	-
	Rel-12
	F
	ProSe
	revised

	S3-151468
	CR_ProSe NAF Key Indication
	Alcatel-Lucent
	33.303
	0057
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151273
	draft_CR ProSe Sec 6 1 3 3
	Alcatel-Lucent
	33.303
	0058
	-
	Rel-12
	-
	ProSe
	withdrawn

	S3-151401
	CR_ProSe Clause 6 1 3 3 VPLMN clarification
	Alcatel-Lucent
	33.303
	0058
	-
	Rel-12
	F
	ProSe
	revised

	S3-151472
	CR_ProSe Clause 6 1 3 3 VPLMN clarification
	Alcatel-Lucent,Nokia Networks
	33.303
	0058
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151274
	draft_CR ProSe Sec 6 2 3
	Alcatel-Lucent
	33.303
	0059
	-
	Rel-12
	C
	ProSe
	noted

	S3-151211
	draft_CR ProSe Sec Annex F
	Alcatel-Lucent
	33.303
	0060
	-
	Rel-12
	F
	ProSe
	revised

	S3-151469
	Annex F correction to show ProSe Key Management Function KMS and PC8
	Alcatel-Lucent
	33.303
	0060
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151232
	Section 6.3.1.2 - Mechanism for replay protection in EPC-level discovery
	Alcatel Lucent
	33.303
	0061
	-
	Rel-12
	C
	ProSe
	noted

	S3-151249
	Correction of the hash input parameters for proximity request
	Huawei, HiSilicon
	33.303
	0062
	-
	Rel-12
	F
	ProSe
	revised

	S3-151470
	Correction of the hash input parameters for proximity request
	Huawei, HiSilicon
	33.303
	0062
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151250
	Correction on PTK ID handing
	Huawei, HiSilicon
	33.303
	0063
	-
	Rel-12
	F
	ProSe
	revised

	S3-151522
	Correction on PTK ID handing
	Huawei, HiSilicon
	33.303
	0063
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151322
	CR on PGK expiration of TS 33.303
	ZTE Corporation, China Unicom
	33.303
	0064
	-
	Rel-12
	F
	ProSe
	revised

	S3-151471
	CR on PGK expiration of TS 33.303
	ZTE Corporation, China Unicom
	33.303
	0064
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151385
	Clarifying MIC Calculation is based on parameters, not the discovery message itself
	Qualcomm Incorporated
	33.303
	0065
	-
	Rel-12
	F
	ProSe
	agreed

	S3-151369
	UE obtaining the current time UTC from the BSF
	Ericsson
	33.303
	0066
	-
	Rel-13
	F
	eProSe
	agreed

	S3-151373
	Clarification on PC3ch (charging interface) security
	Ericsson
	33.303
	0067
	-
	Rel-12
	F
	ProSe
	agreed

	S3-151375
	Correction of standalone BSF term
	Ericsson
	33.303
	0068
	-
	Rel-12
	F
	ProSe
	agreed

	S3-151271
	Update on Security Procedure for Data Transfer to UE
	Huawei, HiSilicon
	33.401
	0547
	-
	Rel-12
	F
	TEI12,SAES
	noted

	S3-151413
	Correction of clause title and text referring to wrong subject
	Vodafone
	35.936
	0001
	-
	Rel-12
	F
	TUAK
	revised

	S3-151482
	Correction of clause title and text referring to wrong subject
	Vodafone
	35.936
	0001
	1
	Rel-12
	F
	TUAK
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-151216
	
	LS on TLS and DTLS terminology
	ITU-T SG16
	noted
	

	S3-151217
	
	Reply LS on VoLTE Roaming Architecture
	GSMA NG
	postponed
	

	S3-151218
	
	LS on Enable MB2 authorization
	C3-150424
	replied to
	S3-151480

	S3-151219
	
	Reply LS on Security Framework for Cellular IoT
	GPC150120
	noted
	

	S3-151220
	
	Response LS on work split for Study on Cellular IoT
	GPC150122
	noted
	

	S3-151221
	
	Reply to LS related to Mobile VoIP IMS Roaming
	GSMA PSMC
	postponed
	

	S3-151222
	
	Liaison about the creation of ETSI ISG QSC (Quantum Safe Cryptography)
	ETSI ISG QSC
	noted
	

	S3-151223
	
	Response LS on public safety discovery
	R1-150948
	noted
	

	S3-151224
	
	Reply LS on end-to-end WebRTC-IMS security
	S1-150212
	replied to
	S3-151499

	S3-151225
	
	LS on MCPTT core items selection
	S1-150340
	noted
	

	S3-151226
	
	LS on public safety discovery
	S2-150691
	replied to
	S3-151524

	S3-151227
	
	LS on I-WLAN specification maintenance
	SP-150158
	noted
	

	S3-151228
	
	Reply LS on work split for Study on Cellular IoT
	SP-150170
	noted
	

	S3-151229
	
	Reply LS on ITU-T SG17 WI on Simple Encryption for IoT
	oneM2M WG4
	noted
	

	S3-151416
	
	LS on MCPTT security aspects
	S6-150284
	replied to
	S3-151444

	S3-151442
	
	Response to Reply LS on Security Framework for Cellular IoT
	S2-151382
	noted
	

	S3-151443
	
	LS on support of public safety services over an IOPS network
	S2-151424
	noted
	

	S3-151445
	
	Response to Reply LS on Security Framework for Cellular IoT
	S1-151528
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-151444
	Reply to: LS on MCPTT security aspects
	SA6
	-
	S3-151416

	S3-151477
	LS on risk of IMSI exposure to an SCEF
	SA2
	-
	

	S3-151480
	Reply to: LS on Enable MB2 authorization
	CT3
	SA2
	S3-151218

	S3-151499
	Reply to: Reply LS on end-to-end WebRTC-IMS security
	SA1
	SA3-LI,SA2
	S3-151224

	S3-151524
	LS reply on Public Safety discovery
	SA2,RAN1,RAN2,SA1
	-
	S3-151226

	S3-151418
	LS to GERAN2 to confirm security data transmission targets for CIoT devices
	GERAN1, GERAN2, RAN1, RAN2
	
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-151527
	revised WID SSO
	Rapporteur
	revised WID

	S3-151532
	Update of WID on Security Assurance Specification for
	Nokia Networks, Ericsson,NTT-Docomo
	revised WID
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