
3GPP TSG SA WG3 (Security) Meeting #79bis
S3-151685
June 29 - 30, Sophia Antipolis, France

revision of S3-15abcd
Source:
Huawei, HiSilicon
Title:
List of open SCAS threats in TR 33.806, Annex A
Document for:



Discussion





Agenda Item:
SCAS
Work Item / Release:
Rel-13

Abstract of the contribution:

The present contribution gives a list of SCAS requirements that still need further work at the date given below. 

Date: June 15, 2015
Color coding: 

Blue: contributions for SA3#79b closed the issue
Red: still open
Black: higher-layer headlines, introductions etc.
Annex A:
Re-structured threats
61
A.1 
Introduction[Editor’s Notes unresolved]
61
Editor’s note: more tba. Some text explaining the structure and how to use it in relation to the threats in the main body is needed. It is clear that there is a lot of overlap among existing threats in the main body of the TR; these overlaps need to be addressed before moving text to Annex A. 

Editor’s note: A problem is that some threats will fall in several categories. Then the threat should be split into components, if possible. If that’s not possible a main category needs to be determined, and the other pertinent categories need to be mentioned in the threat template.
Editor’s note: Whether we can have any further substructuring within a category, e.g. an ordering by affected assets, or whether we will have just numerical ordering, is ffs. 

Editor’s note: One can see from the below that some threats from clause 5.4.2 appear under several categories. This may be an indication that these threats should be split into components. This is ffs. 

A.2
Threats relating to 3GPP-defined interfaces[Editor’s Notes unresolved]
62
Editor’s note: The following threats from clause 5.4 are related to this category: 5.4.1.
A.3
Spoofing identity
62


[MW] Addressed in S3-151680_Annex_A.3
A.3.1
Default Accounts
62
A.3.2
Weak Password Policies
62
A.3.3
Password peek
63
A.3.4
Direct Root Access
63
A.3.5
IP Spoofing
63
A.3.6
Malware
64
A.4
Tampering
64
 



[MW] Addressed in S3-151681_Annex_A.4
A.4.1
Software Tampering
64
A.4.2
Ownership File Misuse
64
A.4.3              External Device Boot
65
A.4.4              Log Tampering
65
A.4.5             OAM Traffic Tampering
65
A.4.6             File Write Permissions Abuse
66
A.4.7
Malware
66

 



[MW] Addressed in S3-151683_Annex_A.7
A.5
Repudiation
66
 

[MW] Addressed in S3-151682_Annex_A.5
A.5.1
     Lack of User Activity Trace
67
[MW] Incomplete template with the following missing:

Target
A.6
Information disclosure
67
A.6.1
Poor key generation
67
A.6.2
Poor key management
67
[MW] Incomplete template with the following missing:


Target
A.6.3
Weak cryptographic algorithms
67
[MW] Incomplete template with the following missing:


Target
A.6.4
Insecure Data Storage
68
[MW] Incomplete template with the following missing:


Target
A.6.5
System Fingerprinting
68
[MW] Incomplete template with the following missing:


Target
A.6.6
Malware
68
 
[MW] Addressed in S3-151683_Annex_A.7
A.6.7
Personal Identification Information Violation
68
[MW] Incomplete template with the following missing:


Target
A.6.8
Insecure Default Configuration
69
[MW] Incomplete template with the following missing:


Target
A.6.9
File/Directory Read Permissions Misuse
69
[MW] Incomplete template with the following missing:


Target
A.6.10
Insecure Network Services
69
[MW] Incomplete template with the following missing:


Target
A.6.11
Unnecessary Services
70
[MW] Incomplete template with the following missing:


Target
A.6.12
Log Disclosure
70
[MW] Incomplete template with the following missing:


Target
A.6.13
Unnecessary Applications
70
[MW] Incomplete template with the following missing:


Target
A.6.14
Eavesdropping
71
[MW] Incomplete template with the following missing:


Target
A.6.15
Security threat caused by lack of MME traffic isolation
71
[MW] Incomplete template with the following missing:


Target
A.7
Denial of service[
71
 




[MW] Addressed in S3-151683_Annex_A.7
A.7.1             Compromised/Misbehaving User Equipments
71
A.7.2             Implementation Flaw
72
A.7.3             Insecure Network Services
72
A.7.4             Human Error
72
A.8
Elevation of privilege
73
 


[MW] Addressed in S3-151684_Annex_A.8 
A.8.1
     Misuse by authorized users
73
A.8.2
     Over-Privileged Processes/Services
73
A.8.3
     Folder  Write Permission Abuse
73
A.8.4
     Root-Owned File Write Permission Abuse
73
A 8.5
     High-Privileged Files
74
A 8.6             Insecure Network Services
74
A.8.7
     Elevation of Privilege via Unnecessary Network Services
75
[MW] Incomplete template with the following missing:

Attacker


Target
�This will become a category





