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Abstract of the contribution: This contribution proposes to resolve the EN in A.7 of TR 33.806. 
1 Introduction 
The following is still open in A.7
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.11
T11 Malware
5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
To resolve the EN, it is proposed to add related threats to A.7. After that, the EN is deleted.
“Denial of Service” threat category not added to “File Write Permission Misuse” threat and “Eavesdropping” threat.
 “Denial of Service” threat category added to “Malware” and “Elevation of Privilege via Unnecessary Network Services” threats 
2 Proposed pCR
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***
NEXT CHANGE
***
A.3.6
Malware
-
Threat Name:  Malware
-
Threat Reference: to be done later
-
Threat Category: Spoofing Identity, Denial of Service, Elevation of Privilege, Tampering, Information Disclosure
-
Threat Description: A malware can act as a legitimate user and perform malicious activities.

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: External User
· Target: MME
Threat relevance: Mitigate
***
NEXT CHANGE
***
A.4.7
VOID
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NEXT CHANGE
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A.6.6
VOID







***
NEXT CHANGE
***
A.8.7
Elevation of Privilege via Unnecessary Network Services 
-
Threat name: Unnecessary Network Services 
-
Threat Reference: to be done later
-    Threat category: Elevation of Privilege, Denial of Service
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary services/open ports which can be exploited by an attacker to gain unauthorized access thus leading to elevation of privilege. The term unnecessary used in this threat refers to two cases:
· Network services not strictly related to MME operation (e.g. Splunk Service)
· Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat Relevance: Mitigate
***
END OF CHANGES
***
